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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3449
168. 235. 201. 49 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover _Gon_Linmt_Htps drop 28
168. 235. 201. 49 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con H ps drop 2
71.6.165. 200 Lhited Sates 147.237.76. 176 test.ncore.idf.il |B ock Wdp All Nets drop 1

89. 248. 160. 229 Net her | ands 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 1

89. 248. 160. 229 Net her | ands 147.237. 76. 34 yohal an.idf.il B ock Np Al _Net drop 1
107. 150. 55. 52 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |bl ock-sp-trafl drop 1

89. 248. 160. 229 Net her | ands 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
111.217.197.11 Japan 147.237. 76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1

89. 248. 160. 229 Net her | ands 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
N ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
80. 246. 130. 199 [147. 237. 77. 233 I srael atal.idf.il 13
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
208.52.161. 177 |147.237.77.216|lnited Sates |dover.idf.il SERVER- WEBAPP Set up. php access 1
5.39.222. 253 147.237. 76. 176 |Net her | ands test.ncore.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
191.33.28.103 [147.237.8.27 |Brazil e.nadi matal .idf.i|ET SCAN NVAP -sS w ndow 1024 1
183. 61.109. 189 [147.237.77.74 |China lawidf.il ET SCAN NVAP -sS w ndow 4096 1
183. 61.109. 189 [147.237.77.74 |China lawidf.il ET SCAN NVAP -f -sS 1
183.60. 252. 84 |147.237.0.35 |China akaws. i df . il ET SCAN NVAP -sS wi ndow 3072 1
113. 106. 129. 219|147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 198 |(hi na eyohaan.idf.il |ET SCAN NMVAP -sS w ndow 3072 1
113. 106. 129. 219|147. 237.0.35 |Chi na akaws. i df . il ET SCAN Potential SSH Scan 1
208.100. 26. 229 [147.237.0.19 |lhited Sates |madimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
... |ET DCB Large anmount of TGP ZeroWndow - Possi bl e Nkiller2 DDos
79.177.2.194 147.237.77. 170l srael naar achot . i df.il 1
att ack
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 160. 219. 42 |147.237.76. 34 |Mexi co yohal an. i df .il . 1
Potential Scan or Brute Force
191.33.28.103 |147.237.8.27 |Razil e.madimatal .idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 196. 73. 202 |147.237.72.14 |Mexico dover.idf.il (ol d) . 1
Potential Scan or Brute Force
183. 61.109. 189 [147.237.77.74 |China lawidf.il ET SCAN NVAP -sS w ndow 2048 1
183.60.252. 84 |147.237.0.35 |China akavs. i df i | ET SCAN NVAP -sS w ndow 4096 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
120. 60. 53. 255  |147.237.76.30 |India hi nush. i df i | . 1
Potential Scan or Brute Force
113. 106. 129. 219|147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
212.179.177. 148|147. 237. 77. 216 |I srael dover.idf.il ) . — 1
deni al of service attenpt
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|Top Attackers In FW |

A tacker

ount ry ‘Target Address |Ste Signature

168. 235.201. 49 |Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 70

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

176.13.9.94  |[Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence z;‘;e”ansmt with different wndow oo5itor |19
Sreaning Engine: TCP Invalid i i ssi

5.29.146.13  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. Packet |, 16
Ret ransm ssi on dr opped.
Sreanming Engine: TGP Invalid i i sSi

77.126. 128. 228 |I srael 147.237.77. 243 |nobil e. i f . | 9 =9 Invalid segnent retransmssion. Packet . 15
Ret ransm ssi on dr opped.

83.230. 67. 169 |Pol and 147.237.76.42 |refuah.idf.il  |Bad TOP sequence S retransmt with different wndow 1 nitor |13

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi

66.249.66.39 |lited Sates |147.237.77.234 |hal ag.idf.il 9 =g nvalid segnent retransmssion. Packet ., 12
Ret ransm ssi on dr opped.

84.94.123. 39 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

213.57. 135. 188 |l srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert

213.57. 135. 188 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect

o SYNVACK retransmt wth different .

213.57. 135. 188 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence i ndow scal 6 monitor |8

213.57.141.95 |[Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

208.115.111. 68 |Lhited States |147.237.77.74 [lawidf.il drop SAMrul e drop

46.19.86.144 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or

reamn ine: TCP Invali i i ssi

46.19.86.175 |Israel 147.237.77. 243 |t e iop i1 | ©AMNG Engine: TP Invalid invalid segnent retransnission. Packet |y 6
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi

79.179. 217. 161 |I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet |, ., 6
Ret r ansm ssi on dr opped.

5. 255. 253. 157 E;Z:::tnion 147.237.77.216 |dover.icf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

46.19.86. 109 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

105. 235.128. 77 |A geria 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

89. 139. 177. 201 |l srael 147.237.0.19 |nadimatal.idf.ijBad TCP sequence noni t or

o SYNVACK retransmt wth different .

213.57.129. 138 |I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal 6 monitor |4

149. 88. 39. 116 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

109. 64. 126. 254 || srael 147.237.77. 233 |atal i of .i Bad TCP sequence S retransmt with different wndow o onitor |4

213.57.129. 138 |l srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TCP Invalid i i ssi

149.78. 42,176 |Israel 147. 237.77. 243 |mobi l e, i f . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
Sreanming Engine: TGP Invalid i i sSi

79. 183. 107. 123 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet . 3
Ret ransm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

2.52.44.191  |isral 147. 237.77. 243 |mobi l e, i f . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
Sreanming Engine: TGP Invalid i i sSi

79. 178. 170. 110 |I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet . 3
Ret ransm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 66. 206. 227 |1 srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
Sreanming Engine: TGP Invalid i i sSi

79.176.222.81 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet . 3
Ret ransm ssi on dr opped.

79.183.115. 69 |l srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TGP Invalid i i sSi

79. 179. 135. 241 |I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssion. Packet |, ., 3
Ret r ansn ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

79.181. 96.217 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet ., 3
Ret ransm ssi on dr opped.

87.58.139.74 |Denmar k 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi

157.55.39.3  |Wited Sates |147. 237.77. 243 |nobile. i df i1 9 =g nvalid segnent retransmssion. Packet ., 3
Ret ransnm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

62.90. 143. 157 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. Packet |, ., 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.183. 173. 117 |I srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet ., 3
Ret ransnm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

109. 64.177.16 |1 srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. Packet |, ., 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

185. 120. 125. 49 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, . 3
Ret ransnm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

79.179.144. 45 |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. Packet |, ., 3
Ret r ansm ssi on dr opped.

5.102. 254. 225 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

79.182.19.90 |[Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i sSi

80. 178. 191. 219 |I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet |, ., 3
Ret r ansm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

109. 65. 25. 233 |1 srael 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssion. Packet ., 3
Ret ransm ssi on dr opped.
Sreanming Engine: TGP Invalid i i sSi

79.176.50. 233 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet |, ., 3
Ret r ansm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249.78.216 |lited Sates |147.237.77. 243 |nobile.idf. il 9 =g nvalid segnent retransmssion. Packet ., 3
Ret ransm ssi on dr opped.
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A tacker
Country

Target Address

dte

Signature
Sreaning Engine: TGP Invalid

Inval id segnent retransmission. Packet

79.182.99.82 |Israel 147.237. 72. 166 |aka. i df . ° = drop
Ret ransm ssi on dr opped.
S reaning Engi ne: TCP i

208.52. 161. 177 |Whited Sates |147.237. 77. 216 |dover. i of . i | 9 =g TCP segnent out of naxi mmalfowed |,
Segnent Limt Enforcenent sequence. Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

84.228. 177. 108 I srael 147.237.72. 166 |aka.i df .i 9 g Invalid segnent retransmssion. Packet .

Ret ransm ssi on

dr opped.
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site Sgnature Devi ce

‘Count

Country Action
84.110.32.173 | srael 147.237.0.19 |madimatal .idf.il Too Miny of the Sane Response Code (404) in Session from B ock 189
84.110. 32. 173
84.110.32.173 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 154
84.110.32.173 | srael 147.237.0.19 |nadi matal .idf.il Too Miny of the Sane Response Code (403) in Session from B ock 72
84.110. 32. 173
. . Mil ti pl e Unhaut hori zed Method for Known URL from
80.178.191. 219 |[Israel 147.237.72. 166 [aka. i df . i | 80. 178. 161, 219 B ock 8
176.13.23.189 [l srael 147.237.72. 166 |aka. i df . i | thaut hori zed LR. Access to B ock 3
wwv aka. i df . i |/ nai n/ sachar/t f asi m aspx.
m ny- kosher - kr avi . i
176.13.17. 96 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 3
80.246.136.42 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
213. 8. 204. 55 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS A tack None 2
185. 13. 194. 252 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 2
46. 19. 86. 100 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
; ; ; O stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover. i df il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
93.173.181.58 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
79.180. 145. 172 |l srael 147.237.77.234|hal ag. i df . i | Mil tipl e Uhaut hori zed URL Access from 79. 180. 145. 172 B ock
] . . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
’ . . DO stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 2
. . Unhaut hori zed URL Access to
79.180. 145. 172 |l srael 147.237.77.234|hal ag. i df . il ww | ogi sti cs. atal i df .1 1/si ze100x0/ si p storage Bl ock 2
212.179.42.241 | srael 147.237.77.74 |lawidf.il thaut hori zed LRL Access to : Bl ock 2
wan nag. i df . i | /i mages/ 1. he/i nf ocent eri t ent
. . DO stributed Whaut hori zed URL Access on
87.69. 73. 174 I srael 147.237.72. 166 [aka. i df . i | v aka, i o . i 1/ mi 1V gi yus/ cont rol s/ at udal A B ock 2
. . . Unaut hori zed URL Access to
89. 139. 177. 201 |l srael 147.237.0.19 |[madimatal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat Gaunt i ty. aspx B ock 2
84.110.32.173 |[Israel 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/international -training B ock
46. 19. 85. 54 | srael 147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Method Accept - Language: in URL he-il, he |B ock 1
. . DO stributed Whaut hori zed URL Access on
109. 64. 126. 254 (I srael 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 1135- he/ at al . aspx Bl ock 1
2.54.13.57 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ nav. css  |Bl ock 1
92.96. 13. 212 g:;deﬁ”ab 147.237.77.216|dover.idf . il Dstributed PH> A tenpt B ock 1
m ny- kosher - kravi . i i 9 . j i
77.127.169.22 |Israel 147.237.0.17 "y |l egal Parameter Encoding ] 9%6pEG¢-& cO kx9"F6 17 in None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
208.100. 26.229 |lhited Sates |147.237.0.19 nadi matal .idf.il Uhaut hori zed URL Access to / B ock 1
. - Unaut hori zed URL Access to
85. 64.106. 146 |l srael 147.237.72. 166 [aka. i df . i | v aka i df i 1/ nai v i yus/ def aul t . aspxnj aci B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1403-he/ atal . aspx  [B ock 1
54.153.32.246 |lhited Sates |147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
173.252.112. 118|Uhited Sates |147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
82.166.219.13 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Met hod HEAD f or B ock 1
v aka. i df . i | / mai n/ gi yus/ gener al . aspx
40.77. 167. 30 Whited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
105. 157. 224. 163|Mor occo 147.237.77. 216 |dover . i df . il Uhaut hori zed LRL Access to wawidf.il/arr/ B ock
77.125.3.134 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
Unknown Par arret er
87. 69. 220. 99 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay i n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
84.110.32.173 [Israel 147.237.0.19 |madimatal .idf.il Too Many 404: Response Code per Session B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ 1 | es/ 4/ 68514, pf Bl ock 1
80.246.136.42 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
128. 232. 110. 29 z";ggom 147.237.76.39 |nobile. neitav.idf.il [Distributed Uhauthorized UR. Access on 147.237.76.39/ B ock 1
. . Paraneter Type Mol ation SearchText in
2.54.15.196 I srael 147.237.77. 216 |dover.i df . il v i df i 17 1065- he/ dover . aspx B ock 1
Lhited Arab . . ! . . . .
92. 96. 13. 212 Enirat es 147.237.77.216|dover.idf .l DO stributed Waut horized URL Access on waw i df.il/xnbrpc. php B ock 1
m ny- kosher - kr avi . i , .
77.127.169.22 |lsrael 147.237.0. 17 o il Miltiple Illegal Paraneter Encoding from77.127. 169. 22 None 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
; ; ; O stributed Whaut horized URL Access on
208.184.112.74 |lhited Sates [147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
85. 65. 167.202 [Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wawidf.il/ https:/twtter. con B ock 1
54. 153. 33. 152 Lhited Sates [147.237.76.200|eitan. aka.idf.il Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
176.13.7.119 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
83.230.67.169 |Pol and 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css |Bl ock 1
80.178.191. 219 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 80.178. 191. 219 B ock 1
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