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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3241
195. 244, 57. 57 Tur key 147.237.76. 199 e.nakchal .idf.il B ock Np Al Net dr op 1
89.211.91.178 it ar 147.237.76. 177 ncore.idf.il Bl ock Udp Al Nets drop 1
180. 4. 82. 74 Japan 147.237.76. 148 ggcenter.aka. i df.il Bl ock_Udp Al _Nets drop 1
89.211.91. 178 Gt ar 147.237.76. 42 refuah.idf.il Bl ock_ Udp Al _Nets drop 1

89. 248. 160. 229 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
195. 244. 57. 57 Tur key 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
89.211.91.178 Qit ar 147.237.76. 44 e.refuah.idf.il ock_Udp All _Nets dr op 1
107. 150. 55. 52 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
195. 244. 57. 57 Tur key 147.237.76. 197 e hinush.idf.il B ock Np Al Net drop 1
89.211.91. 178 Gt ar 147.237.76. 176 test.ncore.idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
59. 45. 79. 117 147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
222.186.56.38 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45, 79. 117 147. 237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
222.186.56.38 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
222.186.56.38 [147.237.0.19 |China nadi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
222.186.21.181 |[147.237.76.176|Chi na test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.8.45 |[China e.eitanidf.il ET SCAN Potential SSH Scan 1
183, 166. 150 2 |147. 237 76. 38 |chi na o e netanid i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.0.16 [China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
166. 63. 125. 149 |147.237.77.205|lhited Sates |prishaidf.il ET SCAN NVAP -f -sS 1
58.253.96. 122 [147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 128. 144. 131|147. 237. 76. 86 |Canada navy. i df.il ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
222.186.56.38 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
222.186.56.38 [147.237.76. 148 |Chi na gacenter. aka. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 76. 197 |Chi na e. himush. i df .il ET SCAN Potential SSH Scan 1
222.186.56.38 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
222.186.21.181 |147.237.76.198|Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.24 |[China elifestyleidf.il ET SCAN Potential SSH Scan 1
166. 63. 125. 149 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
58.253.96.122 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN NMAP -sS w ndow 4096 1
192 96.50 221|147 237 0. 16 |chi na - osher-kravi i df. i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58.253.96. 122 |147.237.76. 176 |hi na test.ncore.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
100. 100. 16. 12 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 28
141.0. 14. 161 Eur ope 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
86. 108. 0. 221 Jordan 147.237.77. 176 |nat pash. i df . i drop First packet isn't SN drop 18
Sreanming Engine: TCP Invalid i i ssi
2.54.161.202  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
109. 65. 211. 219 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 16
. . SWNretransmit wth different .
109. 65. 54. 59 | srael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 12
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
208.115.113.89 |Lhited Sates |147.237.77.74 |[lawidf.il dr op SAMrule drop 11
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrule drop 11
185. 3. 144. 23 I srael 147.237.77.233|atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 9
reamn ine: TCP Invali i i SSi
79.179.125. 126 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
79.183. 165. 213 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
reaming BEngine: TCP Invali i i SSi
176. 12. 140. 238 | srael 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 86. 98 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reamn ine: TCP Invali i i Ssi
84.228.105.25 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
79.183. 165. 213 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
reaming BEngine: TCP Invali i i SSi
109. 65. 132. 190 |Israel 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 222 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 5
213.57.142.6  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAX retransmt with different oo s
w ndow scal e
207.241.226.42 |Whited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 5
46. 19. 85. 222 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
208.115.111. 68 |lLhited Sates |147.237.77.74 |[lawidf.il dr op SAMrul e drop 5
46.19. 85. 222 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber alert 5
213.57.130. 216 |[lIsrael 147. 237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
46. 19. 85. 222 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
. . SYNPAXK retransmit with different .
213.57.130.216 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence vi ndow scal e noni t or 5
213.57.142.6 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
185. 3. 144. 109 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.149.138 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence aert 4
212.199. 104. 190! srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Vb Server Enforcenent
95.185.203. 153 |Saudi Arabia [147.237.77.216|dover.idf.il . wBaf Security Scanner rej ect 4
Mol ation
e SYNHAK retransmit with different .
212.199. 104. 190! srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 4
37.46. 39. 186 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaming Engine: TCP Invalid i i ssi
149.78. 216. 175 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
37.26. 149. 138 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
185. 3. 144. 23 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber noni t or 4
2.52.46. 110 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
185. 3. 144. 23 I srael 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanming Engine: TCP Invalid i i ssi
2.54.7.100 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
188. 120. 148. 210]I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i SSi
77.125.139.2  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.247  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.54.12. 225 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
213.57.134. 146 |[lIsrael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning BEngine: TQP Invalid i i SSi
109. 64. 175. 178 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.42.12  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.181.29.174 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.65.54.59  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

176.12.139. 18 |l srael 147.237.0.19 |nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 90
176.12.139. 18 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 61
2.52.16.178 I srael 147.237.0.19 [madimatal .idf.il|Ostributed Suspicious Response Code B ock 5
176.13.13. 158 |l srael 147.237.0.19 |nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
176. 12. 137. 190 |I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 2
2.54. 160. 87 I srael 147.237.0.19 [madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
208.184. 112. 75 |Ui ted Qates [147. 237. 7. 216 |dover . i df . i | b stri bt oc ;f;;_t:g;gfﬁeﬁvﬁcl?:psn Bock |2
107. 178. 194. 87 |Wited Sates (147, 237. 77. 216 [dover . i df . i | b stri buted lT;;f;ggigg?ﬂe%ﬁ‘ffssp;” Bock 2
5. 29. 160. 26 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
208.184. 112. 74 |United Sates |147. 237. 77. 216 |dover . i df . i | D stri utec lfsgfggégg?ﬂeﬁﬁff:pﬁn Bock |1
89.138.51.46 |[lIsrael 147.237.76.30 |hi nush.idf.il PHP At tenpt B ock 1
79. 183. 165. 213 [l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs oS At ack None 1
149.88.168.7 |[Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
62.90.122. 230 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
93.173.229.50 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs oS At ack None 1
5.29.194.238 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/giyus/controls/atuda/ A [B ock 1
212.251.27. 122 |G eece 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
202. 180. 34. 186 |Japan 147.237.77. 176 |nat pash. i df . i | Aonornal |y Long Request request version B ock 1
84.229.192.35 |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/ww aman.idf.il/ B ock 1
66. 249. 69. 7 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
46.121.92.46 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
109. 65. 211. 219 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
89.138.51.46 |[lsrael 147.237.76.30 |hinush.idf.il Lhaut hori zed URL Access to waw chi nush. atal .idf.il/xmrpc. php Bl ock 1
80. 246. 136. 83 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Qonnection - Unknown SSL Sessi on None 1
176. 228. 88. 108 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
157.55.39. 242 |lhited Sates |147.237.72. 166 |aka. i df . il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ sip_storagel/ files/ 7/2977.jpg |B ock 1
107.178.194. 79 |Wited Sates [147. 237. 7. 216 |dover . i df . i | D stri buted lT;;f;g;gfﬂe%ﬁ‘ffssp;” Bl ock 1
37.26.149.138 |[lIsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
212.251. 27. 122 |G eece 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
202. 180. 34. 186 |Japan 147.237.77. 176 |nat pash. i df . i | I11egal HTTP \ersion proxy error(Cannot Gonnect) B ock 1
85.89. 73.242  |Sweden 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df . i|/894-he/ dover. aspx/ eng Bl ock 1
68.180. 228. 112 |Lhited Sates [147. 237. 77. 216 |dover . i df . i | Paraneter Type M ol ation PageNumin waw i df.il/1115-ar/ dover. aspx B ock 1
54.153.33.145 |[nited Sates |147.237.72. 167 |i shuri maka. i df . ifunaut hori zed URL Access to 147.237.72. 167/ B ock 1
109. 67.97. 133 |Israel 147.237.72. 166 |aka. i df . i | ;jarwarat;elr df'???/g;lj{v\gailhjri/?zgiisr:r et o zar o r e st e a5 None 1
89.138.207.1 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
2.54.178. 36 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None

208. 184. 112. 75 |Uni ted Sates [147. 237. 7. 216 |dover . i df . i | b stri bt oc 1ngfggg;§?ﬂeﬁv§??ssp;n Bock |1
80. 246. 136. 83 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
185.3.144.23 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
165. 225. 80. 111 |Lhited Sates [147.237. 77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . il/navy/ B ock 1
66. 249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/6/3296.jpg |B ock 1
107.178.194. 87 |Wi ted Qates [147. 237. 7. 216 |dover . i df . i | b stri bt oc ;f;;_t:g;gfﬁeﬁvﬁcl?:psn Bl ock 1
37.26.149.212 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
213.8.204.68 |Israel 147.237.72. 166 |aka. i df . i | ﬂkm ak?'ii‘?ti T n;tl 'nlogfsfjls/oaot$5§ar}“:;in;g?gh$2(aceH" der$btnAtudaPrint e 1
202. 180. 34. 186 |Japan 147.237.77. 176 |mat pash. i df . i | Mal f or med URL 560 B ock 1
87.68.20.209 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
77.127.26.35 |Israel 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e QGonnection - Protocol violation (SSL_QONN QLIENT_ AINSH |None 1
54.153. 33. 145 |lhited Sates |147.237.77. 176 |nat paSh idf.il Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
109. 186. 188. 32 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
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