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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3370
168. 235. 207. 80 Lhited Sates 147.237.77. 176 nat pash. i df.i | Frk Purple Gon_Limt _Htp drop 3

95. 46. 194. 200 Russi an Federation 147.237. 76. 30 hi nush. i df .i | B ock Wp Al Nets drop 2
168. 235. 207. 80 Lhited Sates 147.237.77.176 nat pash. i df.i | Frk_Under Attack Con Htp drop 2

94. 102. 49. 210 Net her | ands 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1
94.102. 49. 210 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
94.102. 49. 210 Net her | ands 147.237. 76. 39 nobi | e.neitav.idf.il |Bock Np Al _Net drop 1

94. 102. 49. 210 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1

89. 248. 160. 229 Net her | ands 147.237.76. 196 e.sviva.idf.il Bock Np Al Net drop 1

94. 102. 49. 210 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1

94. 102. 49. 210 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
94.102. 49. 210 Net her | ands 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1

89. 248. 160. 229 Net her | ands 147.237. 76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1
94.102. 49. 210 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Np Al Net drop 1

94. 102. 49. 210 Net her | ands 147.237. 76. 44 e refuah.idf.il Bock Np Al Net drop 1

94. 102. 49. 210 Net her | ands 147, 237.76. 197 e hinush.idf.il B ock Np Al Net drop 1

94. 102. 49. 210 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1




12-11-2015-13:04:02 to 12-11-2015-14:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
151. 80. 31. 110 Italy 147.237.76. 42 refuah.idf.il 228: HITP.  AhrefBot craw er B ock 1
52.35.180. 112 Lhited Sates 147.237.0. 19 nmadi matal .idf.il |Cl000107: DDOS- Spoof ed HTTP Packets Bl ock 1
52.35.187. 114 Lhited Sates 147.237.77.235 |sviva.idf.il C1000107: DDCS- Spoof ed HTTP Packet s B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

109. 64. 126. 254 |[147.237. 77. 233 |l srael atal.idf.il 3

attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3

L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

213.151. 32. 163 |147.237. 72. 166 |l srael akaidf.il 3

attack

L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port

212.179.177. 148|147.237. 77. 216 |l srael dover.idf.il . . 2

deni al of service attenpt
115.182.17.13  |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 119 |147.237.8.50 |Netherl ands e.tikshuv.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 119 |147.237.8.27 |Netherl ands e.nadimatal .idf.i [ET SCAN Potential VNC Scan 5900- 5920 1
40.115.58.160 |147.237.0.34 |wnited Sates |[tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 119 |147.237.0.200 |[Net her| ands ndu. i df il ET SCAN Potential VNC Scan 5900- 5920 1
920, 134. 208. 61 |147. 237 8.28  |Tai vian o robil eks. i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
169. 54. 233. 119 |147.237.0.19 |Netherl ands nadimatal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
119.10. 114.32  [147.237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
118, 249, 45. 236 |147. 237.8.24  |ni na e lifestyleid.il ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
169. 54. 233. 119 |147. 237. 77. 205 |Net her | ands prishaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
117. 25. 155. 164 |147.237.0.200 |Chi na mu.idf.il ET SCAN NVAP -sS w ndow 2048 1
169. 54. 233. 119 |147. 237. 76. 199 |Net her | ands e.nakchal .idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
115.182.17.13  |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
169. 54. 233. 119 |147. 237. 72. 156 |Net her | ands anan. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
115.182.17.13  |147.237. 76. 177 [Chi na ncore.idf.il ET SCAN NVAP -f -sS 1
169. 54. 233. 119 |147.237.8.46 |Netherl ands e.chinuch.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
40.115.58. 160 [147.237.76.200|Uited Sates [eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
169. 54.233. 119 |147.237.8.24 |Netherlands elifestyle.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 119 |147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
128.199.53.12 |147.237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
197. 157. 244. 240|147.237.0.35 [Somalia akavs. i df il ET SCAN Potential SSH Scan 1
119. 10. 114. 32 |147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
169. 54. 233. 119 |147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
117. 25. 155. 164 |147.237.0.200 |Chi na . i df il ET SCAN NMAP -sS wi ndow 3072 1
169. 54. 233. 119 |147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
117. 25. 155. 164 |147.237.0.200 [China ndu. i df il ET SCAN NVAP -f -sS 1
169. 54. 233. 119 |147. 237. 76. 148 |Net her | ands gqcenter. aka.idf .i [ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
168. 235. 207.80 |lhited Sates 147.237. 77. 176 [nat pash.i df . i1 dr op Frst packet isn't SN drop 500
Sreamng Engine: TCP Invalid i i ssi
79.177.25.163 |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 450
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
77.125.104. 247 |israel 147 237.76. 200 |ei tan akaicr. i1 |2 €M NG Engine: TGP Invalid Jinvalid segrent retransnission. | 432
Ret ransm ssi on Packet dr opped.
Russi an . Do Streaming Engine: TCP Invalid |[invalid segnent retransnission.
195. 182. 151. 246 ration 147.237.76.200 |eitan. aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 52
213.57.141.95 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 51
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36
Russi an . L Sreamng Engine: TP Invalid [invalid segnent retransnssi on.
77.239. 224. 35 er ati on 147. 237. 76. 200 |ei tan. aka. i df . i Ret 1 ansmi ssi on Packet dr opped. drop 26
87.68.35.181 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt with different monitor |19
w ndow scal e
84.229.42.178 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
168. 235.207.80 |Lhited Sates [147.237.77.176 |matpash.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 14
46. 19. 86. 96 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 13
Sreanming Engine: TCP Invalid i i ssi
79.176.50.174 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
31.210. 186. 150 |[Israel 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 11
5. 255. 253. 157 RJSf;;”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
Vb Server Enforcenent HTTP Deni
207.241.229. 107|Wited Sates  |147.237. 72. 166 |aka.idf i1 _ Ve Servers S ow enial of o et 10
Mol ation Service
Sreamng Engine: TCP Invalid i i ssi
109. 64. 203. 202 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.138. 19 I'sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y o 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
213.57. 225.172 | srael 147. 237. 76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
176.12.138.43 [ srael 147.237.0.19 |nadimatal .idf.il g =g Invalid segnent retransmssion. |y o 8
Ret ransm ssi on Packet dr opped.
213.57.134.236 |[lsrael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 7
Russi an R SYNHAK retransmit with different .
5.255.253.157 [ o0 ion 147.237.77. 216 |dover. i df .il Bad TCP sequence wi ndow scal e noni t or 7
46. 19. 85. 227 I srael 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37.26.148.243 |lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
84.228.55. 63 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor 6
31.210. 186. 150 |l srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
37.26.146.240 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.182.5.233  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 220 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
77.125.114.83 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
. . SYNHAK retransnit with different .
77.125.114.83 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 6
185. 3. 146. 207 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
148. 177. 129. 212 |Eur ope 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
37.26.148.198 |l srael 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
5.102. 254. 51 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor 6
84.228. 55. 63 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
84.228.133. 160 |[lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
84.229.42.189 |lIsrael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85. 37 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 85. 37 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
1.1.1.170 Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19. 85. 37 I srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACGK nunber aert 4
5.22.134.81 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 85. 37 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |4
167. 114. 156. 16 [Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 63 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 86. 37 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
37.26.146.222 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
5.102. 254. 248 |l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 220 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
213.57.141.95 [Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.12.138.43 [Israel 147.237.0.19 |nadimatal .idf.il I(;Z '\g?ylsoé, zge Sane Response (bde (404) in Session from Bock  [230
195. 182. 151. 246 gs::;”ion 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) Bl ock 227
46. 19. 85. 189 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 134
176.12.138.43 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 100
46.19. 85. 189 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 71
176.13.6. 17 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 62
79.177.25.163  |[Israel 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Miny of the Sane Response Code (404) B ock 44
37.26.146.229 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 40
77.125.104. 247 |l srael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Sane Response Code (404) B ock 39
2.52.16.178 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
46.116.89.199 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 17
176.13.6. 17 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Sane Response Code (404) B ock 15
77.239.224. 35 g{sj:;;nl on 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 13
46.19. 85. 179 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 10
185. 120. 126. 82 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁgfz_??/ tgeggrcﬁsem;esn <t ohi | ddocunent </ 1432 Bock |10
5.29. 34. 241 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
46. 19. 85. 227 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
185. 120. 126. 82 147.237.77.243|nobi | e.i df . i | Ml tiple Unhauthorized URL Access from 185. 120. 126. 82 B ock 5
2.54.188. 235 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
93.173.20.18 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.146.165 |Israel 147.237.0.17 :T:j;wyi-lkosher Skravi ple I11egal Paraneter Encoding from37. 26, 146. 165 None 3
79.183.99.146 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
176.12.137.190 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 193 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 3
46.118. 155. 216 |Lkrai ne 147.237.77. 176 [nat pash. i of . i | Mil tiple Unhauthorized URL Access from 46. 118. 155. 216 Bl ock 3
109. 186. 172. 104|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.198 [Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 2
87.68. 35. 181 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Aobnormal |y Long Request from 87.68. 35. 181 Bl ock 2
87.68.35.181 | srael 147.237.72. 166 |aka. i df . i | g‘l;'_tég' §5' '1'8efa' Byte (e Character in Header Nane from Bock |2
87.68.35.181  |Israel 147.237.72. 166 |aka. i df . i | g”;'_tég_' gs”l'gi’a' Byte (de Character in Feader el ue from Bock |2
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df . i D stri utec lfsgfggzgi?ﬂeﬁvﬁfisp;” Hock |2
176.12.144.29 |israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock
87.68.35.181  [Israel 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 87.68. 35, 181 Bl ock
107.178.194. 87 [Uited Sates [147.237.77.216 [dover. i df .i | D stri utec ltfga;_t;géigg?ﬂe%vﬁf?:pﬁn Bock |2
79.179. 168. 105 [Israel 147. 237.72. 166 |aka. i df . i | shaut horl zec /'\:;rr‘]‘/"ia(f:s;a‘;sl o5, 5P Bock |2
87.68. 35. 181 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from87.68.35. 181 B ock 2
89.138.207. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
176.13. 5. 130 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
87.68. 35. 181 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 87. 68. 35. 181 B ock 2
109. 64.19. 112 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
79.182.110. 94 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 79. 182. 110. 94 B ock 2
68.180.230.244 |lLnited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
176.12.138.43 |Israel 147.237.0.19 |[madimatal .idf.il Too Many 404: Response Code per Session Bl ock 1
87.68. 35. 181 I srael 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Gode Character in URL from87.68.35. 181 B ock 1
66. 249. 64. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ at al . aspx B ock 1
122.173. 223. 167|Indi a 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
I11egal Byte Code Cr)ar acter in URL x3faACAACAE[#30] ] A *j AcedAZ
87.68.35.181 |l srael 147.237. 72. 166 |aka. i df . i | {ﬁgﬂ}%ﬁg&:ﬁgﬁl LL[#12]] 2 [ (#1611 f i &1 A8 [ (23] A 2O [t
dx—px i [ [#17]] &A [[ #14] ] r>[ [ #28] ] 4€° xox™r | 3€° At
84.228.55. 63 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
208.184.112.74 United Sates [147.237.77. 216 |dover. i df . i D stri utec 1?3?;}:§é;§?ﬂeﬁv§?ispzn Hock |1
52.35.180.112 |Wnited Sates |[147.237.0.19 |[nadimatal.idf.il NULL Character in Mt hod B ock 1
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