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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3419
149. 88. 190. 136 | srael 147. 237. 76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il ock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Block Np All _Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 201 e atal.idf.il Block Np All Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.i df .il Block Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 2

66. 240. 236. 119 Lhited Sates 147.237. 76. 198 e.yohal an.idf.il Bl ock_Udp All _Nets drop 1
107. 150. 55. 50 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
107. 150. 55. 51 Lhited Sates 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 drop 1
111. 172. 248. 163 Chi na 147. 237. 76. 200 eitan akaidf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

37.26.149.211 |147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 7
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent
66.249.81.218 [147.237.77.216|Wited Sates |[dover.idf.il ET SCAN NVAP -sA (2)

66.249.66.33  |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2)

185. 106. 94. 6 147.237.77. 216 dover.idf.il ET DO5 SSL Bonb DoS Att enpt

118. 186. 221. 20 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan
37.26.149.149 |147.237.0.19 |[Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw
169. 54. 233. 119 |147. 237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN Potential VWNC Scan 5800- 5820
118. 186. 221. 20 |147.237.77. 179 |Chi na e nazi.idf.il ET SCAN Potential SSH Scan

169. 54. 233. 119 |147.237.76. 34 |Net her| ands yohal an.idf.il ET SCAN Potential VNC Scan 5800- 5820
118.186.221. 20 |147.237.77.176|Chi na nat pash. i df .i ET SCAN Potential SSH Scan

169. 54. 233. 119 |147.237.0.200 |[Net her| ands mdu. i df il ET SCAN Potential VNC Scan 5800- 5820
118. 186. 221. 20 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan

157.55.39. 222  [147.237.77.170|Wited Sates |maarachot.idf.il SERVER- WEBAPP | ogi n. ht m access

118. 186.221. 20 |147.237.77.19 |China | awforumidf.il ET SCAN Potential SSH Scan

121. 35. 244.26  |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan

78.193.2.8 147.237.76. 38 |France eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024
121.35.244.26 |147.237.76.34 |China yohal an. i df .| ET SCAN Potential SSH Scan

118. 186. 221. 20 |147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

61.244.40.185 |[147.237.8.27 |Hong Kon e nadimatal .idf.il .
g g Potential Scan or Brute Force

118. 186. 221. 20 |147.237. 77. 226 |Chi na wan chanat z. aka. i df .i | [ET SCAN Potential SSH Scan
169. 54. 233. 119 |147. 237. 77. 178 |Net her | ands e. matpash.idf.il ET SCAN Potential VNC Scan 5800- 5820
118.186.221. 20 |147.237.77.212|Chi na e.dover.idf.il ET SCAN Potential SSH Scan
169. 54. 233. 119 |147.237.76.86 |Netherl ands navy.idf.il ET SCAN Potential VNC Scan 5800- 5820
118.186.221. 20 |147.237.77.178|Chi na e. matpash.idf.il ET SCAN Potential SSH Scan
169. 54. 233. 119 |147. 237. 72. 217 |Net her | ands eidf.il ET SCAN Potential WNC Scan 5800- 5820
118. 186. 221. 20 |147.237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan
169. 54. 233. 119 |147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential VWNC Scan 5800- 5820
118. 186. 221. 20 |147.237.77.61 [China e.cogat.idf.il ET SCAN Potential SSH Scan

Korea, Republic ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

FEE NIRRT EE N E E O rEESEETTrESSTESSTESnNeeEl e

124. 254. 162. 164|147. 237. 8. 24 elifestyle.idf.il

of Potential Scan or Brute Force
84.54.145.221 |147.237.0.34 |mugaria Cikshoy. i ] ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force
121.35.244.26 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan
78.193.2.8 147.237.76.30 |France hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024
118. 186. 221. 20 |147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force
118.186.221. 20 |147.237.77. 227 |Chi na e hanaz.idf.il ET SCAN Potential SSH Scan

199.48.71.206 [147.237.8.27 |[Uhited Sates |e.nadimatal.idf.il

=Y EEEEE
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|Top Attackers In FW |

A tacker

ount ry ‘Target Address |Ste Signature
41.33.231.90 |Egypt 147.237.77. 216 |dover. i of .i drop SAMrule drop 34
Sreanmng Engine: TCP Invalid i i ssi
2.54.186.11  |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dropped.
46.19. 85. 62 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
79.182.54. 225 |Israel 147.237. 72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or 12
Sreaming Engine: TGP Invalid i i ssi
46.19.86.155 | srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.239 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
77.126.9. 252 I srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 12
reanming BEngine: TCP Invali i i ssi
46.19.85.58  [Israel 147.237.77. 243 |t e ior i1 | SAM NG Engine: TP Invalid invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.132.114 |Israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
37.26.149. 211 |[Israel 147.237.0.19 |madimatal.idf.il[Bad TCP sequence alert 8
37.26.149. 211 |[Israel 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence noni t or 8
79.183.181.69 |Israel 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
66. 102. 9. 54 Lhited Sates 147.237.77. 176 |nat pash. i df .i | dr op Frst packet isn't SN drop 7
109. 65.195.1 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
109. 64. 106. 108 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
2.54.39.138 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109.65.195.1 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46.19.86.183 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 62 | srael 147.237.76.30 |hinush.idf.il dr op First packet isn't SN drop 5
46.19.86. 109 |Israel 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 62 I srael 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. . SYNPAXK retransmt with different .
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 5
93.149.254. 46 |italy 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 83 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 5
46.19.86.183 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 83 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 173 |Wnited Sates  |147. 237. 72. 166 |aka i f il 9 =9 Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
5. 2565. 253. 157 gj;:tnion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
37.26.149.211 |israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or
reamn ine: TCP Invali i i ssi
79.182.5.61  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid  finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.127.200.19 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
82.81.57.171 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Invalid —invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
149. 78. 228. 102 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.179. 234.17 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.9. 42 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
5.102. 254. 105 |l srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.176.30.92  |Israel 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 64.55.20  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.175 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
5.255. 253, 157 |55 AN 147. 237. 77. 216 |dover i df . Bad TCP sequence SINAXK retransmt wih different | oo or |3
Federati on w ndow scal e
79.183.186. 96 |l srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
79.179. 147.27 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.97.95 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.22.129.86  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.68.64.164 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
5.102. 254. 127 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
37.26.149. 149 |[Israel 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
37.26.149.211 | srael 147.237.0.19 |nadimatal .idf.il ;‘;?Zl\:nf"lgzﬂe sane Response Qode (404) in Session from Bl ock 334
37.26.149.211 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 187
46. 19. 86. 216 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 53
37.26.149.149 |lIsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 49
37.26.149.149 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 46
46.19. 85. 4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 39
46. 19. 85. 250 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 23
46.19. 86. 216 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 20
46. 19. 85. 124 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 16
46.19.85.2 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 14
46.19. 86. 103 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 8
37.26.149.211 |Israel 147.237.0.19  [nadi matal .i df i 1|00 'y, o he Sane Fesponse @de (403) Tn Session from Bl ock 8
176.13. 3. 55 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 7
2.54.186. 11 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 4
89.139.24.171 |lsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 3
213. 8. 204. 64 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
79.182.54.225 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 3
213.8.204.73 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 3
66. 249. 69. 8 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka. i df . il/404. htm Bl ock 3
157.55.39. 173 |Uhited Sates [147.237.72.166|aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
46. 19. 86. 186 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 2
204.13.200.200 [United Sates |147.237.77. 216 |dover. i df . | D stri utec 1?;;}2;;5?&%&??:{);” B ock 2
204.13.200.200 |Uited Sates |147.237.77. 216 |dover. i df . i | w11 1155, 25650 nel dover. s B ock 2
81.218.166.50 |l srael 147.237.72.166 |aka. i df . i | ;“r"otn']%f 2F‘1’:3' fﬁcg_zow fwi dth Uhi code Encoding on R/ Farameter (+) g 1
37.26.146.187 |Israel 147.237.76.42 |refuah.idf.il ﬂ?”tzggr'?gegzﬁpfgfg:‘g;ﬂl | es/ 8/ si 261000/ 2348, | p Bl ock 1
207.241.226.42 |Wited Sates |[147.237.72.167|i shuri maka. i df.i|PHP Attenpt Bl ock
2.54.39.138 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

66. 249. 65. 115 [ srael 147.237.76.42 |refuah.idf.il 'Izglljtzg;r;éefztg‘p f;coersjgé/?i | s 9 3250, pa Bl ock 1
107.178.194.87 |Uited Sates [147. 237.77. 216 |dover . i df . i | D stri uted 1?;‘;};;;2;?2;’3;\/’2‘???;’3;” Bl ock 1
37.26.149.211 |lsrael 147.237.0.19 |nadimatal .idf.il|Too Many 403: Response Code per Session Bl ock 1
84.109.178. 175 |Israel 147.237.77.243|nobi | e.i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
79.177.190.32 [israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
5.28.146. 18 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
178. 220. 196. 221 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www | aw i df.il/xnmrpc. php Bl ock 1
54.153.33.233 |Wnited Sates [147.237.72.166|aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
110. 52. 216. 252 |chi na 147.237.77. 216 |dover . i df . i | m:;pﬁ’;’e :ﬁ;gd;sgé:);gntrol of header upper/ Bl ock 1
95. 35. 86. 32 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
84.103. 12. 84 France 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to ww i df . i|/894-he/ dover./english Bl ock 1
208.100. 26. 229 |Lhited States |147.237.72. 167 |i shuri maka. i df . i|Unhaut hori zed URL Access to / B ock 1
2. 54. 134. 205 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
165. 138. 36. 2 Lited Sates |147.237.76.200|ei tan. aka. i df.il [Wnhauthorized Method HEAD for www eitan. aka.idf.il/ None 1
66.249. 65. 118 I srael 147.237.76.42 |refuah.idf.il ﬂ?}’tzg;’_r;éefﬂﬁp fsctco‘is;g;/?i s 412974, | pg Bl ock 1
109. 64. 151. 201 |Israel 147.237.72. 166 |aka. i df . | m”;’k“;iz? i n/g\é'h;vﬂﬁmﬂ& None 1
37.26.149.211 |lIsrael 147.237.0.19 |nadimatal .idf.il|Too Many 404: Response Code per Session B ock 1
85.65.174.6 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
79.181.28.182 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS At ack None 1
5.29.43.182 I srael 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover.i df .i | I11egal HITP \ersion HITH Bl ock 1
66.102. 9. 91 Uited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english Bl ock 1
110. 70. 56. 186 Okfre& Republic 147 237.77. 216 |dover . i df i | f"‘r"(:niqpllleo.F;"O'. ‘g;tl'g{sm furdth thicode Encoding on LR Par anet er (+) B ock 1
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