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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3496
107. 150. 55. 52 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 dr op 1
49. 142. 2. 182 Korea, Republic of 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Slgnat ure Devi ce Action |Oount
51. 254, 121. 187 Uni ted Ki ngdom 147.237.77.216  |dover.idf.i| |CL000106: HTTP. majestic bot B ock 1
118. 98. 104. 21 I ndonesi a 147.237.77. 216 dover.idf.il [10993: HITP. Mrfeus Scanner Scanning At tenpt B ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 5 147.237.72.166|Lhited Sates  [aka.idf.il ET SCAN NVAP -sA (2) 2
193.5.216. 100 |147.237.77. 176 |Sa tzerl and nat pash. i df .i1 ET SCAN NVAP -sA (2) 2
113. 106. 129. 219|147. 237. 76. 148 |Chi na gqcenter. aka.idf.il [ET SCAN Potential SSH Scan 1
222.186.21.196 |[147.237.76.30 [China hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
, . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Connecti ons,
112.5.236. 75 147.237.0. 15 Chi na kosher-kravi .idf.il . 1
Potential Scan or Brute Force
. SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
212.179. 177. 148|147. 237. 77. 216 |l srael dover.idf.il . . 1
deni al of service attenpt
98.119. 105. 221 [147.237.76.42 |thited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201.173. 30. 147 |147.237. 72. 156 [Mexi co anan. i df.il ) 1
Potential Scan or Brute Force
91.218. 246. 103 [147.237.8. 27 ?éj;:ﬂm e.madi matal .idf.il|ET SCAN NVAP -sS wi ndow 1024 1
62. 38. 250. 31 147. 237.77. 179 |G eece e.nazi.idf.il ET SCAN NVAP -sS w ndow 4096
. - ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
190.54.70.171 |147.237.0.33 |Giile idf.il . 1
Potential Scan or Brute Force
183. 60. 48. 25 147.237.76.39 [China nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
169. 54. 233. 119 |147.237.0.33  |Netherl ands idf.il ET SCAN Potential VNC Scan 5800- 5820 1
113. 106. 129. 219|147. 237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
113. 106. 129. 219|147. 237. 76. 44 [Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
218.77.79. 38 147. 237. 76. 202 |Chi na e.hal ag.idf.il ET SCAN Rapi d PGP3 onnecti ons - Possi bl e Brute Force Attack 1
98.119. 105. 221 [147.237.76.42 |thited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
901 173, 30. 147 1147, 237. 72. 217 [hexti co cid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
I T o Potential Scan or Brute Force
98.119. 105. 221 |147.237.76.42 |lLited Sates refuah.idf.il ET SCAN NVAP -f -sS
201 173.30. 147 |147. 237 72. 14 | co dover i df i1 (ol d) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T o Potential Scan or Brute Force
. L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
189. 219. 134. 35 [147.237.76.34 |Mexico yohal an.idf.il . 1
Potential Scan or Brute Force
182 247 155. 212|147 237 72. 14 | na dover i df i1 (ol d) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T o Potential Scan or Brute Force
. . .. |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
121.19.101. 198 [147.237.0.19 |China madi matal .idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i SSi
46.19.86.105 [Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. |, 72
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
. . SWNretransmt wth different .
109. 64.223.90 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence : nonitor |21
w ndow scal e
5. 255. 253. 188 RJSf;;”ion 147.237.72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> Timeout |reject 18
46. 19. 86. 111 | srael 147.237.72. 167 |i shurimaka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 18
46.19.85.4 | srael 147.237.72. 167 |i shurimaka.idf.i | Bad TCP sequence Invalid ACK nunber noni t or 11
Sreamng Engine: TCP Invalid i i ssi
66.249.66.90  |Lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 64.53. 107 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 17 | srael 147.237.76.31 |nakchal .idf.il drop First packet isn't SYN drop 8
Russi an . . SYNtAXK retransmit with .
5. 255. 253. 188 r ati on 147.237.72. 166 [aka.i df .i | Bad TCP sequence di fferent w ndow scal e nonitor |7
46. 19. 85. 149 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
46. 19. 85. 22 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
84.108.220.18 |[lIsrael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber alert 6
79.176.56.155 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
84.108.220.18 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
79.176.56.155 [ srael 147. 237.72. 166 |aka.i of . i Bad TCP sequence SINWAK retransmt with moni tor |6
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176. 12. 143. 165 | srael 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
5. 255. 253. 157 R‘SIS::I”im 147. 237. 77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 5
185.3.146. 133 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |4
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
5.102. 254. 237 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invali d ACK nunber monitor |4
46. 19. 85. 22 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 86. 245 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
5. 255. 253, 151 R‘Sf:;”ion 147.237.72. 166 |aka.i df . i SYN Att ack SYN -> SYN-ACK -> Timeout |reject 3
5.22.134.10 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TQP Invalid i i SSi
40.77.167.67  |wited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
79.181.11. 158 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 3
Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
5. 255. 253. 188 erati on 147.237. 72. 166 |aka.i of .il Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid ' i ssi
46.19.85.252  |israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.178.195. 176 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP I nval i d invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
62.219.152.13 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
185. 120. 126. 102 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
79.182.39.152 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
109. 64.223.90 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.160.198  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.26.149.233 |[lIsrael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 197 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
Russi an R SYNtACXK retransmt with .
5. 255. 253. 157 erati on 147.237. 77. 216 |dover.idf .i | Bad TCP sequence different vindow scal e monitor |3
185.3.144.125 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransmission.
95. 108. 158. 218 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
109. 65. 54. 225  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.166.201  |Israel 147. 237. 77. 243 |mobi l e, i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
84.229.38.111 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
185.3.144.125 |Israel 147.237.77. 226 | "} " chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor (3
Sreaming Engine: TGP Invalid i i ssi
80.246.136.71 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177. 145. 206 i srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.102.254.229 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
66. 249. 66. 61 Lhited Sates |147.237.72. 166 |aka.idf.il drop Frst packet isn't SN drop 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
2.54.153.121 I srael 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80. 246. 136. 198 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 72
176.13.9.77 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 18
109. 64.53.107 |l srael 147.237.72. 166 |aka. i df . i | Too Many of the Sane Response Code (404) in Session from B ock 9
109. 64. 53. 107
37.26.149.211 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.19. 86. 199 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
84.94.113.193 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
. . Distributed Lhaut hori zed URL Access on
37.19.116.118 | srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ gi yus/ cont rol s/ at uda/ A Bl ock 2
. . Unaut hori zed URL Access to
212.179.222.56 I srael 147.237.77. 216 [dover . i df . i | wwy i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock 2
176.12.138.43 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.132. 102 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
176.13.16. 145 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
46. 19. 86. 162 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
85. 65. 103. 73 I srael 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df.il/aman/ B ock 2
109. 64. 141. 62 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
91.200.12.139 |kraine 147.237.77.216|dover. i df .i | PHP Att enpt B ock 2
37. 46. 39. 164 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
’ . . O stributed Unhaut hori zed URL Access on
107.178.194. 87 [Wnited Sates |147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates [147.237.77. 216 |dover. i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
109. 64.223.90 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock
54.153.32.246 |Wnited Sates |147.237.77.74 |lawidf.il D stributed Waut horized URL Access on 147.237.77. 74/ B ock
- . SS. Lhtraceabl e Gonnection - Protocol viol ation
212.179. 177. 148/l srael 147.237.77. 216 |dover . i df . i | (SSL CONN LI ENT FELLO) None 1
91.200.12. 139 |kraine 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/xnrpc. php Bl ock 1
- . Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | v aka, i of i 1/si p storagel il es/ 1/ 48351, paf B ock 1
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
. . Unaut hori zed URL Access to
66. 249. 66. 183 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
157.55.39.124  [lhited Sates [147. 237. 77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77. 176/ robots. t xt B ock 1
40.77. 167. 98 Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates [147.237.77. 216 |dover.idf.i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
87.68. 34. 211 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
207.46.13.155 |Uhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ishurim B ock 1
m ny- kosher - kravi . i i i
176. 13. 16. 111 | srael 147. 237 0. 17 ny Paranet er Type \/1_ oI_atl on ct | 00$Cont entEIaceI—bI der 1%t xt Personal I d in B ock 1
df.il mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
. . O stributed Uhaut hori zed URL Access on
79.183.197.43 |israel 147.237.77.233|atal . i df . il 147. 237, 77. 233/ 1134- hel at al . aspx Bl ock 1
109. 65. 102. 208 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
. . Unhaut hori zed URL Access to
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel fi | es/ 1/ 3241 | pg B ock 1
- - Unaut hori zed URL Access to
37.26.146.163 |[Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_ st orage/ 11 es/ 8/ si ze100x0/ 2368. ] pg B ock 1
95. 86. 84. 105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
178. 255. 215. 87 |France 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed UR. Access from 178. 255. 215. 87 B ock 1
] . . Unaut hori zed URL Access to
68.180.228. 175 |lhited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8913- he/ r ef uah. aspx Bl ock 1
109. 64. 53. 107 |l srael 147.237.72. 166 |aka. i df . i | Too Many 404: Response Code per Session B ock 1
Unaut hori zed URL Access to
40.77.167.98 Lhited Sates |147.237.77. 216 |dover.idf . il www. i df .il/1133-12535- he/ dover. aspxA—AyA—A2 A—a€™A—a, |B ock 1
¢A—a,6A—A; A—a,cA—A?
87.69.241.218 |Israel 147.237.72. 166 |aka. i df . i | Wnt raceabl e S Sessi ons: sigal gs oS At ack None 1
’ . . O stributed Unhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
80.246.136.76 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
109. 66. 144. 130 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 66. 5 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
37.26.146.211 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/reset.css  |B ock 1
95.86.111.136 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter sig2 in vww aka.idf.il/main/giyus/general . aspx [None 1
. . Unhaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i1 wwy. i df . i | / 1133- 19854- he/ kkkkkkk=da5e154bkkkkkkk dase154b |2 %K !
84.108.220.18 [Israel 147.237.72. 166 |aka. i df . i | Wnt raceabl e S Sessi ons: sigal gs oS At ack None
77.127.25.76 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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