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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3315
79.176.197. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 3
183. 196. 130. 141 Chi na 147.237.76. 198 e. yohal an.idf.il JLM Under Attack Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il Block Np Al Net drop 2
173.195.0. 21 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
118. 193. 23. 46 Chi na 147.237. 76. 39 nobi le.neitav.idf.il |Bock Np All _Net drop 1
173.195. 0. 22 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
80. 82. 78. 207 Net her | ands 147.237.76. 200 eitan. aka.idf.il B ock_Udp All _Nets drop 1
168. 235. 201. 116 Lhited Sates 147.237.77. 176 nat pash. i df . i | Frk Under Attack Con Htp drop 1
107. 150. 55. 50 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnalure Devi ce Action |Oount
52.35.187. 114 Lhited Sates 147. 237.76. 30 hi nush.idf.il |Cl000107: DDCS- Spoof ed HTTP Packets B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 66. 65 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 516
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 1 147.237.72.166 |Whited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
138.186.92. 212 |147.237.77.205 prisha.idf.il ET SCAN Potential SSH Scan 2
138. 186.92. 212 |147.237.77.170 naar achot . i df . i | ET SCAN Potential SSH Scan 2
o SERVER- APACHE Apache mod_ssl non- SSL connection to SSL
212.179. 177. 148|147. 237. 77. 216 || sr ael dover.idf.il . . = 2
port denial of service attenpt
138.186.92. 212 [147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
96.22.224.103 |147.237.0.200 [Canada mdu.idf il ET SCAN NVAP -sS wi ndow 3072 1
183. 196. 130. 141|147. 237. 76. 38 |Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
138.186.92. 212 |147.237.77.234 hal ag.idf.il ET SCAN Potential SSH Scan 1
220.167.100. 13 |147.237. 77. 216 |Chi na dover . idf.il ET SCAN Tontat Vb Application Manager scanni ng 1
o SERVER- APACHE Apache mod_ssl non- SSL connection to SSL
45.55.133.216 |147.237.0.16 ny- kosher -kravi . i df i . : — 1
port denial of service attenpt
138. 186.92. 212 |147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
220.167.100. 13 |147.237.76.86 |China navy. i df il ET SCAN Tontat Vb Application Manager scanni ng 1
138.186.92. 212 |147.237.76.199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
220.167.100. 13 |147.237.0.15 |China kosher -kravi .idf.il ET SCAN Tontat Vb Application Manager scanni ng 1
138.186.92. 212 |147.237.76.34 yohal an. i df .i ET SCAN Potential SSH Scan 1
218. 249. 175. 234|147. 237. 76. 39 |China nobi le. neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
138. 186. 92. 212 |147. 237. 0. 200 . idf il ET SCAN Potential SSH Scan 1
210.117.121. 60 |147.237.0.17 gﬁaic o mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
. o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
111.127.141.193|147.237.0.16 |China ny-kosher-kravi .idf.il . 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 19 [Canada | awe forumidf il ET SCAN NVAP -sS wi ndow 4096 1
183. 196. 130. 141|147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
96.22. 224.103  [147.237.0.200 [Canada . idf il ET SCAN NMAP -sS wi ndow 1024 1
183. 196. 130. 141|147. 237. 76. 34 [Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
. - SERVER APACHE Apache Tontat V&b Applicati on Manager
220.167.100. 13 [147.237. 77. 216 |Chi na dover.idf.il 1
access
, L SERVER APACHE Apache Tontat Veb Applicati on Manager
220.167.100. 13 [147.237.76.86 [China navy. idf.il 1
access
. . SERVER APACHE Apache Tontat V&b Applicati on Manager
220.167.100. 13 [147.237.0.15 |thina kosher-kravi .idf.il 1
access
138. 186. 92. 212 |147. 237. 76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
218. 249. 175. 234|147. 237. 76. 39 |China nobi le. nei tav.idf.il ET SCAN NVAP -sS w ndow 4096 1
138.186.92. 212 |147. 237.76. 30 hi nush. i df .i ET SCAN Potential SSH Scan 1
210.117.121. 60 [147.237.0.17 :;aic o mny-kosher-kravi.idf.il [ET SCAN NMVAP -sS wi ndow 3072 1
109. 235. 254. 181|147. 237. 76. 202 | Tur key e.halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
183. 196. 130. 141|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

count ry ‘Target Addr ess ‘Ste ‘Slgnature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
Sreaning Engine: TGP Invalid i i ssi

37.26.149. 255 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | g =g nval i d segnent retransmssi on. drop 27
Ret r ansm ssi on Packet dropped.

reamng BEngi ne: TCP Invali i i ssi

79. 178. 236. 245 I srael 147. 237 77. 243 |roti 1 e i o1 |} S NG Engi ne: TCP aid nvalid segnent retransmssi on. drop 27
Ret r ansmi ssi on Packet dropped.

2.54.61.115 I srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TGP Invalid i i sSi

46.19.85.87  |israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.

46.19.86.197  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

5. 2565. 253. 157 EQZZ:;'}W 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8

46.19.86.106 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or

84.109. 115. 116 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

2.54.61.115 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

194.90.66.9  |Israel 147. 237.72. 166 |aka i f . g =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

2.54.61. 115 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nunber noni t or 6

46.19. 85.51 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6

46.19.85.149  [Israel 147.237.72. 156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 6

46. 19. 85. 51 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

2.54.61.115 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber alert 6
Sreaning Engine: TGP Invalid i i sSi

79. 177. 226. 180 |I srael 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

199. 203. 64. 85 |Israel 147.237.72. 166 |aka. i df . g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

46. 19. 85. 87 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5

46. 19. 85. 87 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5

113.22.50. 72 i et nam 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5

207.241.226. 41 |Lhited Sates 147.237.76.42 |refuah.idf.il |drop SAMrul e drop 5

207.241.226. 41 |Whited Sates  [147.237.77.233|atal.idf.il  |drop SAMrule drop 5
Sreaning Engine: TCP Invalid i i ssi

87.69.113.219 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segrent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.

185. 32. 179. 115 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4

2.52.53. 247 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid AGK nunber alert 4

80. 246. 136. 221 |I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 4

5.102.254. 130 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4

2.52.53. 247 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi

79.183.153.98 |Israel 147.237.72. 166 |aka i f . g =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

113.22.50.72 |V etnam 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 3
Sreaning Engine: TCP Invalid i i ssi

109.64.2.208  |Israel 147. 237. 77. 243 |mubi L e.i of . i | 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

207.46.13.57 |lited Qates  |147.237.77. 243 |nobil e.idf il 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi

2.54.35. 96 I srael 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

reamn ine: TCP Invali i i ssi

79.179.53.107 |israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TCP alid nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

40.77.167.67 |wited Sates  |147.237. 77. 243 |robil e df .l g =g nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

79.178.48.121 |Israel 147.237.77. 243 |nobi l e, i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

85.64.249.42  |[lIsrael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi

5.28.162.61 |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.

81.218.55. 253 |[lIsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi

183. 138. 151. 70 |Chi na 147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.179. 64. 246 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

109. 65. 165. 63 |l srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.52.18.100  |Israel 147. 237. 77. 243 |mubi L e.i of . i | 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

Russi an s SYNWACK retransmt wth different .

5.255.253.157 | o tion 147.237.77.216|dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 3
Sreaning Engine: TCP Invalid i i ssi

80.179.16.18 |l srael 147. 237.72. 166 |aka i f . i1 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

79.178.48.121 |[Israel 147.237.77. 243 |mobi le.idf.il |SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TQP Invalid i i ssi

37.26.147.247 |israel 147.237.72. 166 |aka i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 162 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 74
80. 246. 136. 221 |l srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 54
46.19. 86. 162 I srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 46
176.13. 6. 46 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 40
46. 19. 86. 199 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 10
79.183.195. 169 |[Israel 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 9
. . . Unaut hori zed URL Access to
79.178.48.121 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 6
80. 246. 136. 198 |[Israel 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 4
46.19. 85. 140 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
66. 249. 66. 25 | srael 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
176. 12. 148. 220 |l srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 2
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin v i df . i|/1381-he/ dover.aspx |[B ock 1
45,55, 133. 216 147.237.0.34 |tikshuv.idf.il Unaut hor i zed Met hod HEAD for / B ock 1
109. 235. 189, 141 RJSf;:I”i on 147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation lang in ww cogat. i df.il/901-en/ cogat. aspx |Bl ock 1
66. 249. 64. 17 | srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat.idf.il/894-en B ock 1
Unhaut hori zed URL Access to
95. 86.105. 180 [l srael 147.237.72. 166 [aka. i df . i | www. aka. i df . i |/ mai n/ gi yus/ &a=u&ved=0ahukewi 620i zt npj ahuewbgkh |B ock 1
gkqgc70gf ggi maa&usg=af gj cnhcvyyg7wlcg- yhd5_ammzoyodt wa
87.69. 11. 68 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46.166.139. 20  [Net her| ands 147.237. 76. 147 |chi nuch. aka. i df . i | |Unauthori zed URL Access to 147.237.76. 147/ B ock 1
’ . . . Unknown Paraneter r in
207.241.226. 42 |United Sates 147.237.76. 200 [ei tan. aka. i df . i wwy ei tan. aka. i df .il/tenpl at es/ opcont act us/ govcapt chai nage. axd None !
79.182.187.157 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
37.26.149.203 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
109. 67.25.188 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code Qustom Tenpor ary B ock
. . Unknown Paraneter sCpenLinkln in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | vwv aka. i o |/ el tan/ prati nipi rteychayal / None 1
52.35.187.114 |Wited Sates |147.237.76.30 |hinush.idf.il NULL Character in Mt hod B ock 1
220.167.100. 13 [China 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ manager / ht m Bl ock 1
93.173.150. 9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
46.121.78.175 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unauthori zed URL Access from46.121.78.175 Bl ock 1
] - . Unaut hori zed URL Access to
199. 16. 156. 125 |lhited Sates [147.237.77.216|dover.idf.il v ff i1/ p storagelfi1 es/ 1/ si ze220x0/ 11591 | pg B ock 1
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: CQpen Mde None
74.82.47.2 Wited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
46.19. 85. 51 I srael 147.237.77. 216 |dover.idf .i | Abnormal |y Long Request request version Bl ock 1
109. 235. 189, 141 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation lang in waw i df . i1/1158- he/ dover . aspx B ock 1
. - Unaut hori zed URL Access to
66.249. 65.118 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 8/ 2828.| pg B ock 1
Unknown Par anet er
5. 29. 66. 60 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$cphSachar $enpl oynent Stat us in None 1
aka. i df.il/nai n/sachar/ payslips. aspx
; . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
87.69.113.219 [Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock
46.166.139.20  [Netherl ands 147.237.77. 74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock
P . SS. Lhtraceabl e Gonnection - Protocol violation
212.179. 177. 148l srael 147.237.77. 216 |dover.i df .i | (SSL OONN LI ENT FELLO) None 1
Mol dova, . . URL is Above Root DOrectory
178.17.174.99 Republ i ¢ of 147.237.77. 216 dover . i df . i | vy i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock !
nobi | e. nei tav. i df. i .
45. 55. 80. 152 147.237.76. 39 | Uhaut hori zed URL Access to / B ock 1
Russi an . . Parameter Type M ol ati on PageNumin
109. 235.189. 141 | 2~ 0 147.237.77.74 (lawidf.il v g, i df . i 1/ 487- hel pat zar . aspx Bl ock 1
66. 249. 66. 64 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
54.153.33.233 |Wnited Sates |147.237.77.216|dover.idf.i| Unaut hori zed URL Access to 147.237.77.216/ B ock 1
95. 86. 82. 17 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.121.78.175 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ reset . css B ock 1
] . . . D stributed Lhaut hori zed URL Access on
199.30.24.187 |Uhited States  |147.237.76.147|chi nuch. aka.idf .il |~ chi nuch. aka.i df i1/ 404 htm B ock 1
84.109. 115. 116 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None
79.176.23.126 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
46. 19. 85. 51 I srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion deflate, sdch Bl ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
176.12. 138. 68 I srael 147.237.72. 166 |aka. i df . i | whw aka. i df . i | / mai v achar/ r equest . aspx None 1
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