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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3362
8.37.231.51 Anonynous Pr oxy 147.237.77.216 dover.idf.il JLM Dover _Gon Linmt_Htps drop 28

115. 239. 228. 8 Chi na 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack Con Htp drop 2

65. 220. 102. 4 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock Udp All _Nets drop 1
8.37.231.51 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Under Attack Con H ps drop 1
82.221.105.7 I cel and 147.237. 76. 148 gagcenter.aka. idf.il |Bock Wdp Al _Nets drop 1
8.37.231.51 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover _Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
69.12.70. 34 Lhited Sates 147.237.77.235 |sviva.idf.il[21609: HITP. pChart Drectory Traversal Ml nerability B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5

45.32.24.122 147.237.8. 46 e.chinuch.idf.il |ET SCAN Potential SSH Scan

199. 19. 105. 111 [147.237.72. 166 |Lhited Sates [aka.idf.il SER"\/ERLAPAO-E'Apache mod_ss| non- S connection to SSL port 2
deni al of service attenpt

118. 26.233.57 |147.237.76.38 [China eeneitav.idf.il |[ET SCAN Potential SSH Scan 1

118. 26.233.57 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1

111 25189 231 1147 237 0.33  |Tai van il ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

104. 128. 144. 131|147. 237. 8. 24  [Canada elifestyleidf.il [ET SCAN NVAP -f -sS 1

89.248.164.54 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 1

118. 26.233.57 |147.237.76.86 [China navy.idf.il ET SCAN Potential SSH Scan 1

118.26.233.57 [147.237.76.39 |China nobi | e. nei tav. i df.i|[ET SCAN Potential SSH Scan 1

118. 26.233.57 |147.237.76.34 [China yohal an. i df .il ET SCAN Potential SSH Scan 1

114, 225, 186. 187|147 237 76.31 |ani na nakehal i df i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

104. 128. 144. 131|147. 237. 8. 24 [Canada elifestyleiidf.il [ET SCAN NVAP -sS wi ndow 2048 1

94.75.220.155 |[147.237.76.42 |Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1

45.32.24.122 147.237.8.50 e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1

201 172, 163. 10al147 237 0.33  |nexi co il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

118. 26.233.57 |147.237.76. 44 |[China e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |Ste Signature z\tlli ?)?1
8.37.231.51 g”&;ymus 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 67
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i SSi
66.249. 74.6 Wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g ., 10
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
157.55.39.61  |Wited Sates  |147.237.76. 200 [eitan aka i df i1 9 =9 Inval i d segnent retransmssion. |, 8
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
157.56.39.173 |Wiited Sates 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
79.181.38.229 | srael 147.237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
reanming BEngine: TCP Invali i i sSi
2.54.186.79 I'srael 147237, 72. 167 i shurimaka i 11 | @M NG Engine: TCP Invalidinvalid segnent retransmission drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
82.102. 169. 113 |l srael 147.237.77. 243 |nobi le. i o . i1 9 =9 Inval i d segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
Iran, Islanic . . . .
5.117. 23. 150 Republ i ¢ of 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber nonitor |6
Sreaning Engine: TP Invalid i i ssi
2.54.2.146 I'srael 147.237.77. 243 |nobi le. i o . i1 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret ransni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
5.117. 23. 150 :éxbl :2' e [147.287.77. 216 |dover. i of .1 Bad TCP sequence Inval i d ACK nunber aert 4
Sreaming Engine: TGP Invalid i i sSi
104.131.221.26 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dr opped.
; . . SWNretransmt wth different .
207.46.228.208 |Lhited Sates 147.237.77. 234 |hal ag.idf. il Bad TCP sequence vi ndow scal e monitor 3
72.209.59.157 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i SSi
87.68.157.81  |lsrael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
72.209.59.157 |lLited Sates 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
Sreanming Engine: TCP Invalid i i SSi
185. 120. 126. 6 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
5.22.131.135  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |y, 3
Ret ransni ssi on Packet dr opped.
172.56. 39. 4 Lhited Sates 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.157. 168 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi
207.46.13.17  |Wited Sates 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g ., 2
Ret ransmi ssi on Packet dr opped.
128.232.110. 28 |United Kingdom |147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i SSi
207.46.13.30  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g . 2
Ret r ansni ssi on Packet dr opped.
128.232.110.28 |wnited Kingdom |[147.237.77.226 WI"‘IW chamat z. aka. 1df |y Af t ack SYN -> SYN-ACK -> Tinmeout |reject 2
208.115.111. 73 |Uhited Sates 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or
213.57.143.39 |lsrael 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject
Sreaming Engine: TGP Invalid i i sSi
66.249. 64.190 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 2
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.49  |Uited Sates  |147.237.76. 200 |ei tan. aka i of . 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
207.46.228.208 |Uited Sates  |147.237.77. 234 |hal ag.iof i Bad TCP sequence SWNretransmt wth different ., 2
W ndow scal e
195. 91. 224. 113 R‘Sf;:t”i o 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
5.102. 254. 55 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
184.105. 139. 75 |Wnited Sates 147.237.8.50 |e.tikshuv.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
108. 61.228.100 |Wited Sates 147. 237.76. 197 |e. hi nush. i df . i | Geo- | ocati on enf or cenent er]fO'r Sgﬁ:n?n I nbound drop 1
218.22.211.69 [China 147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
68.180.228. 112 |lnited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
37.26.147.189 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
184. 105. 247. 227|Whited Sates 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.143.142.57 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
o SYNtACK retransmt wth .
46. 19. 86. 5 I srael 147.237.77. 216 |dover. i df i1 Bad TCP sequence di fferent vi ndow scal & monitor |1
184.105. 139. 79 [nited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |Lhited Sates 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber alert 1
37.26.149. 183 [Israel 147. 237. 72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 235|lnited Sates 147.237.76. 176 [test. ncore. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
2.54.186.79 | srael 147.237.72. 167 |ishuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
213.57.131.193 [lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
- ) SYNtAXK retransmt with .
46. 19. 86. 121 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
184.105. 139. 84 |United Sates 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
207.241.226. 42 |lited Sates |147.237.72.156|aman. i df.il Mil tipl e Unaut hori zed URL Access from 207.241. 226. 42 Bl ock 26
66. 249. 69. 8 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df . il/404. htm B ock 4
176. 12. 150. 215 |l srael 147.237.0.19 |nadi matal . idf.il|Suspicious Response Code B ock 3
81.218.241.25 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/$$$8282$$$ B ock 3
104.131.221. 26 |[lhited Sates |147.237.76.200|eitan. aka.idf.il [Miltiple Unauthorized URL Access from 104.131.221. 26 B ock 2
5. 29. 205. 166 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
37.26.146.201 |lsrael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 2
79.182.187. 157 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Uhaut hori zed URL Access to
66. 249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel fi | es/ 8/ 2368. | pg Bl ock 1
207.241.226.42 |Wited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to v anan. idf.il/nodiin/sys.idisposabl e B ock
46.116.67.198 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.172.43.219 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
: . . Uhaut hori zed URL Access to
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9724- he/ r ef uah. aspx Bl ock 1
66.249. 64.238 | srael 147.237.77. 216 |dover . i df . i | Distributed thauthorized URL Access on B ock 1
wav i df.il/atal 1/i zkor/vi ew i ng. asp
} . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
80. 178. 206. 181 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
208.115.113.82 |thited Sates [147.237.77.176 |nat pash. i df . i | Lhaut hori zed URL Access to wwwu cogat . i df.il/sip_storage/ B ock 1
176.13.11. 35 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
46.164. 156. 174 |krai ne 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
93.172.43.219 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bite Gode Character in URL from93.172.43. 219 B ock 1
68.180. 230. 167 |Lnited Sates [147.237.76.31 |nakchal .idf.il Paraneter Type M ol ation PageNumin nakhal .idf.il/1073- he/ nakhal . aspx |Bl ock 1
66. 249. 64. 240 |l srael 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
: . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |[thited Sates [147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
: . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
: . . DO stributed Unaut hori zed URL Access on
208.184.112.75 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
; ; . Unhaut hori zed Met hod HEAD f or
67.212.175.138 |lnited Sates [147.237.72.166|aka.idf.il vw aka. i o 1/ ei tan prati npi rt eykat aval B ock 1
184. 105. 247. 195|Uhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 166. 139. 20  [Net her| ands 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237. 76. 147/ Bl ock 1
95.45.254.121 |irel and 147.237.72. 166 |aka. i df . i | D stributed Wauthorized URL Access on 147.237. 72. 166/ B ock 1
79.180.152. 128 [Israel 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
66. 249. 64. 243 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ng. asp Bl ock 1
207.46.228.208 |lhited Sates |[147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.94.171.6 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112.75 |lLnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1381-he/ dover.aspx |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
185. 27. 105. 119 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
66. 249. 64. 23 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp  |Bl ock 1
95.45.254. 121 |Ireland 147.237.77.216|dover.i df .i | D stributed Waut hori zed URL Access on 147.237.77. 216/ Bl ock 1
79.180.152. 128 [Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xmrpc. php B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel fi | es/ 8/ 2778. | pg B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |Uited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
37.26.148.254 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
85.130. 246.32 |Israel 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Miol ati on PageNumin vww i df . i|/1806- he/ dover.aspx  |B ock 1
66.249.64.50  [Israel 147. 237. 72. 166 |aka. i df . i | Lhknown Paraneter he| ocation in None 1
wan aka. i df . i |/ nai n/ gi yus/ general . aspx
] . . S Untraceabl e Gonnection - Protocol violation
199. 19. 105. 111 |Uhited Sates [147.237.72.166|aka.idf.il (SSL OONN LI ENT FELLO) None 1
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