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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3341
79.176. 19. 20 | srael 147.237.77.234 hal ag.idf.il Invalid TGP H ags dr op 16
180. 97. 106. 37 Chi na 147.237. 76. 198 e.yohalan.idf.il |Bock Np All Net drop 1
62.4.1.33 France 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.79.127 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
211.53.40.142 |147.237.76. 44 Okfrea' REPUDIIC | refuahich.il  |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 156 [Chi na anan. i df.il ET SCAN Potential SSH Scan 1
222.186.56.32 [147.237.76.31 [China nakchal . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
211.53.40.142 |147.237.76.39 Okfrea’ REPUDI I C | i1 e nei tav. i of. i |[ET SCAN Potential SSH Scan 1
222.186.56.32 |147.237.0.33 |China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
211.53.40.142  |147.237.76.34 Okfrea' REPUDI 1 C | el an i of i ET SCAN Potential SSH Scan 1
211.53.40. 142  |147. 237. 76. 202 Efrea’ RepUDI T C o il ag, i of i ET SCAN Potential SSH Scan 1
211.53.40.142  |147.237.76. 199 Okfrea' RepUDI T C | nakehal .idf.il  |ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 198 |Canada e.yohal an.idf.il ET SCAN NVAP -f -sS 1
211.53.40. 142  |147. 237. 76. 197 Okfrea RepubliC |0 i msh.ich.il  |ET SCAN Potential SSH Scan 1
64.38.133.137 [147.237.76.196|lhited Sates |e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.53.40.142 |147.237.76.177 ok‘f’rea Republic | e idf il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
211.53.40. 142  |147. 237.76. 148 Efrea’ Republ i ¢ | center. aka i df il |ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.76. 44 |[China e.refuah.idf.il ET SCAN Potential SSH Scan 1
211.53.40. 142  |147.237.76.86 okfrea’ RepubliC f oy il i ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.76.34 |China yohal an. i df .i| ET SCAN Potential SSH Scan 1
222.186.56.32 |147.237.76. 148|Chi na gqcenter.aka.idf.il [ET SCAN Potenti al VNC Scan 5900- 5920 1
211.53.40.142 |147.237.76.42 Efrea’ REPUDITC | ot L. i of i ET SCAN Potential SSH Scan 1
222.186.56.32 [147.237.0.35 |[China akavs. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.0.19 [China nadimatal .idf.il [ET SCAN Potential SSH Scan 1
211.53.40.142 |147. 237. 76. 38 ok‘f’rea RepUDI I C | o neitav.ich.il |ET SCAN Potential SSH Scan 1
222.118. 228. 172|147. 237. 8. 28 ok‘f’rea RepUbITC | o 1 e-ks. i i Flit :ﬁ\l a]Beg:;:]O;?I BrLﬂtuZulilcl):Zef ast inbound Tel net Qonnecti ons, 1
211.53.40.142 |147.237.76.31 ok‘f’rea Republ i C | ovchal i df i ET SCAN Potential SSH Scan 1
211.53.40.142  |147.237.76. 201 Okfrea’ REPUDI I C |0 el i i ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 198 [Canada e.yohalan.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
211.53.40.142  |147.237.76. 198 Okfrea' RepUDIIC | vohalan.idh.il  |ET SCAN Potential SSH Scan 1
211.53.40.142  |147.237.76. 196 Efrea’ Republic |o svivaidh. il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147. 237. 77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
211.53.40.142 |147.237.76. 176 okfrea’ REPUDI I C |\ oot ncore.idf. il |ET SOAN Potential SSH Scan 1
59. 45, 79. 117 147.237. 76. 148 |Chi na ggcenter.aka. i df.il [ET SCAN Potential SSH Scan 1
211.53.40.142  |147.237.76. 147 Okfrea’ REPUDI I C | 1y nuch. aka i of. 11 |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Sreaning BEngine: TQP Invalid i i SSi
104.131.221. 26 |Wnited Sates  |147. 237. 76. 200 [ei tan. aka. i df .i | g =g Invalid segnent retransmssion. | 58
Ret r ansmi ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Russi an o Sreaning Engine: TCP Invalid|invalid segrent retransmission.
5.255.253.188 [ - . 147. 237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 18
Sreamng Engine: TCP Invalid i i ssi
66.249.79.6  |lnited Qates |147.237.77. 234 |halag.idf i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.
223.188.202.25 |india 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 10
Sreaming Engine: TCP Invalid i i ssi
71.204. 146,106 |Uited Sates  |147.237.77. 243 |robile.i df .i | 9 =g Invalid segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
2.52.148. 99 I 'srael 147.237.77. 216 [dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
reamn ine: TCP Invali i i ssi
69.122.149.20 |lited Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.

) o SYNtACK retransmt wth .
223.188.202.25 |India 147. 237.77. 216 |dover.idf.il Bad TCP sequence g fferent vi ndow scal e monitor |5
223.188.202.25 |India 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[alert 5

R SN retransmit wth different )
79.176. 19. 20 I srael 147.237.77. 234 |hal ag.idf .i| Bad TCP sequence wi ndow scal e mnitor |4
Sreaning Engine: TQP Invalid i i Ssi
66.249.64.190 |Wnited Sates |147.237.72. 166 |aka.idf . il g =g Invalid segnent retransmssion. | 4
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
216.110.94.27 |Uited Sates |147.237.77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
199.30.24.232 |lhited Sates |147.237.76. 200 [ei tan. aka.idf. il g =g Invalid segnent retransmssion. | 4
Ret r ansm ssi on Packet dropped.
82. 145. 210. 249 |Eur ope 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
2.52. 145. 69 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
89. 138. 227. 139 | srael 147. 237. 77. 243 |nubi l e. i of . i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
o SN retransmit wth different
79.176. 19. 20 I srael 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e aert 2
128. 232. 110. 28 E?';gegom 147. 237. 77. 170 |maar achot . i df . i | SYN At ack SYN -> SYN-ACK -> Tineout |[reject 2
Lhi ted R . Geo- | ocati on i nbound
128.232.110. 28 |, ngdom 147. 237.77. 227 |e. hamaz. i df . i | Geo- | ocation enf or cenent enf or cenent drop 2
80. 246. 130. 113 |l srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber mnitor |2
Sreanming Engine: TCP Invalid i i ssi
176.12.147.0  |israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
Sreaning Bngine: TCP Invalid i i SSi
85. 93. 91. 84 Ger many 147. 237. 76. 200 |ei tan. aka. i df . | 9 59 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
66.225.118. 211 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
146. 185. 239, 102|SS an 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
Federati on enf or cenent
208.115.113.82 |lLited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.6.158.166  |lhited Sates |147.237.0.200 [rdu.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
184.105.139. 80 |lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
38.99. 82. 216 Lhited Sates [147. 237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
80. 246. 130. 113 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 1
216.218.206.78 |[Lhited Sates |147.237.77.235|svivaidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.14 Lhited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
194.177.16.3 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |1
66.249. 64.190 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 1
157.55.39.179 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
2.54.39. 34 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
89.248.172. 154 [Net herl ands 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
184. 105. 247. 215|lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
216. 218. 206. 122|wnited Sates  [147.237.77.61 e cogat.idf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
74.82. 47.15 Lhited Sates |147.237.0.17 ;“I”IV kosher-kravi.id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 226. 90 |Rance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
89. 248. 172. 154 |Net herl ands 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
79.181.163.31 |[Israel 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 1
74.82.47.12 Lhited Sates |147.237.77. 121 |e. navy. i df i Geo- 1 ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 239|Uhited Sates [147.237.76.42 |[refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.117.64.119 |[Israel 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
137.54. 6. 40 Lhited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
74.82.47.16 Lhited Sates |147.237.77. 176 |nat pash. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
89. 138. 227. 139 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 4
: . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates 147.237.77.216|dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
. . Uhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
m ny- kosher - kravi . i df .
176.13.12. 71 | srael 147.237.0. 17 i Ill1egal Paraneter Encodi ng Ber GRS None 1
79.181.163.31 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
40.77.167.30 |lhited Sates 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 40. 77. 167. 30 B ock 1
: . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 [Wited Sates  |147.237.77.216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194. 83 |Lnited States  |147.237.77.216|dover. i df . il wiw i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 230 [l srael 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1133- 18189- he/ dover . aspx Bl ock 1
m ny- kosher - kr avi . i df _ _
176.13.12. 71 | srael 147.237.0. 17 il Mitiple Illegal Paraneter Encoding from176.13.12.71 None 1
80. 178. 206. 181 [I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Uhaut hori zed URL Access to
46.19.85.176 [l srael 147.237.77. 216 [dover. i df . il v i dff i 1/ 1679- 18967/ dover . aspx B ock 1
208.184.112. 74 |Lhited Sates 147.237.77. 216 |dover . i df . i | Mil tipl e Unauthori zed URL Access from 208. 184. 112. 74 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 3/ 3403, | pg Bl ock 1
178.62.82.172 |Uhited Sates 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to 147.237.77. 216/ B ock 1
66.249.64.13 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
. . . DO stributed Uhaut hori zed URL Access on
208.184.112.75 |Lhited Sates  [147.237.77.216 |dover. i df .| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
128. 232. 110. 29 [Wni ted Ki ngdom [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ B ock 1
_ m ny- kosher - kr avi . i df _
74.82.47. 2 Lhited Sates 147. 237.0. 17 i Uhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
Russi an . . ) ]
5. 255. 253. 151 er ati on 147.237.72. 166 [aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1
. . Uhaut hori zed URL Access to
194.177.16.3  |Israel 147.237.77. 176 |mat pash. i df . i | vow cogat i df i 1/si p storagel il es/ 9/ 4629. ] pg Bl ock 1
: . . . Uhaut hori zed URL Access to
104. 131.221. 26 |thited Sates 147.237.76.200|ei tan. aka. i df . i | eitan. aka i df i 1/ 1105 env cont act us. aspx B ock 1
66.249.64.23  |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
149.88.185.8 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
79.176.19.20  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
31.154. 152. 172 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/m B ock 1
: . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 [Wited Sates  |147.237.77.216 |dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |thited States  (147.237.77.216 |dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
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