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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3376
93.174. 93. 68 Net her | ands 147.237. 76. 147 chinuch.aka.idf.il [JLM Under Attack_Con_Tcp dr op 2
158. 69. 199. 64 Lhited Sates 147.237.76. 196 e.sviva.idf.il Block Np All Net drop 1
159. 148. 186. 181 Latvi a 147.237.76. 31 nakchal . i df il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address ‘Target Addr ess count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
45.32.24.122 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
45.32.24.122 147.237.0. 17 mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 1
117. 25. 155. 164 |147. 237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
117. 25. 155. 164 [147. 237. 76. 199 |Chi na e. nakchal .idf il ET SCAN NVAP -f -sS 1
93, 174. 93, 68 147 237 0.35  |netherlands  lakevs.idf il ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, 1

Potential Scan or Infection
ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

27.42.237. 49 147.237.0.34 |China tikshuv.idf.il Potential Scan or Brute Force 1
182.72.109. 162 |147.237.76.30 [India hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
117. 25. 155. 164 |147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 128. 144. 131|147. 237. 76. 31 |Canada nakchal . i df il ET SCAN NMAP -sS wi ndow 4096 1
91. 201. 236. 113 |147. 237.76.86 |krai ne navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
Sreaning Engine: TGP Invalid ' i ssi
66.249.79.6  |lnited Qates |147.237.77.234|nal ag.idf il 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249. 74.6 Wited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Russi an e Sreaming Engine: TGP Invalid |invalid segnent retransnssi on.
5. 255. 253, 188 et ot i on 147.237. 72. 166 [aka. i df .i | Ret 1 ansm ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
104.197.49.109 |Wited Sates  |147.237.72. 166 |aka.i of i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181. 136. 187 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SN drop
46.118. 153. 165 |[Lkrai ne 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
71.202.119.8  |United Sates  |147. 237. 7. 216 |dover. i f. | Bad TCP sequence SINWACK retransmt W th monitor |2
di fferent w ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaming Engine: TGP Invalid i i ssi
66. 249. 74. 9 Lhited Sates |[147.237.76.86 [navy.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.75.38  |Uited Sates |147.237.76. 200 |ei tan. aka i df il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
148.177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 1
104. 128. 144. 131|Canada 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.118. 153. 165 |lkrai ne 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 1
184. 105. 247. 239|tnited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.97 |Wited Sates [147.237.76.39 |mobile meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.78 |lLited Sates |147.237.0.35 |[akavs.idf.il dr op drop 1
184. 105. 247. 243|lhited Sates 147. 237. 76. 148 |gqcenter. aka. i df .i | dr op drop 1
141.212.122.98 |Whited Sates [147.237.76.39 |mobile meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
31.154.172.250 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber nonitor |1
216.218.206.79 |tnited Sates |147.237.76. 200 [eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
107.5.209.207 |Uited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
141.212.122. 110|Wited Sates  |147.237.77. 212 e dover.idf. il Geo- | ocati on enf or cenent Sﬁ?;:z‘;ix” i nbound drop 1
74.82. 47. 40 hited Sates |147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
216.218.206.92 |tited Sates |147.237.77.226 "‘f";‘“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.99 |Whited Sates [147.237.77.179 e nazi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.65 |[thited Sates |147.237.72.167 i shurimaka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
207.241.237. 211|Wnited Sates  |147.237. 77. 216 |dover. i df . i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 111|wited Sates  |147. 237. 77. 212 |e. dover. i df .il Geo- | ocati on enf or cenent gﬁ?;):ggi'nf”  nbound drop 1
46. 19. 85. 2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |1
216.218. 206. 112|Wited Sates  |147.237. 76. 199 |e. nakchal .i df . i | Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
184. 105. 247. 223|Wnited sates  |147.237.76. 201 |e. atal i df. i1 Geo- | ocati on enf or cenment gﬁ?;'rgzi'nfn i nbound drop 1
141.212.122.66 |Uhited Sates |147.237.72. 167 |i shuri maka.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.118. 155. 216 |Wkrai ne 147.237.77.216 |dover. i df . il Mil ti pl e Unaut horized URL Access from 46. 118. 155. 216 B ock 3
208.184.112.74 |Whited Sates |147.237.77.216|dover.idf.il Ml tipl e Uhauthorized URL Access from 208. 184. 112. 74 B ock
] . . D stributed Uhaut hori zed LRL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin wa i df .il/1380- he/ dover.aspx |B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
’ . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wwited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
80.86.94.7 Ger many 147.237.0.34 |tikshuv.idf.il wawi ti kshuv. i df . i1/t enpl at es/ i nagevi deogal | eryl obby/ i nagevi deogal | eryl [Bl ock 1
obby. aspx
. . Unaut hori zed URL Access to
66.249. 65. 118 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 2351, | pg Bl ock 1
40.77.167. 16 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waww idf.il/elram B ock 1
. nobi | e. neitav.idf.i .
141.212.122.97 |lhited Sates |147.237.76.39 | Unaut hori zed URL Access to /X B ock 1
68.233.233.130 [lnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wo/ wp-adnin/ Bl ock 1
66.249. 64.233  |lIsrael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw i df.il/error. htm B ock 1
] . . D stributed Unaut hori zed LRL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
66. 249. 75. 38 I srael 147.237.76.200(ei tan. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock
40.77.167. 30 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp Bl ock
: ] . ] D stributed Unaut hori zed URL Access on
157.55.39.242 |lnited Sates [147.237.76. 147 |chi nuch. aka. i df.il i chi nuch. aka. i df i 1404, htm B ock 1
71.7.190. 98 Canada 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/bl og/ wp-adm n/ Bl ock
66.249. 64. 238 |l srael 147.237.77.216 |dover. i df . il Uhaut hori zed LRL Access to waw idf.il/arafat/terrorisn®/ B ock
] . . D stributed Unaut hori zed LRL Access on
107.178.194.83 |Lhited Sates [147.237.77.216 dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 79. 6 | srael 147.237.77.74 |lawidf.il vowe | aw i o i |/t enpl at es/ getf il ef getfil e. aspx B ock 1
46.118. 155. 216 |Ukraine 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
167. 114. 208. 164|Canada 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ Bl ock 1
78.129. 154. 135 LKJ?'r:gegom 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64.240 |Israel 147.237.77. 216 |dover . i df . il 147, 237.77. 216/ 1361- 13183- ar / dover . aspx Bl ock 1
107.178.194.83 |Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1133-22461-he/ dover.aspx. |B ock 1
68.180.228.112 |[hited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw idf.il/1133-he/ dover.aspx |H ock 1
184. 168. 200. 68 |Uhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wp-admin/ Bl ock 1
79.182. 144. 200 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 65. 112 | srael 147.237.76.42 |refuah.idf.il thaut hor| zed UR. Access to Bl ock 1

147.237. 76. 42/ si p_st orage/ fi | es/ 0/ 3400. j pg
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