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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3419
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il [Bock Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il Bock Np Al Net drop 2
159. 148. 186. 181 Latvi a 147. 237. 76. 202 e halagidf.il |[Bock Np All Net drop 1
71.6.158. 166 Lhited Sates 147.237.76. 30 hi nush. i df . i | Bl ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |S gnature Devi ce Action |Oount |
223.73. 45. 66 Chi na 147.237.77.216 |dover.idf.il Q025: HITP. access to adninistrator/index. php -> Quaranti ne B ock 1
158.69.213.39  [Lhited Sates 147.237.77.176 |mat pash.idf.il |C1000106: HITP: najestic bot Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
204. 45, 15. 186 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
121. 40. 195. 144 147. 237.76. 201 Chi na e.ata.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 143. 102. 180 147.237.77. 74 Austria lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
74. 203. 240. 228 147.237.76. 148 Lhited Sates gocent er. aka. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
175. 143. 53. 17 147. 237. 76. 44 Ml aysi a e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
175. 143.53. 17 147.237.76. 44 Ml aysi a e.refuah.idf.il ET SCAN NVAP -f -sS 1
103. 251. 112. 155 147.237.0.15 Hong Kong kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
91. 143. 102. 180 147.237.77. 74 Austria lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
74.203. 240. 228 147. 237.76. 148 Lhited Sates ggcenter. aka. i df . i | ET SCAN NVAP -f -sS 1
175. 143. 53. 17 147. 237.76. 44 Ml aysi a e.refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
118. 175. 167. 43 |Thai l and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
200. 125. 244. 6 Ecuador 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 12
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
66.249.74.6  |lnited Qates |147.237.76.86 |navy.idt.il Streamng Engi ne: TCP Invalid - invalid segnent retransmssion. |y 6
Ret r ansmi ssi on Packet dr opped.
66.249.93.52  |Wnited Sates |147.237.72. 166 |aka idf. il Streaning Engine: TCP Invalid finvalid segnent retransmissi on, drop 6
Ret ransni ssi on Packet dr opped.
200. 125.244.6  |Ecuador 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
84.109. 3.6 I sr ael 147.237.77. 170 [nmarachot .idf .il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 45 I srael 147. 237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber monitor |6
5.29. 169. 148 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
212.179.61. 123 |israel 147.237.77. 243 |robi | e. i of .| Streaming Engine: TCP Invalid finvalid segnent retransmssi on, drop 3
Ret ransni ssi on Packet dropped.
5.29.169. 148 I sr ael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvali d ACK nunber alert 3
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
37.26.148.212 |lsrael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 86. 20 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
128.232.110. 28 |United Ki ngdom|147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
74.82.47. 36 Lhited Sates  [147.237.76.30 |hinush.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 111|Whited Sates  |147.237.77. 205 |prishaidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.99 |[thited Sates |147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 73. 26 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber alert 1
199.127. 226. 150|lhited States  [147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
146. 185. 239. 102 gz::;”ion 147.237.76.39 |nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.76 |Wited Sates |147.237.0.33 |idf.il drop drop 1
74.82.47. 36 Wited Sates  [147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 45 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
184.105. 247. 200|hited Sates  |147.237.76. 147 |chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 105|thited Sates  [|147.237.76.31 [nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 73. 26 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.76 |wited Sates [147.237.77. 178 e natpash.idf.il  |Geo-1 ocation enf or cenent ﬁ?olr (C’Zii'nfn | nbound drop 1
74.208.205.43 |[Uited Sates  [147.237. 72. 156 [anan.idf i Header Rej ection Pzgzitrej ection pattern found in oo |1
46. 19. 85. 45 | srael 147.237.72. 166 |aka.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 1
184. 105. 247. 203|Wnited Sates  [147.237.8.27 |e.nadimatal.idf.i1|Geo-1 ocation enf or cenent ﬁ?;)'rgziimon I nbound drop 1
141.212.122. 106|thited Sates  |147.237.76.31 [nakchal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
37.26.148.212 |Israel 147.237.72. 167 |ishurimaka.iof.il |Bad TCP sequence I'nvali d ACK nunber alert 1
184.105.139. 75 |Wnited Sates |147.237.8.14 [e.orchot.idf.il  |Geo-1ocation enfor cenent gfolrg;i:mon I nbound drop 1
141.212.122.77 |wited Sates  [147.237.77. 178 e natpash.idf.il  |Geo-1 ocation enf or cenent ﬁ?olr (C’Zii'nfn | nbound drop 1
84.109. 3. 6 | srael 147.237.77. 170 |naar achot . i df . i | drop First packet isn't SYN drop 1
46. 19. 85. 45 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
184.105. 247. 211 |thited Sates  |147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 122|tnited Sates [|147.237.0.33  |[idf.il dr op drop 1
74.82.47.35 Lhited Sates  |147.237. 77. 227 |e. hanaz. i f .1 Geo- | ocati on enf or cenent ﬁ?olr ggi'mon | nbound drop 1
184.105.139.91 |wited Sates  [147.237.77. 227 [e. harmz. i of .11 Geo- 1 ocati on enf or cenent ﬁ?olr gziimon I nbound drop 1
141.212.122.98 |[thited Sates  |147.237. 77. 216 |dover. i of .il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
198.20.69.74  |United Sates  |147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
5.22.129. 162 I srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 123|thited Sates  [|147.237.0.33  [idf.il dr op drop 1
141.212.122.75 |thited Sates [147.237.0.33  [idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 45 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
79.182. 144. 200 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
107.178.194.79 |Uhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 107.178. 194. 79 B ock 2
5.29. 169. 148 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from5. 29. 169. 148 Bl ock 2
208.184.112.74 |wnited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 208. 184. 112. 74 B ock 2
66.249. 64.239 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1396- he/ at al . aspx B ock 1
5.29. 169. 148 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka.idf.il/sip storage/files/7 |B ock 1
199. 127. 226. 150U ted Sates |147.237.77. 216 |dover. i df . | LR 15 fave Foo Bireatory ol qery | uery-L A2 s Bl ock 1
74.208.205.43 |wited Sates |147.237.72.156|anan.idf.il Enail collector robots 14 B ock 1
66.249. 64.229 [Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1398- he/ at al . aspx Bl ock 1
208.184.112.74 |Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df .il/1133-22638- he/ dover. aspx. |B ock 1
107.178.194. 87 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1133-22638- he/ dover. aspx. |B ock 1
66.249. 65. 112 | srael 147.237.76.42 |refuah.idf.il ﬂ?}'tzg;r;éefyﬁpgcjzgﬁi | esi 01 2400, pg B ock 1
5.29.169. 148 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/7/ B ock 1
204.13.200. 200 [Uhited Sates [147.237.77. 216 |dover. i df .i | D stri utec 1?;;}2;2;;?&%&??;‘)2” Bl ock 1
74.208.205.43 |lnited Sates |147.237.72.156|anan.idf.il eMai | Hoar di ng B ock 1
66.249.64.230 I srael 147.237.77. 216 |dover . i df .i | e e e el i i adover . asp Bl ock 1
223.73. 45. 66 Chi na 147.237.77. 216 |dover . i df . i | D stributed PHP Attenpt B ock
141.212.122. 97 |Wited Sates |[147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to /X B ock
66.249. 65. 115 | srael 147.237.76.42 |refuah.idf.il llj;?f‘tzg;’.r;g'efztg‘pfsctco‘f:g;/?i | es/ 712427 pa B ock 1
207. 46.13. 30 Lhited Sates |147.237.76.147|chi nuch. aka.idf.i| |Wauthorized URL Access to wwu chi nuch. aka.idf.il/404. htm B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wawnidf.il/error. htm B ock 1
223.73. 45. 66 Chi na 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
178.91.16. 171 |Kazakstan 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitelfag. aspx B ock 1
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
46.166.139.20 [Netherl ands 147. 237. 76. 39 ImeI le.meitay. idf.i Uhaut hori zed URL Access to 147.237.76. 39/ B ock 1
207.46.13.150 |thited Sates |147.237.77.176 |nat pash.idf.il Uhaut hori zed LRL Access to waw cogat. i df.il/sip_storagel/files/7/ B ock 1
66.249. 64. 234 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx B ock 1
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | mtihc?fr.l | F?lﬁs-p‘l:;;;thoe/ Kkkkkkk=2aa22d8bkkkkkkk 2aa22dgb |2 O !
68.180.228. 175 |United Sates |147.237.76.42 [refuah.idf.il e T Son s oo/ ot v aspx Bl ock 1
46.166.139.20 |Netherlands  |147.237.77.74 (lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock
107.178.194.79 |Uhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df .il/1133-22638- he/ dover. aspx. |B ock
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