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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3277

66. 249. 79. 127 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 9
151.0.151. 137 Ronani a 147.237.8. 28 e.nobil e-ks.idf.il |L4 Source or Dest Port Zero drop 4

204. 42. 253. 2 Lhited Sates 147. 237.76. 31 nakchal . i df il Block Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Block Np Al Net drop 2

167. 88. 12. 220 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|bl ock-sp-trafl drop 1

204. 42. 253. 2 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 1
71.6.158. 166 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock_Wp Al _Nets drop 1

158. 69. 199. 64 Lhited Sates 147.237.76. 34 yohal an.i df .il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess

|Site

|Sgnature

Devi ce Action |Count |

61.183.118.225 |[China 147.237.0. 19 nadi matal .idf.il [20086: HTTP. Mi ebl ackcat Security Scanner B ock 5
61.183.118.225 |China 147.237.77.216 |dover.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 4
52.35.180.120 |lhited Sates 147.237.77.205 |prisha.idf.il C1000107: DDOS- Spoof ed HTTP Packet s B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
61.183.118.225 |China 147.237.0. 19 nmadi matal .idf.il [20085. HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1
61.183.118.225 |Chi na 147.237.77.216 [dover.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 79. 6 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
198. 20. 69. 98 147.237.76.38 |Wited Sates |e.e.meitav.idf.il |ET DROP Dshiel d B ock Listed Source 1
182, 43. 168. 178 |147. 237 76.30 |cni na hirmsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113. 106. 129. 219|147.237.0. 15 [China kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
61.244.49.137 [147.237.72. 167 |Hong Kong ishurimaka.idf.il |JET SCAN NVAP -sS wi ndow 1024 1
61.183.118. 225 |147.237.0.19 |China nadi matal .idf.il |ET WEB SERVER Mui ebl ackcat scanner 1
218.108.132.58 [147.237.77.121|China e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 106. 129. 219|147. 237. 76. 148 [Chi na gacenter. aka i df .i [ET SCAN Potential SSH Scan 1
112 92 163.25  |147 237 8. 28 |chi na o nobi | e ke, i df | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.244.49.137 [147.237.77.170|Hong Kong naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61.244.49.137 |147.237.0.200 |Hong Kong ndu. i df il ET SCAN NVAP -sS w ndow 1024 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29
66.249. 74.6 Wited Sates  |147.237.76.86 |[navy.idf.il Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 14
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.i df . i1 drop First packet isn't SWN drop
146. 185. 56. 190 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
200. 125. 244.6  |Ecuador 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber noni t or
91. 105. 238. 22 :Z:;”ion 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5
84.109.3.6 | srael 147.237.77. 170 |maarachot . i df .il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
94.230. 86. 156 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
5. 255. 253. 188 g;z::t”ion 147.237.72. 166 |aka. i of . | 29: ?Zr:]"sr;? S?ig('):e: TeP Invalid :Dg‘éi';td ;efgsgg retransmssion. g o, 3
79.179.176.27 |israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
37.26.148.171 |Israel 147.237.72. 166 |aka. i of . | Streamng Engine: TCP Invalid —imvalid segnent retransmission. | o 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 250 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
167. 114. 156. 16 [Canada 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
80. 184.27.165 |Kuwait 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
66.249.64.190 |lnited Sates  |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP I nvalid finvalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
148.177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
141.212.122. 107|Whited Sates  |147.237.0.33 [idf.il drop drop 1
188. 146. 131. 178|Pol and 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 1
5. 255. 253, 174 :fijjﬂon 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 119|hited Sates |147.237.8.45 [e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.76 |Lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
141.212.122. 108|thited Sates |147.237.0.33 |[idf.il drop drop 1
87. 68. 23. 232 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 250 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
188. 146. 131. 178(Pol and 147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 126|lhited Sates 147.237.76. 197 |e. hinush. i df . il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
141.212.122.77 |Whited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
66.249.79. 3 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 1
216.218. 206. 108|hited Sates  [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 148 I srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 113|Wnited Sates |147.237.76.200|eitan. aka idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 250 I srael 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
37.26.148.150 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 127|lhited Sates 147.237.76. 197 |e. hinush. i df . il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
141.212.122.99 |Uited Sates [147.237.77.121|e. navy.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
218.22.211.69 |China 147.237.8.28 |e.nobil e-ks.idf.il|Geo-1 ocat i on enf or cenment Geo-| ocati on i nbound enf or cenent |dr op 1
46.19. 86. 215 I srael 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
172.56.22. 243 |wited Sates |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 114|Wnited Sates |147.237.76.200|eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 120. 66. 41 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 100|WUnited Sates  [147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
46.19.86.215  |[israel 147. 237.77. 216 |dover . i df .i | Bad TCP sequence ﬁﬁ;&tf‘sm wthditterent | oonitor |1
184. 105. 247. 252|Lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
141.212.122. 118|Wnited Sates |147.237.8.45 [e.eitan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147. 237. 77. 216 |dover.i df . i1 drop SAMrule drop 1
207. 46. 13. 30 Lhited Sates 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
} . . D stributed Unaut hori zed URL Access on
208.184.112.75 |lhited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 2
] . . D stributed Lhauthori zed URL Access on
107.178.194. 87 |Uited Sates |147.237.77.216|dover.idf.i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
46. 120. 66. 41 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
] . . D stributed Lhauthorized URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
104. 131. 32. 242 |Uhited Sates |147.237.72. 156 [anan. i df .il Unaut hori zed Method HEAD for list.ips.gov.il/ B ock 1
66.249.64.195 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/kamhar/nilui nday. asp  |B ock 1
208.115.113.89 [lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation SortDr in wwidf.il/1393-en/ dover.aspx |B ock 1
180. 191. 115. 208|Fhilippines  |147.237.77.216|dover.i df .i | PHP Attenpt B ock 1
; . Il1legal Paraneter Encodi ng searchText in
66.249.79.127 |Israel 147.237.77.74 |lawidf.il v | aw i df . i |/ 275- hel pat zar . asp None 1
-kosher-kravi.idf.i i i
46.121.142.55 |Israel 147.237.0.16 |V Paraneter Type M ol ation ReturnUt in . B ock 1
| ny-kosher-kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx
] . . Paraneter Type Mol ati on PageNumin
208.115.113.89 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/1129- he/ dover . aspx Bl ock 1
] . . Dstributed Lhauthori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.i| v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249. 65.115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 8/ 2808. | pg Bl ock 1
180. 191. 115. 208|Fhilippines  |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to w i df.il/xmrpc. php B ock 1
104.131.1.172 |Uhited Sates [147.237.77.170|naar achot . i df . il Lhaut hori zed URL Access to / B ock 1
. . . D stributed Lhauthorized URL Access on
46.200. 24.232 |Wkraine 147.237.72. 166 [aka. i df . i | v aka. i df i1 /i turi mr esour ces/ i nages/ body/ i nages/ i n. j pg Bl ock 1
208.115.113.89 [lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Molation SortDr in wwidf.il/1115 ar/dover.aspx |B ock 1
. . Unaut hori zed URL Access to
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel f | es/ 8/ 3468. gi f Bl ock 1
] . . Dstributed Lhauthori zed URL Access on
208.184.112.75 [Wited Sates |147.237.77.216(dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
. . Paraneter Type Mol ati on SearchText in
188. 146. 131. 178|Fol and 147.237.77. 176 |nat pash. i df . i | v cogat . i df . |/ 938- en/ cogat . aspx Bl ock 1
) wwv. chamat z. aka. i d )
104. 131. 1. 172 Lhited Sates |147.237.77.226 £l Uhaut hori zed URL Access to / Bl ock 1
52.35.220.105 |nited Sates |147.237.77.74 |lawidf.il PHP At t enpt B ock 1
208.115.113.89 [lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation SortDr in wwidf.il/1133-ar/dover.aspx |B ock 1
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.i| v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.74.9 | srael 147.237.76.86 navy. | df.il wwv navy. i df.i | /tenpl at es/tenpl at econtrol s/l i nks/ undef i ned Bl ock !
216.218. 206. 68 |Lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
200. 125.244.6 |Ecuador 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e Gonnection - sigal gs DoS Attack None 1
104.131.1.172 |[thited Sates [147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to / Bl ock 1
52.35.220.105 |lnited Sates |147.237.77.74 (lawidf.il Unaut hori zed URL Access to waw nag. i df . il/wp-1 ogin. php B ock 1
208.115.113.89 [lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Molation SortOr in wwidf.il/1379-he/ dover.aspx |B ock 1
: . . Unaut hori zed URL Access to
157.55.39.125 |Whited Sates [147.237.77.176 |nat pash. i df.il v cogat i df . i |/ 894- en/ mat pash. aspx B ock 1
66.249.75.30 | srael 147.237.76.200 |ei tan. aka. i df . i Wnaut hori zed URL Access to B ock 1

v ei t an. aka. i df. i 1/t enpl at es/ opevent / opevent . aspx
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