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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3358

66. 249. 79. 127 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 55
61.183.118. 225 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con Htp drop 2

60. 189. 70. 32 Chi na 147.237.72. 167 ishurimaka.idf.il |Frk Under Attack Con Tcp drop 2
111.122.42. 143 Chi na 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Count
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 117 Italy 147.237. 76. 86 navy.idf.il |28 HITP. AnrefBot craw er Bl ock 1
52. 35. 180. 120 Lhited Sates 147.237.76. 86 navy. idf.il C1000107: DDCs- Spoof ed HTTP Packet s B ock 1
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|Top Attackers In |D|

k .
Attacker Signature

‘ Target Address

Count ry
192.35.222.17 |147.237.77.216 |Lited Sates dover.idf.il ET D5 SSL Bonb DoS Att enpt 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
185. 111. 76. 132 [147. 237. 77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 2
66.249. 64.50 |147.237.72.166 |lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 79. 6 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
185. 111. 76. 132 [147. 237. 77. 235 sviva idf.il ET SCAN Potential SSH Scan 2
185. 111. 76. 132 |147. 237. 77. 205 prisha.idf.il ET SCAN Potential SSH Scan 2
185. 111. 76. 132 |147. 237.0. 15 kosher-kravi .idf.il [ET SCAN Potential SSH Scan 2
185. 111. 76. 132 |147. 237. 76. 38 eenitav.idf.il [ET SCAN Potential SSH Scan 1
125. 65.97.66  |147.237. 77. 170 |Chi na naarachot.idf.il  |ET SCAN NVAP -f -sS 1
185. 111. 76. 132 |147. 237. 72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
89.248.164.54 |147.237.8.24 |Netherlands elifestyleiidf.il [ET SCAN Potential SSH Scan 1
185. 111. 76. 132 |147. 237. 8. 45 e.eitanidf.il ET SCAN Potential SSH Scan 1
185. 111. 76. 132 |147. 237. 77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
185. 111. 76. 132 |147. 237. 8. 24 elifestyle.idf.il [ET SCAN Potential SSH Scan 1
185. 111. 76. 132 |147. 237. 77. 170 nearachot.idf.il  |ET SCAN Potential SSH Scan 1
185. 111. 76. 132 |147. 237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
185. 111. 76. 132 |147. 237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 66 [147.237.77. 216 dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
185. 111. 76. 132 [147. 237. 76. 198 e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
221.10.66.60 [147.237.77.170|hi na naar achot . i df . i | ET SCAN NVAP -f -sS 1
185. 106. 94. 66 |147.237.0. 19 nadi matal.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
185. 111. 76. 132 |147. 237. 76. 147 chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
218. 108. 132. 58 [147. 237. 77. 170 |Chi na naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
175.143.53. 17 |147.237.8.14 |[Milaysia e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
185. 111. 76. 132 |147. 237. 76. 39 nobi | e.nei tav.idf.i [ET SCAN Potential SSH Scan 1
125.65.97.66  [147.237. 77. 170|Chi na naarachot.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
202.98.157.52 [147.237.77.170|Chi na naarachot.idf.il  |ET SCAN NVAP -f -sS 1
185. 111. 76. 132 |147. 237. 76. 31 nakchal . i df. il ET SCAN Potential SSH Scan 1
91. 218. 246. 103 [147. 237. 77. 61 :3::;’}&] e.cogat . idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 111. 76. 132 |147. 237. 8. 50 e.tikshuv.idf.il |[ET SCAN Potential SSH Scan 1
185. 111. 76. 132 |147. 237. 8. 27 e.nadimatal .idf.il [ET SCAN Potential SSH Scan 1
61.244.49. 137 [147.237.0.15 |Hong Kong kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
185. 111. 76. 132 [147. 237.0. 35 akaws. i df . i | ET SCAN Potential SSH Scan 1
185. 111. 76. 132 |147. 237. 77. 74 lawidf.il ET SCAN Potential SSH Scan 1
185. 111. 76. 132 [147. 237. 76. 200 eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
221.10.66.60 [147.237.77.170|Chi na mearachot.idf.il  |[ET SCAN NVAP -sS wi ndow 2048 1
185. 106. 94. 66 [147. 237. 76. 196 e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 111. 76. 132 [147. 237. 76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
18 161 111 51 |147 237.8.27  |Tai van o radimatal idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
175.143.53.17 |147.237.8.14 |Milaysia e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
185. 111. 76. 132 |147. 237. 76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
175.143.53.17 |147.237.8.14 |[Milaysia e.orchot.idf.il ET SCAN NVAP -f -sS 1
202.98.157.52 |(147.237.77.170|Chi na naarachot.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .il drop SMrule drop 32
Sreaning Engine: TCP Invalid i i ssi
41.208.227.171 |South Arica  |147.237.72. 166 |aka i df .i | 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
66.249. 74.6 Wited Sates |147.237.76.86 |mavy.idf.il 9 =g nvalid segnent retransmssion. drop 14
Ret ransni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
31.168.149.92 |lsrael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid sequence nunber monitor |7
Sreaming Engine: TCP Invalid i i SSi
66.249.64.190 |lnited Sates |147.237.72.166 |aka.idf. il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.49  |lWited Sates |147.237.72.166 |aka idf. il 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.183.10.99  |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
149. 78. 167. 180 |l srael 147.237.72. 156 |aman. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
reaming BEngine: TCP Invali i i ssi
66.249.78.230 |Wnited Sates |147.237.77. 243 |nobile.idf.il Streamng Engi ne: TCP Inval id |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
66.249.64.55  |United Qates  |147.237.72. 166 [aka i df. i1 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
77.125.247.72  |israel 147.237. 72. 166 |aka.i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.64.189.31 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
128.232.110. 28 |United Kingdom{147.237.77.19 |lawforumidf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
5.29.110. 173 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
148.177. 129. 212 |Eur ope 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 2
87.195.152. 102 |Netherl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
Sreamng Engine: TCP Invalid i i ssi
66.249.74.12  |Wited Sates |147.237.76.86 |navy.idf.il 9 =9 nval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
207.46.13.96  |United Sates |147.237.72.166 |aka.idf.il 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
] R . TLS Servers G pher Qites .
192.35.222.17 |wited Sates |147.237.77. 216 |dover.idf.il SS. Enforcenent Mol ation WUl ner abi |1ty Scanni ng Tool s rej ect 2
Sreaming Engine: TCP Invalid i i SSi
208.115.113.88 |Lhited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
128.232.110. 28 |United Kingdom|147.237.76. 147 |chinuch. aka.idf.il [SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 2
141.212.122. 127|Wnited Sates  |147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 222 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 1
141.212.122.100|United Sates  [147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |drop 1
203. 127.96. 220 |9 ngapore 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
. . SYNPAXK retransmit with different .
46. 19. 86. 35 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal e noni t or 1
141.212.122. 112|Wnited Sates  |147.237.72. 167 [ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212.122.66 |Uited Sates [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect
203.127. 96. 221 |4 ngapore 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence SINHAK retransmt with different |0 )
w ndow scal e
122. 204. 139. 210|Chi na 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
202.98.157.52 |China 147.237.77. 170 |nmar achot . i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 222 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber monitor |1
141.212.122. 100|United Sates  |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
221. 10. 66. 60 Chi na 147.237.77. 170 [mearachot . i df .il  |Bad TCP sequence Invalid AGK nunber monitor |1
137.54.17.213 |Uhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
203.127.96. 220 |Si ngapore 147.237.77. 216 |dover. i df . Bad TCP sequence SN retransmt with different oo |1
W ndow scal e
Trini dad and . . . .
186. 45. 170. 116 Tobago 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
46.121.139. 168 |Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 113|tnited Sates  |147.237.72. 167 [ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 67 |Uited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |drop 1
125. 65. 97. 66 Chi na 147.237.77. 170 |naarachot.idf .il  |Bad TCP sequence I'nval i d ACK nunber monitor |1
202.98.157.52 |China 147.237.77. 170 [maarachot.idf .il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
o SYNWACK retransmt wth different .
46. 19. 86. 35 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence i ndow scal 6 monitor |1
141.212.122. 101 |Wnited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
221. 10. 66. 60 Chi na 147.237. 77. 170 |naar achot . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
137.54.17.213 |Uited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
203. 127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 1
108. 244.66. 196 |Wnited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
80.86.94.7 Ger many 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut horized URL Access from 80. 86.94.7 B ock 8
66.33.212.131 |lhited Sates |147.237.77.233|atal .idf.il Mil tipl e Unhaut hori zed URL Access from 66.33.212. 131 B ock
. . . Unaut hori zed URL Access to
41.208.227.171 |South Africa 147.237.77. 216 |dover . i df . i | Wi df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 3
37.142.184. 159 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwyidf.il/error. htm B ock
37.142.231.35 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
40.77.167.16 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock
) . ] D stributed Uhauthori zed URL Access on
46.200.24.232  |Ukraine 147.237.72. 166 [aka. i df . i | ww aka. i df.il/ituriniresources/inages/ body/ i nages/ nai n. j pg Bl ock 2
66. 249. 69. 8 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. ht m B ock
176.13. 22. 148 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
) . . Unaut hori zed URL Access to
77.247.30.234 |Wkraine 147.237.72. 166 [aka. i df . i | v aka, i df i 171 turi nr esour ces/ i nages/ body/ i nages/ i n. j pg B ock 2
. . D stributed Unaut hori zed URL Access on
150.70.173.5  |Japan 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
52.35.180.120 |[lhited Sates [147.237.76.86 |navy.idf.il Mitiple Illegal Byte Code Character in Method from52. 35.180. 120 |H ock 1
104.131.14. 193 [Lhited Sates |147.237.77.176 [mat pash. i df . i | Distributed Lhauthori zed URL Access on / Bl ock 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wan i df.il/newsite/ B ock 1
207.46.13.49 |lhited Sates [147.237.72.166|aka.idf . il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 64.0.197 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.121.56.17 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . . Unaut hori zed URL Access to
80.86.94.7 Ger many 147.237.0.34 |tikshuv.idf.il W ti kshuv. i df i 1/t enpl at es/ gener al / gener al . aspx B ock 1
220. 166. 62. 101 |Chi na 147.237.77. 170 [maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
. . Unaut hori zed URL Access to
66.249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 6/ 2826. | pg B ock 1
. . D stributed Uhaut hori zed URL Access on
150. 70. 173. 40 |Japan 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
52.35.180.120 |Whited Sates [147.237.76.86 |navy.idf.il Mil tiple NILL Character in Method from 52. 35, 180. 120 B ock 1
) Www. chanat z. aka. i d )
104. 131. 14. 193 |Lhited Sates 147.237.77. 226 £l Uhaut hori zed URL Access to / Bl ock 1
. . . Uhaut hori zed URL Access to
68.180.228. 175 |Lhited Sates  |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9014- he/ r ef uah. aspx B ock 1
. . Unaut hori zed Met hod GET for
66. 249. 64. 137 |Israel 147.237.72. 166 |aka. i df . i | aka.i of i1 /ri ght s/ asp/ searchresul ts. asp Bl ock 1
207.46.13.96 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-ar B ock 1
141.212.122. 97 |hited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to /x B ock 1
87.69. 105. 237 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
52.35.180.120 |[lLhited Sates 147.237.76.86 |[navy. idf.il NULL Character in Mthod B ock 1
40.77.167.16 |Uited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wa i df.il/atal 1/izkor/formasp B ock 1
104.131. 14. 193 [Lhited Sates [147.237.77.234|hal ag. i df.il Distributed Lhauthori zed URL Access on / Bl ock 1
. . . Uhaut hori zed URL Access to
68. 180. 230. 224 |United Sates 147.237.76.31 [nakehal .idf . il vwwv nakhal . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66. 249. 64. 190 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 64. 190 Bl ock
207.46.13.144 |lhited Sates [147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/sip storagel/files Bl ock
. . D stributed Uhauthori zed URL Access on
150.70.97.85  [Japan 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
46. 210. 150. 253 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel fi | es/ 8/ 1668. doc B ock 1
93.172.164.36 |lsrael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
wWwv. chanat z. aka. i d i
66.249.79.17 |israel 147.237.77. 226, . Wnauit hori zed LRL Access to B ock 1
f.il wwv chamat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navrenu/
54.153.32.246 |Lhited Sates |147.237.76.200|ei tan. aka.idf.il Unaut hori zed LRL Access to 147.237.76. 200/ B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf.il www i df . i |/ hebrew or gani zat i on/ honef r ont / kkkkkkk=cd078036kk [Bl ock 1
kkkkk_cd078036
. . . D stributed Uhauthori zed URL Access on
107.178.194. 79 |Lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waww aka.idf.il/val tam B ock 1
) . . D stributed Uhauthori zed URL Access on
208.184.112. 74 [Lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
150.70.97.86  |Japan 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
52.35.180.120 |[lhited Sates [147.237.76.86 |navy.idf.il Illegal Byte Qode Character in Mthod B ock 1
95. 65. 34. 177 gﬁ;‘i’% o 147.237.77. 170 |m@ar achot . i df . i | Unaut hori zed LRL Access to / B ock 1
. ; . Paraneter Type Mol ati on PageNumin
68.180.228. 112 |Lhited Sates  |147.237.77.216|dover. i df .i | v i df i 1/ 1815- he/ dover . aspx B ock 1
54.153.32.246 |[lhited Sates [147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
Uhaut hori zed URL Access to
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