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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3393
87.98. 237. 189 Pol and 147.237. 76. 147 chinuch. aka.idf.il B ock Np Al Net dr op 1
158. 69. 199. 64 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry [Jte

Signature

Republ i ¢ of

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
64.233.172. 201 [147.237.0.34 |Wnited Sates ti kshuv.idf.il ET SCAN NVAP -sA (2) 2
193.104. 41. 54 |147. 237. 76. 86 g")j;‘i’i’ o navy. i df . il ET SCAN Potential SSH Scan 1
Mol dova, . . .
193.104. 41. 54 |147.237.72.217 . eidf.il ET SCAN Potential SSH Scan 1
Republ i ¢ of
193.104. 41. 54 |147.237.8.27 g;j;‘i’i’of e.madimatal .idf.il [ET SCAN Potential SSH Scan 1
Mol dova, . ) .
193. 104. 41. 54 |147.237.0.35 Republ i ¢ of akawvs. i df . il ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187.161.61. 98 [147.237.0.35 |Mexico akaws. i df il ) 1
Potential Scan or Brute Force
. .. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
104.131.178.83 [147.237.0.16 |lhited Sates ny-kosher-kravi .idf.il . . - 1
deni al of service attenpt
218.108. 132. 58 |147.237.0.16 [China ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
193.104. 41. 54 |147.237.77. 212 &LSUO\;% o e. dover.idf.il ET SCAN Potential SSH Scan 1
12.139. 41.189 [147.237.76.38 |lLhited Sates e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193.104. 41. 54 |147. 237.76. 148 g;ﬁg‘i’i’ o gqcenter.aka.idf.il  [ET SCAN Potential SSH Scan 1
193.104. 41. 54 |147.237.76. 31 :;)Sblo‘ilaé o nakchal .i df . i ET SCAN Potential SSH Scan 1
193.104. 41. 54 |147.237.72. 14 grl)l:jblmi/i, o dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
Mol dova, . ) .
193. 104. 41. 54 |147.237.8.14 Republ i ¢ of e.orchot.idf.il ET SCAN Potential SSH Scan 1
Mol dova, . . . .
193. 104. 41. 54 |147.237.0. 34 Republ i ¢ of tikshuv.idf.il ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Connecti ons,
187.161.61.98 |147.237.0.15 Mexi co kosher-kravi .idf.il . 1
Potential Scan or Brute Force
94. 75.220. 155 [147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.244.49. 137 |147.237.77.61 |Hong Kong e cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
193.104. 41,54 |147. 237. 77. 176 |0 dOV& nat pash. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
199.30.24.140 |United Sates [147.237.77. 234 |nalagiar.i1 |2 SAMNG Engine: TGP Invalid — invalid segnent retransnission drop 18
Ret ransm ssi on Packet dr opped.
46. 19. 85. 214 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 12
46.19. 85. 214 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46.121.85.185 |Israel 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 6
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
109. 66. 49. 180 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.183.137.31 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 4
79.183. 199. 215 |I srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
109. 64.213.43 | srael 147.237.77. 243 |rvi e i1 | S NG Enginer TP Invalid  imvalid segnent retransssi on. drop 3
Ret r ansm ssi on Packet dr opped.
213.57.143. 124 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
213.57.143. 124 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
79.183.137. 31 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
167.88.12.213 |Uited Sates |[147.237.76. 198 |e.yohal an.idf.il|Geo- 1| ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 2
2.54.15.57 | srael 147.237. 72. 156 |anan.idf . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 58 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
68.180.229. 121 |United Sates |147.237. 76. 200 |ei tan. aka i of 1| | €M NG ENgine: TQP Invalid finvalid segnent retransnission drop 2
Ret ransm ssi on Packet dr opped.
207.46.13.49  |Wited Sates [147.237.72. 166 |aka idf.il Streamng Engine: TCP Invalid  Jinvalid segrent retransnssion drop 2
Ret r ansn ssi on Packet dr opped.
128. 232. 110. 28 zi;gegom 147.237.76.34 |yohalan.idf.il |[drop drop 2
84.109. 3.6 | srael 147.237.77. 170 |maarachot . i df . i I{SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
141.212.122.68 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
213.57.89. 62 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
42.156.136.53 |China 147.237.76.31 |nakehal.idf.il [Bad TCP sequence mg?\f;c: ;ansm't wehdifferent | oitor |1
141.212.122. 105|United Sates |[147.237.8.14 |e.orchot.idf.il [Geo-1 ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
89.138.79.138 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
207.46. 13. 17 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 123|United Sates |[147.237.77.178|e. matpash.idf.il|Geo- | ocat i on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
141.212.122.69 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
213.57.89. 62 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
176.12.145.193 |Israel 147.237.76.42 |refuahidf.il [Bad TCP sequence S et ranem! Wth different moni tor |1
141.212.122. 113|lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.142.154. 38 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141. 212. 122. 124|nited Sates [147.237.77.178|e. natpash.idf.il|Geo- | ocat i on enf or cement Geo- 1 ocati on i nbound enf or cenent  |dr op 1
141.212.122. 77 |lhited Sates [147.237.0. 35 akavs.idf.il dr op drop 1
84.108. 162. 214 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
188. 138. 17. 205 [France 147.237.76. 196 |e.sviva.idf.il |Geo-1 ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
141.212.122. 114|lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.209.223.190 |Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208. 115.113. 89 |lhited Sates [147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 125|Uhited Sates |[147.237.76.196|e.sviva.idf.il [Geo-| ocati on enfor cenent Geo-1 ocation inbound enforcenent |drop 1
141.212.122.78 |lhited Sates [147.237.0. 35 akaws. i df . il dr op drop 1
84.108. 162. 214 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 121|Uhited Sates |[147.237.76. 176 |test.ncore.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
42.156. 136. 53 Chi na 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212. 122. 126|lnited Sates [147.237.76.196|e. sviva.idf.il |Geo-1 ocation enfor cement Geo- 1 ocati on i nbound enf or cenent  |dr op 1
141.212.122. 104|Uhited Sates |147.237.8.14 |e.orchot.idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |dr op 1
204.13.200.200 |Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 1
141.212.122. 122|Uited Sates |147.237.76.176 |test.ncore.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 124 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 28
79.181.137. 118 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 24
. . Unaut hori zed URL Access to
213.251. 182. 103 France 147.237. 77. 176 @t pash. i df . i | vown cogat . i o i |/ si p_storage/ il es/ O/ si 2e220x0/ 3410. | pg. src Bl ock 3
66. 249. 69. 8 | srael 147.237.76. 147 |chi nuch. aka. i df . i | |Unhaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock 2
: . . D stributed Unhaut hori zed LRL Access on
107.178.194. 87 |Uited Sates [147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
66.33.212.131 |Wited Sates [147.237.77.233|atal .idf.il Mil ti pl e Wnaut horized URL Access from 66.33.212. 131 Bl ock 2
84.111.12.156 |[Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
79.182.168.41 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v i df.il/newsitelenglish B ock 1
46.148.18.122 |Lithuania 147. 237. 76. 147 |chi nuch. aka. i df . i | [Waut hori zed URL Access to 147.237.76.147/rom0 B ock 1
207.46.13.152 |lnited Sates [147.237.72.166|aka. i df .i | Unknown Paraneter catid in aka.idf.il/iturimasp/results. asp None 1
83.94.112.226 |Denmark 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
217.132.32.207 |[Israel 147.237.76.31 |nakchal .idf.il PHP Attenpt B ock 1
. . D stributed Uhaut hori zed LR Access on
66. 249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
37.142.231.35 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
157.55.39. 119 |Uited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
104.131.178.83 |lhited Sates [147.237.0.15 |kosher-kravi . i df . i||Uhauthorized LRL Access to / B ock 1
. ] . Unaut hori zed URL Access to
66.249.75.38 | srael 147.237.76.200 [ei tan. aka. i df . i v ei tan. aka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ nazi . i df. il Bl ock !
: . . D stributed Uhaut hori zed LRL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
: . ] D stributed Unauthori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216 [dover. i df.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
84.108.241.42 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
217.132.32.207 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to nakhal .idf.il/xnrpc. php Bl ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df . i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 1
40.77.167. 30 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/navy/ official website B ock 1
176.12. 145. 193 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
nobi | e. nei tav.idf.i .
104. 236. 94. 195 147.237.76. 39 | Unaut hori zed URL Access to / B ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf .il Paranet er Type Mol ati on PageNumin waw i df.il/1393-en/dover. aspx  |B ock 1
: . ] D stributed Unauthori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
66.33.212.131 |lnited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/wp-admn/ B ock 1
109, 65. 160. 235 |1 srael 147.237.72. 166 |aka. i df .i | _Lhknovm Pa!’ ame_t er _ctl 00$ct | 00$cp_hM1| n$cphSachar $enpl oynent St at us None 1
in ww aka. idf.il/nai n/sachar/ paysl i ps. aspx
] ] Unaut hori zed URL Access to
66.249.64.235 |Israel 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1133- 17805- he/ dover . aspx Bl ock 1
46.19. 85. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
104. 236. 94. 195 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod HEAD for / B ock 1
. . . D stributed Unaut hori zed URL Access on
208.184.112.75 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
109. 67.172. 112 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None
85. 250. 197. 103 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
. . Unaut hori zed URL Access to
66.249. 65. 118 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 8/ 2378. | pg Bl ock 1
207. 46.13. 49 Lhited Sates [147.237.72. 166 |aka. i df . il Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
} . . D stributed Unhaut hori zed URL Access on
107.178.194.83 |[Lhited Sates |147.237.77.216 [dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.64.131 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
157. 55. 39. 48 Lhited Sates |147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/9/110539. pdf, |B ock 1
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