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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3482

66. 249. 79. 3 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 21
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

118. 193. 23. 46 Chi na 147. 237. 76. 147 chinuch. aka.idf.il|Bock Np Al Net drop 1

158. 69. 199. 64 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount
52. 33. 106. 123 Lhited Sates 147. 237.72. 167 ishurimaka.idf.il [CL000107: DDOS- Spoofed HTTP Packets Bl ock 1
151. 80. 31. 137 Italy 147.237.77. 233 atal.idf.il 28: HITP.  AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
66.249. 79. 3 147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
1.54.83.77 147.237.77.19 |M et nam lawforumidf.il |[ET SCAN NVAP -sS w ndow 2048 1
1.54.83.77 147.237.77.19 [V et nam lawforumidf.il [ET SCAN NVAP -f -sS 1
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
187. 160. 183. 78 |147. 237. 76. 176 |Mexi co test.ncore.idf.il . 1
Potential Scan or Brute Force
178. 169. 143. 78 |147. 237.72. 14 |Bil garia dover.idf.il(od) |JET SCAN NVAP -sS w ndow 2048 1
176. 12. 140. 224 |147.237.0.19 |[Israel nadi matal .idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
117.31.224.80 |147.237.8.46 [China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
103. 248. 20. 41 [147.237.76.30 |Australia hi nush. i df . i | . 1
Potential Scan or Brute Force
1.54.83.77 147.237.77.19 [M et nam lawforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
_ o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
187. 160. 183. 78 [147. 237. 76. 196 |Mexi co e.svivaidf.il 1

178.169. 143. 78

147.237.72.14

Bul garia

dover.idf.il (ol d)

ET SCAN NVAP -sS w ndow 3072

178. 169. 143. 78

147.237.72. 14

Bul garia

dover.idf.il (ol d)

ET SCAN NVAP -f -sS

165. 215. 209. 15

147.237.77. 216

Lhited Sates

dover.idf.il

Tehila - Perl LWP with fake user agent

117. 31. 224. 80

147.237. 8. 28

Chi na

e.nobi | e-ks.idf.il

ET SCAN Potential SSH Scan
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature /?ca\t/ii ((:)i
41.33.231.90  |Egypt 147.237.77. 216 |dover.idf.il  |dr op SAMrul e drop 24
37.142.231.35 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 11
80.246.136.46 |israel 147.237.77. 243 |rvi e i i1 || S NG Engi e TCP Invalid  invalid segnent retransnission. drop 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SWN drop 7
37.26.147.218  [Israel 147.237.77. 216 |dover.idf.il  [Bad TCP sequence mﬁﬁsg rea”s”“ wthdifferent | onitor |6
79.183.197.61 |Israel 147. 237. 72. 166 [aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert
79.183.197.61 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
79.181.137. 118 |israel 147.237.77. 243 |rvi e i1 || S NG Engi e TQP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
109. 160. 235. 162|I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
109. 65. 53. 241 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.26.147.218 |Israel 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
31.44.135. 65 I sr ael 147.237.77. 216 [dover.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4
5.102. 254. 11 I srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
84.110. 145.2 | srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
212.150. 65. 100 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.29. 94. 32 I srael 147237, 77, 243 |mbi e i 11 | €AM NG Engine: TQP Invalid —invalid segnent retransnission. drop 4
Ret r ansni ssi on Packet dr opped.
77.125.75.152  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dropped.
2.54. 144. 206 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
84.110. 145.2 | srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert
79.181.205.94 | srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.19.85.0 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or
31.168.177.173 |Israel 147. 237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
79.178. 226. 166 I srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 196 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 3
79.180.212.68 | srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 196 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
84.228.14.43  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dropped.
5. 255, 253. 188 :Zg::t”i o 147.237.72. 166 |aka. i df . ?Fb: ?aa]:]"sr;? SE:ig(l):e: TP Invalid 'Pg‘éi];td ;eggggj. retransmssi on drop 3
46.19.86.158  |Israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dropped.
84.109.213.55 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 3
79.181.204.99 | srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid finvalid segnent retransissi on. drop 3
Ret ransni ssi on Packet dropped.
45. 35.71. 179 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46. 19. 86. 158 | srael 147. 237. 77. 170 |naar achot . i df . i I|dr op First packet isn't SYN drop
87.69.229.234 | srael 147.237.77. 243 |rvi e i1 | SN Engi e TCP Invalid invalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dropped.
46.121. 148. 234 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
128.232.110.28 |nited Ki ngdom|147.237.72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
167.114. 156. 16 |Canada 147.237.77. 216 [dover.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 2
2.54.187. 217 I sr ael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
199.30.25.151 |United Sates  |147. 237, 76. 200 [ei tan aka i i1 S2M NG ENgine: TP Invalid —invalid segnent retransmssi on. drop 2
Ret ransni ssi on Packet dropped.
213.57.232.166 |[lIsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
128.232.110. 28 |United Ki ngdom|147.237.76.202|e.halag.idf.il |[Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op
46. 19. 85. 22 I sr ael 147.237.77.243|mbile.idf.il [Bad TCP sequence noni t or
31.168.177.173 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SmAae el remS"ht wehdifferent | onitor |2
5.22.129.119 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 158 I srael 147. 237. 77. 170 [mear achot . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
204.13.200.200 |wnited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 2
62.210. 209. 237 |France 147.237.76. 199 |e. nakchal . i df.iI|Geo- | ocat i on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 2
46. 19. 86. 59 | srael 147.237.77. 243 |mobile.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
84.109.213.55 [Israel 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber alert 2
5.22.131.93 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

Devi ce

A t acker

ountry ‘Target Address |Site Sgnature Acti on ‘Count
176. 12. 140. 224 || srael 147.237.0.19 |nadimatal .idf.il  |1o° M of the Sate Response Cbde (404) Tn Session from Bl ock 264
176. 12. 140. 224
176. 12. 140. 224 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 125
79. 181. 137. 118 |l st ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 88
. . . Too Many of the Sane Response Code (403) in Session from
176. 12. 140. 224 |l srael 147.237.0.19 |nadimatal .idf.il 176. 12. 140. 224 B ock 48
176. 12. 140. 224 |l srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 13
79.181. 137. 118 [l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 12
79.181. 137. 118 [l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 9
2.52.176.2 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 5
37.142.231.35 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 3
5.29. 94. 32 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
Unaut hori zed URL Access to
84.111. 61. 207 |[lIsrael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ sachar/ resour ces/ i mages/ cormon/ hrhori zontal . |B ock 3
gf"
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf . il Miltiple Ill1egal HITP Version from 195, 154. 226. 90 B ock 3
) . . O stributed Uhaut hori zed URL Access on
107.178. 194. 87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
) . . O stributed Whaut hori zed URL Access on
204.13.200. 200 |Wited States  |147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 2
103. 250. 69. 70 |Bangl adesh 147.237.77. 216 |dover. i df . il Distributed PHP Attenpt B ock
46.19. 85. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
) . . D stributed Uhauthorized URL Access on
208.184.112.74 |Wited States  |147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
103. 250. 69. 70 |Bangl adesh 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/xnrpc. php B ock
80. 246. 136. 195 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
162.201. 185. 98 |Lhited Sates |147.237.72.166|aka.idf .il Lhaut hori zed URL Access to v aka. i df.il/matash Bl ock
. . Unknown Pararet er 4d9c6f40 in
66.249. 64. 195 |l srael 147.237.72.166 |aka. i df . i | v aka. i df . i |/ mai n/ kapat 2/ cont act Us. aspx None 1
87.68.60.180 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.148.18. 122 |[Lithuani a 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/rom0 B ock 1
. . Unaut hori zed URL Access to
66.249. 74. 106 |l srael 147.237.77. 170 |n@ar achot . i df . i | 147. 237.77. 170/ 71859- he/ maar achot . aspx B ock 1
54.153.33. 145 |lhited Sates 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/ B ock 1
84.108. 227.56 |lsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock
) . . Unaut hori zed URL Access to
68.180.228. 175 [Lhited States  |147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994~ 8941- he/ r ef uah. aspx B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wanidf.il/error.htm B ock 1
87.69. 42. 97 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/gius B ock 1
52.33.106.123 |[Lhited Sates [147.237.72.167|ishurimaka.idf.il |[illega Byte Gode Character in Mthod Bl ock 1
68.102. 206. 120 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/navy/ B ock 1
185. 120. 125. 21 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
54.153.33.233 |lhited Sates [147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
) . . O stributed Whaut horized URL Access on
107.178. 194. 87 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
84.111. 61. 207 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 84. 111. 61. 207 B ock
46.19.85.0 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . - Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates [147.237.77.176 |nat pash. i df . i | v cogat . i df . i 1/ 1038- he/ cogat . asp Bl ock 1
207.46.13.152 |thited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/news/kam ar/mishpaha.jpg+ [B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 3/ 3493. | pg B ock 1
52.33.106. 123 |[Lhited Sates [147.237.72.167|ishurimaka.idf.il [Mitiple Illegal Byte Gode Character in Mthod from52. 33.106.123 |B ock 1
17.138.57.25 |Wnited Sates [147.237.77.74 |lawidf.il thauthori zed LR Access to Bl ock 1
www | aw i df . i |/ consol ef cor e/ doc_ngr/ doc_ngr. asp
79.183.197.61 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
68.180.228. 112 [Lhited Sates [147.237.77.216|dover.idf .il D stributed Uhaut hori zed LRL Access on wawn idf.il/error. htm B ock
Russi an Unaut hori zed URL Access to
188.143.232.15 | - -0 147.237.77.233|atal .idf.il wwy atal .idf.il/tenpl ates/links/links. aspx/tenpl ates/sendtofriend/se |Bl ock 1
ndt of ri end. aspx
. - . DO stributed Whaut horized URL Access on
54.175.3.91 Lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
109. 67. 190. 156 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
79.176.111.24 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
176. 12. 140. 224 |l srael 147.237.0.19 [madimatal .idf.il Too Many 404: Response Code per Session B ock 1
ny- kosher - kravi . i df _ C
66.249. 73. 130 [l srael 147.237.0. 16 i Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
52.33.106.123 |[thited Sates [147.237.72.167|ishurimaka.idf.il [Miltiple NLL Character in Method from 52.33. 106. 123 B ock 1
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