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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3244
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address ‘Site |Sgnature

123.126.113. 80 |China 147.237.72. 166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
46.118. 118. 215 |lkraine 147.237.76.86 |[navy.idf.il Q25: HITP. access to administrator/index. php -> Quarantine |[B ock 1
81.17.21. 234 S tzerl and 147.237.0.15 |kosher-kravi . i df . i1]10711: HITP.  ZnEu Wil nerability Scanner Bl ock 1
81.17.21.234 Shi t zerl and 147.237.0.19 |nadi matal .idf.i|l |10711: HITP. ZnEu Wul nerability Scanner Bl ock 1
81.17.21. 234 St zerl and 147.237.0.34  |tikshuv.idf.il 10711: HITP.  ZnEu Wil nerability Scanner Bl ock 1
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|Top Attackers In |D|

Target Address ?Otuiikre; Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
46. 151. 208. 247 (147. 237. 77. 216 [Saudi Arabia dover . idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent | nbound 2
46. 151. 211, 227 (147. 237. 77. 216 [Saudi Arabia dover.idf.il ET VBB SERVER PyQurl Suspi ci ous User Agent | nbound 2
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
117.31.224.80 |147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147. 237.77. 178 |thited Sates e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 2048 1
95, 106. 198 49 1147 237 76,30 |FUSSian hivmsh i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
94.75.220.155 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
201 173, 150. 23 |147. 237. 76.34 |Mexi co T ET SON\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
128.199. 184. 3 |147.237. 77. 216 |S ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
98.119. 105. 221 |147. 237.77. 178 |thited Sates e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 4096 1
98. 119. 105. 221 [147. 237. 77. 178 |Uhited Sates e. mat pash. i df .il ET SCAN NVAP -f -sS 1
94.75. 220. 155 |[147.237. 77. 121 |Net her| ands e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
Sreamng Engine: TCP Invalid i i ssi
109. 66. 80. 231 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 489
Ret r ansni ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
37.26.149.252 |lIsrael 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 22
. ) SYNtAXK retransmt with .
185. 32.179. 155 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 19
85. 65.125. 165 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor |18
w ndow scal e
46. 19. 85. 86 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |16
Sreaming Engine: TGP Invalid i i ssi
79.178.38.176 |Israel 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.
82.145.221.39 |Europe 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
46.151. 211. 227 [Saudi Arabia |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi
66. 249. 74. 6 Lhited Sates [147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 8
Ret ransni ssi on Packet dropped.
185. 32. 179. 155 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 7
46. 19. 85. 241 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 118 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber monitor |6
185. 32. 179. 155 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
185. 32.179. 155 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
5.22.134.17 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |6
Sreaming Engine: TGP Invalid i i ssi
212. 179. 247. 160|i srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 118 I srael 147.237. 77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber alert 6
185. 32.179. 155 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46. 19. 85. 84 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 84 I srael 147.237. 77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber monitor |5
46.121.122.146 |Israel 147.237.77. 226 | "} chanatz.aka.1df |paq TOP sequence Inval i d ACK nunber moni tor |5
168.93.113. 242 |Wited Sates |147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
185. 32. 179. 155 |l srael 147.237.77. 216 |dover.idf i1 SYN Att ack SYN - > SYN-ACK -> Ti meout aert 5
37.142.231.35 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
5.102. 254. 89 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
213.57.129. 222 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.178.198. 148 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 91 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.2.190 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46. 19. 85. 86 I'srael 147. 237.77. 243 |nobi le.i df .i1 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
147.235.8.64 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
149. 88. 4. 91 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
. ) SYNtAXK retransmt with .
213.57.129.222 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 3
Sreanming Engine: TGP Invalid i i ssi
79.182.31.100 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.142.254.45 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 64. 4.246  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.32.179.17 |Israel 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.182. 121. 245 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
185. 32.179. 155 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 3
Sreaming Engine: TGP Invalid i i ssi
31.210.177.81 [israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177.54.163 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
37.142. 243. 65 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 3
Sreanming Engine: TGP Invalid i i ssi
109. 64. 149. 240 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.200 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
213.57.129. 222 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 3
46.19. 85. 75 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |3
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Action ‘Count
79.180.19.32 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 55
109. 66. 80. 231 | srael 147.237.76.200 |ei tan. aka. i df . i | Too My of the Sane Response Code (404) in Session from Bl ock 50
109. 66. 80. 231
37.142.68.77 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 14
. ] . Parangeter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
109. 65. 34. 118 I srael 147.237.0.19 |madi matal .idf.il nedli matal i df i |/ 1088- hel ner et 7. aspx B ock 6
46.19.85.162 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
. . Unaut hori zed URL Access to
185. 3. 146. 231 [lIsrael 147.237.72. 166 |aka. i df . i | vaw aka. | df i |/ mai v gi yus/ cont rol s/ at udal A B ock 3
79.181. 120. 238 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
213.8.204.70 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 3
185.32.179.17 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
79.178.38.176 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 85. 86 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.146. 167 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.85.244  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
. . . Unaut hori zed URL Access to
46.19.85. 86 I srael 147.237.77. 243|mobi | e. i df . i ] nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 2
5.107.0. 34 ;hﬁ'”taetdesprab 147.237.77. 176 [nat pash. i df . i | D stributed PP Attenpt B ock 1
) . . D stributed Unauthori zed URL Access on
204.13.200. 200 [Wited Sates [147.237.77.216|dover. i df .il wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
- . Unhaut hori zed URL Access to
66. 249. 64. 235 |l srael 147.237.77. 216 |dover . i df . il 147, 237.77. 216/ 1133- 19027~ he/ dover . aspx Bl ock 1
149. 88. 229. 208 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
’ . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Lhited Sates [147.237.77.216 [dover.i df.il v i df i | / 1133 22461- he/ dover . aspx. B ock 1
85.64.21.109 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
37.26.146.236 |[lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
212.76. 107. 195 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df.il/main/ B ock 1
176.13.9. 11 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
77.125.117. 221 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. m ny- kosher - kravi . i .
54.153.33.152 |lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
46. 19. 85. 84 I srael 147.237.77. 216 |dover.i df . i Mal f ormed LRL B ock 1
93.173.229.80 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
79.180. 178. 205 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
5. 107. 0. 34 ;"nﬂllrt:ldesNab 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/xnmrpc. php B ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 7/ 2617. | pg B ock 1
176. 12. 150. 252 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
) - . D stributed Lhaut hori zed URL Access on
107.178.194. 83 [Lhited Sates |147.237.77. 216 |dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . . D stributed Lhaut hori zed URL Access on
85.65.81.15 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock !
213.8.204.19 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
79. 176. 146. 129 [l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
66.102. 9. 81 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wanidf.il/english [B ock 1
128. 232. 110. 29 z';gegom 147.237.76.39 |nobil e. neitav.idf.il |thauthorized UR. Access to 147.237.76. 39/ B ock 1
. . 28l = = =
46.19.85.84 |Israel 147.237.77. 216 |dover. i df . i | iur?kgm HTTP Request Method end. aspx?8 =he&f =1133&d=20978 |5 |3
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
95. 86. 112. 106 |l srael 147.237.72. 166 |aka. i df . il wiww aka. i o . i |/ nai 1V gi yus/ | ogi n. aspx None 1
Unknown Par anet er
31.168.114.34 |Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
v aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
207.46.13.150 [thited Sates |147.237.77.176 |nat pash.idf.il Whaut hori zed URL Access to waw cogat.idf.il/s B ock 1
. . Unhaut hori zed URL Access to
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 2/ 2272. | pg B ock 1
176.13.8.143 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
; - . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
46.19.85.255 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
37.142.231.35 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
85. 65. 125. 165 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
66.249. 64. 137 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
141, 212.122. 97 |Lhited Sates [147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to /x B ock 1
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