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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3366
84.110. 7. 234 | srael 147.237.0. 16 ny- kosher-kravi .i df il Bl ock_Udp All _Nets dr op 6
84.110.7.234 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 6
115. 231. 222. 40 Chi na 147.237.76. 148 gocenter.aka.idf.il JLM Under Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
46. 252. 131. 34 Ger many 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.79.127 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66.249.74.105 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
61.182.170.38 [147.237.76.31 |China nakchal .idf.il [ET SCAN Potential SSH Scan 1
46. 151. 55. 35 147. 237. 76. 200 |kr ai ne eitan.aka.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
40.115.58.160 |[147.237.76.34 |Uhited Sates |yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
001 172 77. 216 1147, 237. 77. 234 |Nexi co helag i df i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113. 106. 129. 219|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237.77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
78.193.2.8 147.237.0.19 [France madi matal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
61.182.170.38 [147.237.76.30 [China hinush.idf.il |ET SCAN Potential SSH Scan 1
40.115.58.160 |147.237.76.38 |[Wited Sates |e.eneitav.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
o0l 172.77. 216|147, 237 77 74 |vexii co Lawidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113. 106. 129. 219|147. 237. 76. 201 |Chi na e.ata.idf.il |ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
113. 59. 33. 61 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning BEngine: TCP Invalid i i ssi
37.26.149.159 | srael 147.237.76. 200 |ei tan. aka. i df .i 9 =g Invalid segnent retransmssion. 27
Ret r ansmi ssi on Packet dr opped.
reaming BEngine: TCP I nvali i i ssi
87. 68. 66. 33 I'srael 147 237.76. 200 [ei tan akaior.i1 |2 €M NG Engine: TGP Invalid invalid segnent retransnission drop 24
Ret ransm ssi on Packet dr opped.
38.93.232.120 |Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 19
38.03.232.120 |Uhited Sates |147.237.77. 216 |dover. i df il Bad TCP sequence SIHAK retransmt with different | oo 15
w ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
79.183.140.46 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dr opped.
46.19.86.25  |israel 147. 237. 72. 166 [aka. i f .i Bad TCP sequence SIHAK retransmt with different | oo 14
w ndow scal e
213.57.13.157 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
5.22.134. 150 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber noni t or 9
109. 64.51. 202 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
212.143.142.56 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SW drop 7
207.241.226.39 |Lhited States |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
79.181.4. 136 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TCP Invalid i i ssi
87.68.18.245  |israel 147. 237.77. 243 |mwbi le. i f .1 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
94.230.86.211 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 65. 175. 180 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54.165. 168 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
185. 32.179. 196 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.117.73.249 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 151 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
79.182. 170. 25 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 86. 25 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
80. 246. 136. 97 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 5
46. 19. 85. 241 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
79.183.140.46 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning BEngine: TCP Invalid i i ssi
213.151. 35. 218 I srael 147. 237.76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. 4
Ret r ansmi ssi on Packet dr opped.
109. 65. 27. 56 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.50. 184 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 4
85.64.120.197 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
84.108. 172. 147 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Bngine: TCP Invalid i i ssi
66.249.75.30  |Uited Sates [147.237. 76. 200 [ei tan aka i df i1 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dr opped.
109. 65. 175. 180 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Bngine: TCP Invalid i i ssi
176.12. 148. 164 |Israel 147. 237.77. 243 |nobile. i f .| 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dr opped.
79.181.4. 136 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
79.176.114.178 |l srael 147.237.72. 166 |aka. i df . i | SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaning BEngine: TCP Invalid i i ssi
82.81. 5. 90 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
46.19.86.151  |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SINHAK retransmt with different oo 3
w ndow scal e
109. 64.51.202 |Israel 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nuniber noni t or 3
185.32.179.49 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
84.110.7.234 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
109.65.178.7  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.177.170. 142 |israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
149.78.34.178 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
207.241.226.39 |Lhited Sates |147.237.77.170|naarachot.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Bngine: TCP Invalid i i ssi
84.110.144.36 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
37.26.148.191 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Inval i d segnent retransnssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi
79.183.145.94 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
o SYNHAXK retransmit with different .
213.8.204. 32 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence wi ndow scal noni t or 3
Sreaning Bngine: TCP Invalid i i ssi
192. 115. 132. 230|1 srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.180. 172. 125 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransnssion. drop 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
207.241. 226. 39 g;g: 147.237.77. 170 [maar achot . i df . i | Mil ti pl e Unaut hori zed LRL Access from 207. 241. 226. 39 B ock 46
207. 241. 226. 39 ;h;:ee: 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 207.241. 226. 39 B ock 8
87.68. 18. 245 I srael 147.237.0.19 |[nmadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 8
212.34.11.72 Jor dan 147.237.77. 216 |dover . i df . i | D stributed Unknown HTTP Request Met hod B ock 6
212.34.11.72 Jordan 147.237.77. 216 |dover.idf .i | Miltiple Ml formed URL from212. 34. 11. 72 B ock 5
212.34.11.72 Jordan 147.237.77.216|dover. i df . i | DOstributed I11egal HITP \ersion Bl ock 5
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 64. 233 B ock 4
85. 65. 102. 92 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 4
93.172.11.239 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from93.172.11.239 Bl ock 3
37.26.148.174 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
37.26.149.179 [israel 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
159. 203. 70. 162 g;g: 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed LRL Access from 159. 203. 70. 162 B ock 2
Lhi ted . . D stributed Lhauthorized URL Access on
107.178.194.79 |g o oo 147.237.77. 216 |dover . i df .i | v i dff i |/ 1133- 22638- hel dover . aspx. B ock 2
87.68.243.162 |lsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code Bl ock 2
46. 19. 86. 54 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
2. 54. 169. 200 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 2
79.182. 116. 244 |l srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in Mthod Bl ock 2
84.109. 106. 246 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ 1133- 18719- he/ dover . aspx |B ock 1
46.117.73.249 |Israel 147.237.72.166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Il1legal HITP Version Auu<gt SEATASP[ [ #25] ] A2A-AP KA
>j cqAt B[ [ #31] ] A2 APAYA3AZAN  AfA] [ #29] ] A¥ATAZA) A2~eA—[ [ #0]1/
ANq [ #28] ] AAEsAAS A AvBAERYA%.Ae] [ #30] ] AA?A¥1! A’
[[#22] 1 [ [#2]]F[ [ #2] ] hA2 AVAWARRgf Ax. [ [#14] ][ [ #25] ] <pAEg@-—m
. . ~A%A+) A—UoaA° Un/ KA A~ A¥AceA.
79.182.116. 244 |israel 147.237.72. 166 |aka. i df . i | Ao 2l [#21]] A A XYA?! A AGR : e AoA- AF{[[#30] ] A..* A—dAs Bock |1
Aol xg [#31] ] [[#12]] A2 Aa[ Ae[[#8] ] A- FA°A hhkAt A..AS
[[#26] ] A- (A2A9@[ [ #1] ] [ [ #31]] A° AceA2 | A+AEAUCAceDAY5A2 A[ [ #8] | At
~CAGAf$NA«( A [ A 5] 7GX$KASS/ AERAA A [[#15]] A,
>A A AVA A»A ng~ At A2AN58A2 7 A%0A...A° As[ [ #30] ] 0AaVA'A?K] [
37.142.68.51 | srael 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At tenpt Bl ock 1
Lhi ted . . D stributed Lhauthorized URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover . i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79.181.4.136 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68. 180. 228. 112 ;“;tteeg 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 68. 180. 228. 112 B ock 1
52.53. 228. 65 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/miluindtenpl ates/inner.asp |B ock 1
185, 27. 105. 158 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
81.220. 95. 14 France 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
79.182. 116. 244 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Ml forned HITP Header Line B ock 1
41.45.195. 55 Egypt 147.237.77. 216 |dover.i df .i | Distributed Waut horized URL Access on waw i df . il/xnrpc. php B ock 1
109. 66. 27. 224 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter y in v aka. i df.il/mai n/ sachar/ paysl i ps. aspx None 1
89. 139. 166. 191 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
Lhi ted . . Uhaut hori zed URL Access to
68. 180. 230. 57 Sates 147.237.76.42 [refuah.idf.il ww refua atal.idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock !
5.102. 233. 92 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to vwwv | ogistics. atal.idf.il/xnrpc. php Bl ock
85. 64. 247.164 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Lhi ted . . D stributed Lhauthorized URL Access on
208.184.112.74 o o 147.237.77.216|dover.i df .i | v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
46.120. 156. 17 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 46. 120. 156. 17 Bl ock 1
Lhi ted . . Uhaut hori zed URL Access to
159.203.70. 162 Sates 147.237.76.31 [nakchal . i df . il wan nakhal . i df. il /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . Lhtraceabl e S3. Sessions: Protocol viol ation
79.182. 116. 244 |l srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
37.142.68.51 I srael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to ww cogat . i df.il/xmrpc. php B ock 1
79.182.116. 244 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Abnornal |y Long Request B ock 1
68. 180. 228. 112 g;g: 147.237.77. 216 |dover.idf .i | Par aneter Type M ol ati on PageNumin waw i df . il/1153- he/ dover . aspx B ock 1
212.34.11.72 Jordan 147.237.77.216|dover.idf .i | Mal formed LR http/ 1.1 B ock 1
2.54.5.180 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
81.220. 95. 14 France 147.237.77.74 |lawidf.il Distributed Waut horized URL Access on wwn | aw i df.il/xmirpc. php Bl ock
Lhi ted nobi [ e. nei tav.idf.i _
54. 153. 32. 246 Sates 147.237. 76. 39 | Uhaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
79.182. 116. 244 |l srael 147.237.72. 166 [aka. i df . i | Dstributed NILL Character in Header Nane B ock 1
46.19. 85. 123 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/mai n/sachar/tfasi maspx. B ock
109. 160. 146. 155]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
Ui ted Uhaut hori zed URL Access to
8.37.70.36 Sates 147.237.76.42 |refuah.idf.il wan refua. atal .idf.il/1177-hel ref uah. aspx&usg=al kj r hj epyai vcozsj koc9pp7yl [Bl ock 1
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