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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3326
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry |Target Addr ess |Site |Sgna1ure Devi ce Action |Oount |
69.12.70. 34 Lhited Sates 147.237.72.156 |anan.idf.il 21609: HITP. pChart Directory Traversal Wil nerability B ock 1
69. 12. 70. 34 Lhited Sates 147.237.76.31 |nakchal .idf.il 21609: HITP. pChart Directory Traversal Wil nerability B ock 1

52. 35. 180. 120 Lhited States 147.237.76. 39 nobi | e. ngi tav.idf.il |Cl000107: DDCS- Spoofed HTTP Packets B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
201.53.249.82 |147.237.77.233|Brazil aal.idf.il ET SCAN Potential SSH Scan 2
80. 246. 130. 172 |147. 237 77 216 |1 57 ael dover i df il ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2 5
DDos attack
66.102.9. 6 147.237.72. 167 |Wited Sates  |ishurimaka.idf.il ET SCAN NVAP -sA (2) 2
101. 227. 249. 242|147. 237. 77. 205 [Chi na prishaidf.il ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237. 76. 200 |Brazi eitan aka.idf.il ET SCAN Potential SSH Scan 1
2.52.160. 81 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
178. 169. 143. 78 |147.237.72. 166 |Bul gari a aka.idf.il ET SCAN NVAP -f -sS 1
222.186.34.71 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
101. 227. 249. 242|147. 237. 77. 176 |Chi na mat pash. i df .i | ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237.76. 148 |Brazil gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
119. 146. 221. 68 |147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
222.186.34.71 [147.237.0.35 |China akavs. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
101. 227. 249. 242|147. 237. 77. 74 |Chi na lawidf.il ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237.76.31 |Bazil nakchal . i df i ET SCAN Potential SSH Scan 1
119. 146. 221. 68 |147.237.76.39 [China nmobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
218.108. 132. 58 |[147.237.76.30 [China hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
201.53.249.82 |147.237.72.217 |Brazil eidf.il ET SCAN Potential SSH Scan 1
101. 227. 249. 242|147. 237.77.19 |Chi na I awforumi df .i | ET SCAN Potential SSH Scan 1
119. 146. 221. 68 |147.237.0.200 |Chi na rdu. i df il ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237.77.235|Brazil svivaidf.il ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237.0.16 |Razil ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147.237.76.39 |lkraine nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
101. 227. 249. 242|147. 237. 77. 243 [Chi na nobi | e.i df il ET SCAN Potential SSH Scan 1
78.187.179.44 |147.237.76.31 [Turkey nakchal .idf.il ET SCAN Behavi oral musua 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
187.161. 60. 101 [147.237.8.14 |Mexico e.orchot.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
201.53.249.82 |147.237.77.216 |Brazil dover.idf.il ET SCAN Potential SSH Scan 1
101. 227. 249. 242|147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
43.229.53. 89 147.237.0.33 [Japan idf.il ET SCAN Potential SSH Scan 1
181.66. 43.248 |147.237.0.17 |Peru mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
101. 227. 249. 242|147. 237. 77. 226 |Chi na wwwy chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237.77.121|Razil e.navy.idf.il ET SCAN Potential SSH Scan 1
43.229. 53. 89 147.237.0.16 |Japan ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
180. 114, 113. 1811147 237, 0.33  |ni na il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
101. 227. 249. 242|147. 237. 77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237.77.19 |Brazil | aw forumi df .i | ET SCAN Potential SSH Scan 1
36. 224. 75. 80 147.237.76.34 [Tai wan yohal an. i df .i | ET SOAN Behavi oral Lh usual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
178. 169. 143. 78 |147.237.72. 166 |Bul garia aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
222.186.34.71 |147.237.76. 202 |Chi na e.halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
101. 227. 249. 242|147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237.76.199 |Brazil e. nakchal .idf .i ET SCAN Potential SSH Scan 1
176. 125. 204. 208147, 237. 76, 30 |USSI &N hi mush. i df .| ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Federation Gonnections, Potential Scan or Brute Force
222.186.34.71 |147.237.0.200 [China . idf il ET SCAN Potential VWNC Scan 5900- 5920 1
1 29 83 127 147 237 76.30 | na hshidf | ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
101. 227. 249. 242|147. 237. 77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
201.53.249.82 |147.237.76.44 |Bazil e.refuah. idf.il ET SCAN Potential SSH Scan 1
119. 146. 221. 68 |147. 237. 76. 147 |Chi na chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
218.108. 132.58 [147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201.53.249.82 |[147.237.76.30 |Brazil hi mush. i df .i | ET SCAN Potential SSH Scan 1
101. 227. 249. 242|147. 237. 77. 61 |Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
79.182.32.184 |Israel 147, 237.76. 200 |ei tan aka i o1 | €2M NG ENgine: TCP Invalid finvalid segnent retransmissi on. drop 447
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
213.57.130. 157 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 25
79.179.133.15 I srael 147.237.77. 233 |atal i of i Bad TCP sequence mdz)jrsa:;nr wehdfferent — Jopnitor |24
79.179.133.15 | srael 147.237.77. 233 |atal i cf i Bad TCP sequence mdgitvrsi”;'ﬂt wth different ) oy 23
100. 100. 16. 12 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 20
85. 250. 240. 93 [l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
2.54.28.27 I srael 147. 237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
176.13. 4. 82 I'srael 147, 237, 77.176 |ratpash i of i1 | @M NG Bngine: TCP Invalid |invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dropped.
71.232.32. 34 Wited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46.19. 86. 112 I sr ael 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 12
79.176. 163. 117 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |12
79.179.133.15 |[Israel 147.237.76.30 |hi nush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
188. 227. 233. 212 glcisgii:;a” Territony,\1 47, 237.77. 216 dover. i df . i drop First packet isn't SWN drop 11
188. 120. 148. 197|I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 11
92.186. 16. 147 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.109. 217. 154|Russi an Federation  |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 9
5. 28. 146. 107 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
2.54. 145, 246 I srael 147. 237.72. 167 |i shuri maka. i df .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
176.19.216.31 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
92.186.16. 147 |France 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 7
2.52.160. 81 | sr ael 147.237. 77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
79.179.133.15  [Israel 147.237.77. 234 |hal ag.i f i Bad TCP sequence md;it/r:c”asj'it wehdifferent — Jopnitor |6
217.132.22. 118 |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret r ansmi ssi on Packet dropped.
2.54.28.27 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
31.154.151.68 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert
79.179. 162. 112 | srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
141. 0. 14. 96 Eur ope 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.28.27 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nunier noni t or
31.154.151.68 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
5.28.146.107  |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ;ﬂ'\fﬁtﬁxgzz&gth moni tor |6
79.179. 119. 219 | srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.54.28.27 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber alert 5
2.54. 145, 246 I sr ael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence I'nval i d ACK nunber alert 5
2.52.160. 81 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.160. 81 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval id ACK nunber alert 5
2.54. 145, 246 I sr ael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence I'nval i d ACK nunber nonitor |5
2.52.160. 81 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
2.54. 145. 246 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d sequence nunier noni t or 5
2.52.160. 81 I sr ael 147.237. 77. 216 |dover.idf il Bad TCP sequence I'nval i d sequence nunber nonitor |5
79.179.133.15 [Israel 147.237.77.234|hal ag.icf.il  |Bad TCP sequence Vﬂd;irsa:;n;t wthdifferent 1) ert 5
2.54.28.27 I srael 147.237. 72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject
46. 19. 85. 49 | sr ael 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
176.13. 4. 44 I srael 147,237, 77. 243 |mbi e i 11 | S NG Engine: TCP Invalid invalid segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 70 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
76.175.22.190 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 85. 241 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 4
5.102.254.0 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
87.69. 235.78 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count

79.182.32.184 |Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 44
85.65.102.92 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock

95. 35.183. 232 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
77.125.73.218 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
149.78.167.16 |Israel 147.237.0.19 |nadimatal .idf.il ﬁ;u;h;r;?ifﬁ/sﬁ;ejjatjgxl et el qaurk £y, S Bl ock 3
79. 179. 166. 182 || srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
208. 115. 113. 89 |Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhauthorized URL Access from 208. 115. 113. 89 B ock 3
176. 12. 136. 225 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 2
46.19.85.252 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
73.22.155.10 |Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LR Access to www i df.il/newsitel english/ Bl ock 2
149. 78.230. 12 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for www aka. i df.il/nai n/sachar/fag. aspx B ock 2
46.19.86.209 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
84. 111. 102. 241 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
149. 88. 84. 166 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
79.180.166.8  |Israel 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 79. 180. 166. 8 B ock 2
212.25.54.22 |Bulgaria 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 2
185. 32.179.59 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
149. 88. 153. 140 || srael 147.237.77. 216 |dover . i df . i | (Sg‘stj_] tégiﬁibggpﬁngﬁli g]\l__DzT())ﬁt\i)CEc))lCI\-/le?\llgIEi) on None 1
40.77.167.16 [United Sates [147.237.77. 216 |dover. i df . il shauthor] zed | fogess 1o dover . aspe A 2 A" x8 Ao Bl ock 1
86. 14. 113. 148 Lk?ir:gegom 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
66.249.65. 112 |Israel 147.237.76.42 |refuah.idf.il ﬂ?fjtzggi?éefz?p;c;s;;?i | s/ 713897, pa B ock 1
54.172.235.187 |lhited Sates [147.237.72.166|aka.idf.il PHP Att enpt B ock 1
149. 88. 153. 140 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Il1legal Byte Gode Character in Method from 149. 88. 153. 140 Bl ock 1
84.108. 194. 104 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.180.166.8 |Israel 147.237.76.86 |navy.idf.il m”;:\?;'izdef‘.jiﬁi i;esrsaé; {11 o5/ 0/ i 2633840/ 1640 pg Bl ock 1
208. 184. 112. 74 |Uited Sates [147. 237.77. 216 |dover . i df . i | D stri utec ll‘f;;_t;g;gfﬂeﬁvﬁffpzn Bl ock 1
52.35.180.120 |lhited Sates |147.237.76.39 ImeI le.nei tav. idf. Mitiple Illegal Byte Gode Character in Method fromb52. 35. 180. 120 B ock 1
149. 88. 153. 140 || srael 147.237.72. 166 |aka. i df . i | Abnormal |y Long Header Line request header nane B ock 1
68. 180. 228. 175 |Lhited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
176.13.10.171 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.117.58.174 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter cat in v aka.idf.il/main/giyus/ general . aspx None 1
93.172.191.16 |lsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/anan B ock 1
5.29.142.13 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp  |B ock 1
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | tﬁ_ I;s_po]a]1 aALifCE)e[ [:#g] ;\bﬁzgggéﬁ[;/il[gﬁf]%[[[#fzélz]]]]zg%_kobAw Bl ock 1
80. 246. 136. 244 |l srael 147.237.77.216|dover.i df .i | Mil tiple Unhtraceabl e SSL Sessions from 80. 246. 136. 244 (Qpen Mde) None 1
212.25.54.22 |mulgaria 147.237.77.74 [lawidf.il D stributed Lhaut hori zed URL Access on vwwy | aw i df . il /xmirpc. php B ock 1
52.35.220.106 |lhited Sates [147.237.76.42 [refuah.idf.il PHP At tenpt B ock 1
149. 88. 153. 140 |l srael 147.237.72. 166 [aka. i df . i | Ml formed HTTP Header Line 3 Bl ock 1
46. 120. 206. 152 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
107. 178. 194. 87 |United Sates |147. 237, 77. 216 |dover . i df . i | w1 1155, 23650 el dover. aue Bock |1
79.178. 240. 113 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None

195. 60. 232. 57 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None

66. 249, 65. 118 |l srael 147.237.76.42 |refuah.idf.il ﬂ?f’tzg(?).”?éefz?‘p fsctcoersas(‘];/?i les/ 212312, pa B ock 1
87.69. 48. 96 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
54.172.235.187 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka. i df.il/wp-1ogin. php B ock 1
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple M formed URL from 149. 88. 153. 140 B ock 1
84.108. 217. 126 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
208.184. 112. 74 |United Sates [147. 237. 7. 216 |dover . i df . i | 1) 1155, 23650 el dover. aue Bock |1
52.35.180.120 |[Lhited Sates [147.237.76.39 :mb' le.nei tav. idf. Mil tiple NULL Character in Method from 52.35. 180. 120 B ock 1

12-10-2015-20:04:07

to 12-10-2015-21:04:07




