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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3752
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 253
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 2
158. 69. 199. 64 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Bock Np All Net dr op 1
158. 69. 199. 64 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Np Al Net drop 1

81. 218. 56. 125 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

212.179. 177. 148|147. 237. 77. 216 || srael dover.idf.il ) . 4
deni al of service attenpt
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
158.255.2.52  |147.237.76. 42 gj;:lnim refush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
134.213.133.4 |147.237.76.44 |United K ngdom [e.refuah.idf.il|[ET SCAN NVAP -sS wi ndow 4096 1
104.192.0.226 |147.237.77.205|thited Sates prishaidf.il |[ET SCAN NMAP -sS w ndow 1024 1
89.248.164.54 |147.237.77.61 |Netherlands e.cogat.idf.il |ET SCAN Potential SSH Scan 1
84.94. 176. 74 147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
213.8.204. 70 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |portscan: TCP Distributed Portscan 1
o0l 173.171. 99 |147. 237 76. 34 |vexii co yohal an.i o i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.52.172.221 147.237.77. 216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
188. 120. 148. 152|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
158.255.2.52  |147.237.76. 44 ?éjj;’}m erefuah.idf.il|ET SCAN Potential SSH Scan 1
147.236. 238. 66 [147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 67. 202. 241 |147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
89.248. 164.54 [147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
85.65.192. 211  |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
218.77.79.38 147.237.8.24 |China e.lifestyle.idflET SCAN Rapi d PCP3 Gonnections - Possible Brute Force Attack 1
77.126.78.179  |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
31.168. 2. 130 147.237.77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
166. 63. 125. 149 [147.237.8.50 |lhited Sates e.tikshuv.idf.i|ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

37.26.149.231 |Israel 147. 237. 76. 200 [ei tan. aka. i of .i | Ret 1 ansii Ssi on Packet dr opped. drop 432
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
93.173.14.221 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
212.143.99.62 | srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
213.57.61.53 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 17
81.218.241.25 |[lIsrael 147. 237. 72. 166 [aka. i df .i | drop First packet isn't SWN drop 17
213.57.61.53 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 17
82.166. 219. 158 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 14
46.19.86.147  |[israel 147. 237.72. 166 |aka i f . i Streamng Engine: TCP Invalid imvalid segment retransrission drop 12
Ret r ansni ssi on Packet dropped.
89.138.195.12 |[Israel 147, 237, 76. 200 e tan. aka i of 11| | €AM NG Engi ne: TQP Invalid —finvalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
93.173.14.221 |[Israel 147. 237. 77. 216 |dover . i f . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 11
5.28.155. 154 | srael 147.237.77. 170 |n@ar achot . i df . i I|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 85. 199 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
37.26. 146. 198 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 10
188. 120. 148. 152|l sr ael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 9
93.173.14.221 |israel 147.237.77. 216 |dover.idf.il  [SYN Attack rej ect 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 93 I srael 147.237. 72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 7
5.29. 230. 101 I sr ael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
66. 87. 150. 13 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 86. 63 I srael 147.237.76.30 |himsh.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
79.181.175.13 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
5. 255. 253, 157 :Z::;”ion 147.237.77. 216 |dover.idf.il  [SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 6
213.57.129. 222 |israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
2.52.179.157  |israel 147.237.77. 243 |mbi e i 11 [ ST NG Engine: TP Invalid  imvalid segment retransrissi on drop 6
Ret r ansni ssi on Packet dropped.
213.57.129. 222 |Israel 147.237.72. 156 [anan.idf.il  [Bad TCP sequence mﬁﬁsg rea”s”“ wthdifferent | oiitor |6
2.54.0.68 I sr ael 147.237. 77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect
100. 100. 18. 167 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop
79.180.19.32  |israel 147.237.77. 243 |rvi e i i1 || S NG Engi e TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.113  |israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
5.28. 175. 210 I 'srael 147.237.76.42 |refuah.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 6
2.54.21,172 I sr ael 147.237.77. 243 |rbi e i1 || SN Engi e TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
207. 46. 13. 49 Lhited Sates 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
176.12.132. 184 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 5
5.28. 155. 154 | sr ael 147. 237. 77. 170 [mear achot . i of . i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert 5
176.12. 132. 184 |l srael 147. 237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
84.109. 16. 161 [l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.147.139 |[Israel 147.237.76.86 |[navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 25 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
93.173.14.221 |israel 147.237.77. 216 [dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5.102. 254. 37 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or 4
5.22.134.61 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
93.173.14.221 | srael 147.237.77. 216 |dover.idf il [Bad TCP sequence mﬁsg ;a”sm't wthditterent Joonitor |4
37.26.147.139 |lsrael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 4
46. 19. 86. 193 I sr ael 147.237.76.42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
109.186.39.37 [Israel 147.237.72. 156 [anan.idf.il  [Bad TCP sequence mﬁsﬁ reansm wehdifferent | onitor |3
79.176.98.159 |Israel 147237, 77, 243 |mbil e i 11 | €AM NG Engine: TQP Invalid —invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
87.68.158.233 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nvalid ACK nunber noni t or 3
2.54.189. 89 I srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid finvalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dr opped.
188. 120. 148. 151 |l srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
85.64.181.222 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 192
85. 64.181.222 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 101
2.54.54.134 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 100
85.64.181.222 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 76
2.54.54.134 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 64
176.13.14. 73 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 62
2.54.174. 196 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 50
176.13.23.119 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 47
37.26.149.231 [Israel 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 39
2.54.174. 196 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 28
2.54.174. 196 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 22
176.13.23.119 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 22
37.26.147.195 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
84.108.36.220 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
2.54.54, 134 | srael 147.237.0.19 |nadi matal .idf.il ;?24'_\%'3 103':4the Sane Response Code (403) in Session from B ock 7
109. 64.19. 112 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
93.173.9. 83 I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 93.173.9. 83 B ock 6
176.13. 3. 28 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 4
79.177.128. 113 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 3
46.19. 85. 135 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
79.177.128.113 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock 3
40.77.167. 16 Lhited Sates [147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on www idf.il/error. htm Bl ock 3
213. 8. 204. 52 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/6/ B ock 3
79.176.128.219 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
107.178.194.83 |United Sates |147.237.77.216 |dover. i df il D stri bt ec Esgfgggigg?ﬁeﬁvﬁc_f:pz” B ock 2
208.184.112. 75 |United Sates [147.237.77. 216 |dover. i df .| D stri buted ff;;t;gzgieﬁeﬁvicffjpf” Bl ock 2
212. 179. 177. 148|i srael 147.237.77. 216 |dover . i df . | \'\:’Iotl iaifli inﬁtgfm_ﬁaﬁiﬁiy)r om 212. 179. 177. 148 (Pr ot ocol None 2
85. 64.225.182 |Israel 147.237.77. 170 |n@ar achot . i df . i | |Uhaut hori zed HTTP Met hod B ock 2
185.3.144.160 |l srael 147.237.72. 166 |aka. i df . i | \?w;;;;(zult gfd. ITF#;T/! ;cef?arL/F:_n j:fciisesd on B ock 2
82.80.139.243 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
2.52.179. 157 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46.117.255. 142 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/nain/sachr Bl ock 2
66. 249. 69. 8 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 2
107.178.194.79 |Uhited Sates |147. 237.77. 216 |dover . i df . | e 1) 1155, 2461 el dover. aue B ock 2
208.184.112.74 |United Sates [147.237.77.216|dover. i df il D stri butec lT;;f;gg;g?ﬂeﬁvﬁff;p;” Bl ock 2
2.54.184. 225 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
50.10.50.200  [United Sates |147.237.77.216 [dover. i df .i | mﬂt;‘ﬁiﬁibﬁ” (ffgaisiszai?om of gnal o o B ock 2
40.77.167. 16 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/english/o B ock 1
79.177.128. 113 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. idf.il/xmrpc. php Bl ock 1
213.57.61.53 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
68.180.229.173 |lhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
207.46.13.150 |Lhited Sates |147.237.77.176 |nat pash.idf.il Unaut hori zed URL Access to wmn cogat . i df . il/901- Bl ock 1
2.54.173.193 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
87.68.158.233 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
176.13.22.249 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
84.109. 16.161 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.180. 18. 167 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 86. 29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
132.73.193.40 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i|/nai n/ sachar/ undefi ned B ock 1
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