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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3343
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 95

180. 13. 97. 241 Japan 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

82.221. 105. 6 I cel and 147.237.76. 42 refuah.idf.il B ock Udp Al Nets drop 1
113.163. 237. 199 Wi et nam 147.237. 76. 148 ggcenter.aka.idf.il |JLM Under Attack Con_Tcp drop 1
71.6.165. 200 Lhited Sates 147.237.76. 198 e.yohal an.idf .il Bl ock_UWp Al _Nets drop 1

158. 69. 199. 64 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaI ure Devi ce Action |Oount
46.4.32.75 Ger many 147.237.72. 166 aka.idf.il [C1000106: HITP. najestic bot B ock 1
106. 38. 241. 106 Chi na 147. 237. 72. 166 aka.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At acker Signature
Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
- SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
212.179. 177. 148|147. 237. 77. 216 I srael dover.idf.il . . - 2
deni al of service attenpt
66.249. 79. 14 147.237.77. 226 |Uhited Sates [wwuchanatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
46.116.143.51 [147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
213. 8. 204. 62 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
- o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
212.179.177. 148|147. 237. 72. 167 || srael ishurimaka.idf.il . . - 1
deni al of service attenpt
L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
194.114. 146. 227(147. 237. 72. 166 || srael aka.idf.il . . - 1
deni al of service attenpt
18357 176. 142|147 237 0.17  |on - kosher -kravi i df i1 ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
. . . . . 0. I na - - . . .
i Potential Scan or Brute Force
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
84.108.36.244  |147.237.72. 166 |l srael akaidf.il portscan: TQP D stributed Portscan 1
77.127.161.55 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
66.249. 79. 6 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
46. 19. 85. 219 147.237. 72. 166 |I srael akaidf.il portscan: TQP D stributed Portscan 1
185. 106. 94. 2 147.237.72. 156 aman. i df.il ET WEB SERVER Mii ebl ackcat scanner 1
176.228.174.8 |147.237.72.166 |Israel aka.idf.il portscan: TCQP D stributed Portscan 1
109. 186. 39. 37  |147.237. 72. 166 |I srael akaidf.il portscan: TQP D stributed Portscan 1
79.182.127.198 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
180. 245. 176. 221 |l ndonesi a 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |21
46. 19. 85. 31 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |15
185. 3. 146. 181 |l srael 147.237.72. 166 |aka. i of .i| Bad TCP sequence Invalid ACK nunber nonitor |14
217.132.28.86 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 14
Sreaning Engine: TGP Invalid i i ssi
46.19.85.170  |israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. Packet | 12
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.86.157  |israel 147. 237.77. 243 |mobi l e. i o . i 9 =g Invalid segnent retransmssion. Packet | 12
Ret ransni ssi on dr opped.
46.19. 86. 159 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 11
reamn ine: TCP Invali i i ssi
37.26.147.251 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnission. Packet drop 9
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.125.112. 217 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 9
Ret r ansmi ssi on dr opped.
reamn ine: TCP Invali i i ssi
37.26.148.135 | srael 147.237.77. 243\t e i i | SAM NG Engine: TCP Invalid Jinvalid segrent retransmission. Pecket |, o 9
Ret ransni ssi on dr opped.
109. 65. 15. 15 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop
' Sreamng Engine: TCP Invalid ' i ssi
5.255. 253, 188 |Ussian 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 6
Federati on Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.179. 144.37 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet | 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi
149.88.11.49 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Packet | 6
Ret ransni ssi on dr opped.
213.57.131. 152 |israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 201 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
79.183.22.113 |Israel 147.237.72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssion. Packet | 6
Ret ransmi ssi on dr opped.
213.57.131.152 I srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different —foonivor |6
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.177.16.116 |Israel 147. 237.72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssion. Packet | 6
Ret ransmi ssi on dr opped.
Sreaning Engine: TQP Invalid i i ssi
2.54.18. 177 I'sr ael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
46. 19. 85. 201 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |6
Sreaning Engine: TGP Invalid i i ssi
109. 226.56. 11 |Israel 147.237. 72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. Packet | 6
Ret ransm ssi on dr opped.
S reaning Engi ne: TCP i
61.216.2.14  |Tai van 147. 237. 76. 200 |ei tan. aka i of . i g =g TGP segrrent out of maxi numallowed |, 6
Segnent Limt Enforcenent sequence. Packet dropped.
S ream ng Engi ne: TCP i
61.216.2. 14 Tai van 147.237.76.31 |nakchal .idf.il 9 =9 TCP segnent out of naxi mimallowed |, 6
Segnent Limt Enforcenent sequence. Packet dropped.
37.46.39. 172 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.54,28.121 | srael 147.237.72. 167 |i shurimaka.idf . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i ssi
85.250. 138. 252 |Israel 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. Packet |, 4
Ret r ansm ssi on dr opped.
107. 167. 208. 234|lhited Sates [147.237.77. 176 |nat pash.idf.il drop Frst packet isn't SYN drop 4
84.229.191.38 |israel 147.237.77. 233 |atal i cf i Bad TCP sequence ig;e”a”s”"t weh different wndow | ovor |4
. . SYNPAXK retransmit with different .
217.132.28.86 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence vi ndow scal e noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
S reamng Engi ne: TCP i
61.216.2. 14 Tai wan 147.237.77.74 |lawidf.il 9 =g TCP segrrent out of maxi numallowed |, 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.66.0.253  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransmi ssi on dr opped.
Sreaning BEngine: TQP Invalid i i ssi
79.177.104.6 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
149.78.41.125 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransmi ssi on dr opped.
Sreaning BEngine: TQP Invalid i i ssi
188. 120. 132. 236/l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.125.110. 251 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansmi ssi on dr opped.
185.3.144. 156  |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
5.22.134.17 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.182.199. 131 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret ransm ssi on dr opped.
82.102.169. 113 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
109. 67. 24.177  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansmi ssi on dr opped.
Sreaning BEngine: TQP Invalid i i ssi
2.54.160. 71 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
192.114.91. 215 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 3

Ret r ansm ssi on

dr opped.
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A tacker

Attacker Address count ry Target Address |Ste Signature
Sreaning BEngine: TQP Invalid i i ssi

2.52.178.217  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |
Ret r ansm ssi on dr opped.

46. 19. 86. 114 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

79.182.222.29 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. Packet |,
Ret ransm ssi on dr opped.
Sreaning BEngine: TGP Invalid i i ssi

2.54.53. 238 I srael 147. 237.72. 166 |aka. i f .11 g =g nvalid segnent retransmssion. Packet |
Ret r ansm ssi on dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.121.244.76 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 78
46. 19. 85. 170 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 65
46.19. 85. 170 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 49
85. 250. 254. 169 |l srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed Method for Known URL on www aka.idf.il/ Bl ock 4
176. 13. 23. 26 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 4
79.178.181.33 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
157.55.39.136 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on www i df.il/error.htm Bl ock 3
46. 19. 86. 157 I srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Qode B ock 3
80.246.136.16 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.186. 77 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.180. 199. 118 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
46.116.36.196 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.157.41 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unauthorized URL Access from 2.54.157. 41 Bl ock 3
157.55.39.131 |Uited Sates |[147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on ww i df.il/error. htm Bl ock 3
46.19. 86. 108 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
185. 3.146. 181  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs DoS Attack None 2
109. 65. 15. 15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 2
79.176.175.179 [israel 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.54.13.71 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . D stributed Lhaut hori zed URL Access on
79.179.144.37 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ mai v sachar/ t1asi m aspx. B ock 2
37.142.124. 47 |israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
; ; ; DO stributed Uhaut hori zed URL Access on
208.184.112.75 |lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
. . D stributed Unaut hori zed URL Access on
77.125.112. 217 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ mai 1V sachar/ tfasi m aspx. B ock 2
40.77.167. 16 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 2
] . . D stributed Unhaut hori zed LRL Access on
107.178.194. 83 |UWited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
185. 120. 126. 82 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/mai n/ gi yus/ bookl ets. aspx |B ock 2
. . D stributed Lhaut hori zed URL Access on
213.57.61. 90 I srael 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ mai v sachar/ t1asi m aspx. B ock 2
207. 46. 13. 96 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock
176.12.138.5 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
. . D stributed Unhaut hori zed ULRL Access on
37.142.104.68 |[lIsrael 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ mai 1V sachar/ tfasi m aspx. B ock 2
185. 3. 144. 160 |l srael 147. 237.72. 166 |aka. i df . i | Distributed thaut horized UL Access on B ock 2
wawn aka. i df . i | / mai n/ sachar/ undef i ned
. . . Unaut hori zed URL Access to
2.54.157. 41 I srael 147.237.77.243|mobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1431 B ock 2
. . Mil tiple Untraceabl e SSL Sessi ons from212. 179. 177. 148 (Pr ot ocol
212.179. 177. 148l srael 147.237.77. 216 |dover . i df . i | viol ation (SS. COW QI ENT HALLO) None 2
] . . Par aneter Type M ol ati on PageNumin
68.180.230.20  |Unted Sates |147.237.77.176|mat pash. idf . il | Voo e 11043 ar cogat . aspx B ock 1
207. 46.13. 49 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter 1ff7b328 in v aka.idf.il/ituriniasp/resul ts. asp None 1
. . D stributed Lhaut hori zed URL Access on
37.142.106. 241 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i f i |/ mai v sachar/ t1asi m aspx. B ock 1
87.69.241.218 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
5.28.176. 146 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
. . D stributed Uhaut hori zed LRL Access on
84.108.122. 223 [lIsrael 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ mai 1V sachar/ t1asi m aspx. B ock 1
66.249. 64.233 |[Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
2.54.28. 140 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . D stributed Unaut hori zed URL Access on
79.182.199. 131 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ mai 1V sachar/ tfasi m aspx. B ock 1
40.77.167. 97 Lhited Sates [147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ robots. t xt B ock 1
] . . D stributed Uhaut hori zed LRL Access on
208.184.112.75 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
193.34.56.101 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
37.26.148.148 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Lhknown SSL Sessi on None 1
66.249. 65. 115  [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 9/ 3469. j pg |B ock 1
61.216.2. 14 Tai wan 147.237.76.200|ei tan. aka. i df .i | |Il1legal Byte Qxde Character in Mthod Bl ock 1
176.13.23.7 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.160.71  [Israel 147. 237.72. 166 |aka. i df . i | Distributed thaut hori zed LR Access on Bl ock 1

ww aka. i df . il /mai n/ sachar/tfasi maspx.
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