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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3311
84.110. 32. 173 | srael 147.237.0.19 nadi matal .idf.il |Anonmal y- TLS-renegotiation-Qi dest - r eset 534

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 107
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 88

81. 218. 241. 25 | srael 147. 237. 72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 77

203. 238. 52. 170 Korea, Republic of 147.237. 76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 1

146. 185. 239. 100 Russi an Federation 147.237.72. 167 i shuri maka.idf.il|bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count |
2.52.7.119 147.237.72.167 |Israel i shuri maka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 12
217.77.220.195 |147.237.77.216 |Wkraine dover.idf.il Tehila - Perl LWP with fake user agent 4
77.126. 66. 178 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.76.200 |Wnited Sates eitan aka idf.il ET DRCP Dshi el d B ock Listed Source 1
128. 30. 52. 96 147.237.77.216 |Wited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
79.178.12. 181 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 64. 55 147.237.72.166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 1
218.108.132.58 [147.237.0.200  |China . i df .| ET SCAN NVAP -sS wi ndow 1024 1
212. 235. 60. 41 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
91.201.236.113 [147.237.76.39  [Wkraine nobi le.neitav.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
158. 169. 40. 9 Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 73
213.57.128.197 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 55
2.52.143. 237 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 54
158.169. 150. 8  |Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 39
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
80.246.130.10 | srael 147.237.77. 233 |atal i df i Bad TCP sequence mdgitrsaé:"y wth dfferent moni tor (33
62.207.60.231 |Netherl ands 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop 32
158. 169. 150. 10 |Bel gi um 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 29
80.179.9.7 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
176.12. 151. 101 |l srael 147.237.77. 243 |rbi e i i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransmssion. |, o 26
Ret r ansm ssi on Packet dr opped.
100. 100. 17. 80 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
158. 169. 40. 7 Bel gi um 147.237.77. 176 |metpash.idf.il  |drop First packet isn't SWN drop 24
37.140. 141. 31 gz::;”i on 147.237.77. 176 |metpash.idf.il  |drop First packet isn't SN drop 22
80. 179.9. 115 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
46.19.86.121  |israel 147, 237.72. 167 |t shuri maka i o | | SAM NG Engine: TCP Inval id - Jinvalid segnent retransmission. |, o 15
Ret r ansm ssi on Packet dr opped.
212.235.67.47 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 15
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 19 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
37.26. 147. 192 | srael 147.237.72. 166 |aka. i df .l SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
82.102.169. 113 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
100. 100. 17. 80 147.237.77. 176 |nat pash. i df .i | dr op Frst packet isn't SN drop 10
2.52.7.119 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 9
2.54.155. 15 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 109 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 9
148. 177. 129. 212 |Eur ope 147.237.72. 166 |aka. i df . il drop SAMrul e drop 9
158.169. 150. 5  |Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 9
79. 183. 239. 81 | srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
137.95.1.11 Lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 8
213.229.101. 119|Uni ted Ki ngdom|147.237.77. 176 |nat pash. i df.i | drop Frst packet isn't SN drop 8
81.218. 241. 26 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 8
46. 19. 85. 238 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 7
158. 169. 40. 6 Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 7
46. 19. 85. 19 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber aert 6
84.109. 160. 248 |Israel 147,237, 77. 243 |mobi e i1 | S Ng Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 19 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
158. 169. 40. 10  [Bel gi um 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 6
109.64.101.9  [israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46.19. 86. 150 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.54.129.245  |Israel 147,237, 77. 243 |mobi e i1 | S Ng Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dr opped.
46.117. 23. 64 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 86. 97 I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
109. 186. 190. 253l srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
81.218. 241. 25 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
149. 78. 85. 48 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
2.52.7.119 I'srael 147 237.72. 167 |i shurimaka i i | ' €A NG Engine: TP Invalid  finvalid segnent retransmission. | 6
Ret ransm ssi on Packet dr opped.
79.183.239.81 |Israel 147.237.76.30 |nimshicr.ii | S@Mng Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
109. 67. 16. 244 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransmssi on drop 6
Ret ransm ssi on Packet dr opped.
37.26. 146. 243 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 64 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
180.191. 79. 221 |Phili ppi nes 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84.110.32.173 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 237
84.109. 118. 225 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 203
84.110.32.173 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 123
84.110.32.173 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 122
46.19. 85. 129 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 120
80. 246. 137.216 |[lIsrael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 66
84.109. 118. 225 |Israel 147.237.0.19 |nadimatal .idf.il ;Z‘.)l'\('gfylf; tzgg Sane Response Cbde (403) in Session from Bock |41
84.109.118. 225 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 40
80. 246. 138. 240 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 36
46. 19. 85. 129 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 33
80. 246. 136. 175 |[lIsrael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 27
80. 246. 136. 186 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 14
217.77.220. 195 |Wkraine 147.237.77.216|dover. i df .i |l Dstributed PHP At enpt Bl ock 8
80.246.137.89 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
80.246.137.57 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 5
80. 246. 137. 216 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 5
149. 88. 80. 245 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod CPTIONS for ww aka. i df .il/ B ock 4
217.77.220.195 |lkraine 147.237.77. 216 |dover.i df . i Ml tipl e Unaut horized URL Access from 217. 77.220. 195 Bl ock 4
80. 246. 137. 139 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
84.109.132.61 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.39. 10 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54.41. 49 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
217.77.220.195 |lkraine 147.237.77.216|dover.idf.il Unaut hori zed URL Access to vww i df . il/zboard. php B ock 3
176.12.151. 101 |Israel 147.237.77. 243 |nobi | e. i df . i | nt{;lalit;?rcilf.zieﬁ/é{a?_egﬁf;teesr?plta?esll | stchi | dsubeat egor s/ 1423 Bock |3
109. 67. 8. 223 | sr ael 147.237.77.234|hal ag.i df . i | Ml tipl e Unauthorized URL Access from 109. 67. 8. 223 B ock
46.19. 85. 124 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
176.13.22.185 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i/ mai n/ sachar/ vi ewpaysl i p. aspx |B ock
213.8.204.38  |Israel 147.237.0.19 |nadi matal .idf.il ntg;“;h;r;zl?zfﬁ/ gﬁ;e;sle:jc;xlup ot enakat caunt 1y, asp Bock |2
93.13.181.194 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from93.13.181. 194 Bl ock 2
180.191.79.221 |Pnilippines |[147.237.77.216|dover.idf.il Mil ti pl e Uaut hori zed URL Access from 180. 191. 79. 221 Bl ock 2
2.54.37.10 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.246.136.52 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 79. 25 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to www chi nuch. aka. i df . il/404. ht m B ock 2
84.109. 160. 248 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
2.54.182. 34 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.69. 119. 58 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
46.19. 85. 93 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
93.173.149.54 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.179. 177. 148]l srael 147.237.72.167|i shuri maka. i df . i|untraceabl e SSL Sessi ons: Protocol violation (SS._GONN QI ENT_HALLO None 2
46.19. 85. 141 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80. 246. 137. 145 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
92.211.0. 222 Ger many 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed UR. Access to wan cogat . i df . i|/894-en Bl ock 2
79.181.173.62 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
208. 115. 113. 89 g‘;tt:: 147.237.77. 216 |dover.i df . il Paraneter Type Mol ation SortDr in wwidf.il/1133-he/ dover. aspx B ock 2
46.116.116.97 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109.67.8.223  |Israel 147.237.77. 234 |hal ag. i df .i | Shaut OZ?;'“ZES R ecess Sti‘?)_st orage/ 1| 7/ 5i 76335 1877, pg Bock |1
80. 246. 137. 173 [ srael 147.237.72.166 |aka. i df . i | \;Twar:kt:ri deidl ﬂa)i’n\f:;i;frf Oirgot password, aspx None 1
192. 114. 23. 208 |l srael 147.237.77. 216 |dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
37.142.64.73 | srael 147.237.77.234|hal ag. i df . i | Dstributed PHP Attenpt Bl ock 1
Unknown Par arret er
108. 35.32. 9 g;g: 147.237.72. 166 |aka. i df . i | z;;ggﬁitl ;?ﬁ;ﬁ?iﬁ;?iﬁgﬁggg )ftr‘;m' :N eaScont ent Dot ai | sAr eaSct| FactoryMfy, o 1
wawv aka. i df . i |/ honas/ si t e/ honasf or nphase2. aspx
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