1"NPT SwNn

oV

www.gov.il

|Top Targets |

2, 800"

Nunber ]

d 700+

At acks

Nunber
(6]
At acks

12-10-2015-14:04:05 to 12-10-2015-15:04:05

IDF Under Attack

Daily Report

& : . 5
\6\ \6\ (b;\é 1\& \6 \&\ ’b;\é N N
s ¥R \\é‘ é@g &,3& > N
<& & @ $
& )
Top Tar get

M dover.idf.il

M nadi matal .idf.il

W aka.idf.il

M nakchal .idf.il

W refuah.idf.il

W anan.idf.il

[ ishurimaka.idf.i

Matal .idf.il
lawidf.il

M navy.idf.il

Top Attackers

M 167. 114. 156. 16
185. 32. 179. 17
I 2.52.143. 237
84.109. 118. 225
M 185.32.179.6
M 80. 246. 139. 144
[ 212.143.231. 14
W 109. 65. 142. 14
180. 183. 108. 12
W 41.33.231.90




12-10-2015-14:04:05 to 12-10-2015-15:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3503
2.52.143. 237 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 18
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 3

115. 231. 222. 40 Chi na 147.237.76. 148 gogcenter.aka.idf.il |[JLM Under Attack Con Htp drop 2

66. 249. 64. 131 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Addr ess |Site

Sgnature

185. 106. 94. 2 147.237.76.30 |hi nush.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
106. 38. 241. 147 |Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
123.126.113.80 |Chi na 147.237.72.166 |aka. i df . i | C103: HTTP. User Agent Sogou+web+spi der B ock 1
185. 106. 94. 2 147.237.76.30 |hi nush.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
52.33.106.123 [lhited Sates 147.237.77. 226 |[waw chamat z. aka. i df . i | |C1000107: DDCS- Spoof ed HTTP Packet s B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Country

Signature

Potential Scan or Brute Force

79. 180. 100. 121 |147. 237. 77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
2.54.146. 36 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
222.186. 21. 196 |147. 237. 76. 202 |Chi na ehaagidf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
212.179. 90. 106 |147. 237. 77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
185.106.94.2  |147.237.76. 30 hinush.idf.il [ET WEB_SERVER Mii ebl ackcat scanner 1
158.255.2.52  |147.237.77.234 23::21'}0“ halag.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
132. 64. 214. 107 [147. 237. 77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
84.228.51. 103 |(147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19.85.229  |147.237.72. 166 [I srael aka.idf.il portscan: TCP DO stributed Portscan 1
2.54.129.212  (147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
213.57.249.61 (147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
190, 20. 174, 251 1147 237 7774 |aite Lawid il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
158.255.2.52  |147. 237. 77. 234 ?éj:;;m halag.idf.il |ET SCAN Potential SSH Scan 1
158.255.2.52  |147.237.77.170 Egg:::tnim maar achot . i df .i I|ET SCAN Potential SSH Scan 1
112 135 47. 15 |147. 237 77 21291 Larka o dover i df il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
2.52.143.237 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 118
212.143.231. 14 |israel 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence mdr;tvr:éznlt wth dfferent moni tor |47
2.52.143. 237 I srael 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 32
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 30
109. 65. 142. 14  |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 17
109. 65. 142. 14 |l srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 17
148. 177. 129. 212 |Eur ope 147.237. 72. 166 |aka.i df .i | drop SAMrule drop 15
109.67.24.233 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCOP sequence mdr;tvrsagnlt Wth different monitor |15
180. 183. 108. 12 |Thai l and 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 12
100. 100. 16. 12 147.237.72. 166 |aka.i df .il dr op First packet isn't SN drop 12
109. 64.68.68 | srael 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Invalid |invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
2.52.174. 111 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.54.140. 144 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
223.24.1.251 Thai | and 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 210 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert
5. 255, 253. 188 :Zg::t”i o 147.237.72. 166 |aka i df . ;; fzwsr:g SESr;g(l):e: T Invalid 'Pg‘éakjétd ;eggsgél retransmssi on drop 9
223.24.1.251  [Thailand 147.237.72. 166 |aka. i df . Bad TCP sequence mﬁ?fsg reansm wthdifferent |oonitor o
46. 19. 85. 210 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19.85.6 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
84.94.105.116 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier noni t or 8
180. 183. 108. 12 |Thai l and 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 7
176.13.17. 252  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
180. 183. 108. 12 |Thai |l and 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
79.179.52.235 [Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
81.218.173.17 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jimvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.179.52.235 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
109. 67. 185. 204 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.177.98.19  [israel 147.237.72. 166 |aka. i f .| Sreamng Engine: TCP [nval1d - limwalid segrent retransmission. | o 6
Ret ransni ssi on Packet dropped.
46. 19. 86. 183 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
82.102.169. 113 [l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
180. 183. 108. 12 |Thai l and 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
120. 36. 226. 3 Chi na 147.237.77.74 |lawidf.il dr op SAMrul e drop 6
79.183. 240. 160 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jimvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
176.13.17.252  |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber alert 6
2.52.46.15 I'srael 147. 237 72. 167 |i shurimaka i of || 2N NG Engine: TP Invalid inval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 97 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid AGK nunber noni t or 5
2.52.143. 237 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.54. 11 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85. 113 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid sequence nunber roni t or 5
2.52.143. 237 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 97 I srael 147.237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
213.57.134. 227 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.143. 237 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
213.57.134.227 |israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm wthditterent | onitor |5
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 113 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
2.52.143. 237 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
5.102.254. 211 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 85. 42 I 'srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143.142.56 |l srael 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
185.32.179.17 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 166
80. 246. 139. 144 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 66
84.109.118. 225 |[Israel 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 63
185.32.179.6 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 46
185.32.179. 6 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 26
185.32.179.17 |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 17
46. 19. 86. 247 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
84.109. 118. 225 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 14
46.19. 86. 194 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 13
46. 19. 85. 227 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
176.13.0.1 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 8
82. 145. 45. 44 LK!iﬂr:gegom 147.237.72. 166 |[aka. i df . i | Mil tipl e Unaut horized UR. Access from 82.145. 45, 44 B ock 4
79.182.113.32 |Israel 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HTTP Met hod B ock 4
46.19. 85. 31 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Mil ti pl e Unaut horized LRL Access from 46. 118. 155. 216 B ock 3
79.182.113.32 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed UR. Access to ww nakhal .idf.il/sip_storage/files/8/ B ock 3
80. 246. 137.210 |[Israel 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 3
109. 65. 142. 14 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 3
2.54.135. 236 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 92 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
37.26.147.243 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 224 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
204.13.200. 200 1€ 147.237.77. 216 |dover. i df .i | Dstri uted 1?:;};;25?&%@?212” Bock |2
52.33.106. 123 ;h;:ee: 147.237.77.226 mrhamt z. aka. i Dstributed I11egal Byte Gde Character in Mthod Bl ock 2
46.19. 85. 92 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 46. 19. 85. 92 B ock
37.26.147.170 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None
84.109. 8. 155 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal.idf.il/1440-he/atal . aspx B ock
52.33.106. 123 |1t 147.237.77. 226 \AWW chanatz. aka. | Dstributed NALL Character in Mthod B ock 2
Sates df.il

Unaut hori zed URL Access to
95. 86. 67. 112 I srael 147.237.77. 216 |dover . i df . i | www i df . i | /1134-9291- he/ dover . aspx&sa=u8ved=0ahukewi el- sypnhj a |B ock 2

hubl g8khf 6f cyi gf ggznag&usg=af gj cnf ehunf 14ki 7u2ynj ggpl j n2epf qq
213. 8. 204. 38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 138. 240 |[lIsrael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 2
46. 19. 86. 68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.174. 164 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
208. 184. 112. 74 ;“;Itee: 147.237.77. 216 |dover . i df . i | m Eidkf"fti?‘j' 1?:;};%;;?&%@?212” Bock |2
107. 178.194. 79 |11 147. 237.77. 216 |dover . i df . i | D stri bt oc gfgfggzgfﬁeﬁvﬁffssp;n Bock 2
66.249. 64. 243  [Israel 147.237.77. 216 |dover.idf .il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 243 B ock
37.26.148.253 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
107. 178. 194. 83 |1 ' 147. 237.77. 216 |dover . i df . i | D stri bt ec 1?552222?&%@??2? Bock 2
2.54.7.174 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.182.113.32 |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 79.182. 113. 32 B ock 1
46. 19. 86. 109 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 160. 169. 254 ]I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for www aka. i df . i |/ mai n/ gi yus/ forns. aspx |B ock 1
89.39.214.176 |Romani a 147.237.77. 216 |dover. i df . i | PHP At enpt B ock 1
66. 249. 75. 46 I srael 147.237.76.200|ei tan. aka.i df .i | Unknown Paranet er subject in wwwy eitan. aka.idf.il/1105-en/ei tan. aspx |[None 1
176.13.14. 127 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx [B ock 1
149.88.191.75 |lIsrael 147.237.72.167|ishurimaka.idf .il [Miltiple Malformed URL from 149. 88. 191. 75 B ock 1
37.26.146.232 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84. 109. 8. 155 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1437-he/ atal . aspx Bl ock 1
149.88.191.75 |lIsrael 147.237.72.167|ishurimaka. i df .il |[DOstributed I11egal Byte Gde Character in LR B ock 1
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