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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3608
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
113. 36. 223. 46 Japan 147.237.76.176 test.ncore.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Country

Signature

31.154.33.190 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
17. 142, 156. 171 [147.237. 72. 166 |Wited Sates |aka.idf.il portscan: TCP O stributed Portscan 1
176.13. 10. 255 [147.237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
77.125.108. 179 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
59.45.79.117 |147.237.77.176|i na matpash.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237. 76. 200 |Chi na eitan.akaidf.il|ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76.31 |China nakchal .idf.il |ET SCAN Potential SSH Scan 1
24. 188, 206, 110 |147. 237. 77,61 |Uited Sates e coget.ich il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.29.220.190 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
185.56.82.28  |147.237.76.34 |Nether| ands yohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
84.111.138.32 (147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
66.249.78.82 [147.237.77.74 |[lhited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
59.45.79.117 |147.237.77.19 |China lawforumidf.il|ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Devi ce

‘Count

Country Action
79.178.21.169 |Israel 147.237.76.42 |refuah.idf.il  |Bad TOP sequence ilg\:ge”ansmt wth different wndow | onivor  [125
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi

185. 120. 125. 21 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. Packet |, 30
Ret ransnm ssi on dr opped.
Sreamng Engine: TP Invalid i i ssi

79.182.60.41 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. Packet 1, ) 21
Ret r ansn ssi on dr opped.

149.88.191. 75 |lsrael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 20

. . . . SYNFAK retransmit with different .

149. 88.191. 75 |lIsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence wi ndow scal e noni t or 20

213. 57. 138. 215 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 20

213.57. 138. 215 |I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SNHAK retransmt with different monitor |20

W ndow scal e

Sreaming Engine: TCP Invalid i i ssi

109. 65. 135. 139 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, ) 12
Ret r ansm ssi on dr opped.

46.19. 86. 121 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 12

46. 19. 86.149 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11

89. 139. 35.129 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber monitor (10

46.116.73.69  |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |10

213.57. 135. 188 [l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8

213.57.135. 188 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SNACK retransmt wth different monitor |8

W ndow scal e

37.26.148.199 |[lIsrael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

37.26.149. 221 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 8

149.88.191. 75 |lsrael 147.237.72. 167 |i shuri maka. i of . i [dr op First packet isn't SN drop 8

213.57.135. 188 |I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 8

213.57. 144. 100 [l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 7
Sreanming Engine: TCP Invalid i i ssi

82.80.158. 118 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransnm ssi on dr opped.

46. 19. 85. 99 | srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi

79. 183. 105. 129 |I srael 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54.42.70 I srael 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi

79.177.11. 236 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

109. 67.248.12 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

79.179.52. 235 |Israel 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 6

109. 65. 142. 14 [l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 6

46. 19. 85. 99 | srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber nonitor |6

213.57.168. 177 I srael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 6

37.26.149.221 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
S ream ng Engi ne: TCP Segnent i

61.216.2.13  |Tai an 147. 237.77. 216 |dover . i of . - 9 =g 9 TCP segnent out of maxi numalloved |, ) 6
Limt Enforcenent sequence. Packet dropped.

37.26.148.253 |[Israel 147.237.0.19 |nadimatal.idf.il[SYN At ack SYN -> SYN-ACK -> RST rej ect

109. 65. 142. 14 [l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or

120. 36.226.3 |China 147.237.77.74 |lawidf.il drop SAMrul e drop
Sreanming Engine: TCP Invalid i i ssi

109. 64.97.13  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransnm ssi on dr opped.

84.108.36.68 |lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or

46.19.86.106 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6

213.57.129. 222 |I srael 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TP Invalid i i ssi

212.235.91.58 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. Packet 1, ) 6
Ret ransn ssi on dr opped.

2.52.14.128 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi

31.168.89. 210 |Israel 147. 237.72. 166 |aka. i df .11 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi

109. 67. 16. 244 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
S ream ng Engi ne: TCP Segnent i

61.216.2.13  |Taivan 147.237.76.31 |nakchal .idf.il | . 9 =g 9 TCP segment out of maxi mmalloved | 6
Limt BEnforcenent sequence. Packet dropped.

79.179.52.235 |Israel 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

176.12. 151.89 |Israel 147.237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

5.102.254.42 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |5

2.52.173.190 |Israel 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5

37.26.149.221 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

46.19.86.244 |Israel 147. 237.72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce
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Country Action
37.26.148.253 | srael 147.237.0.19 |nadimatal .idf.il ;3§2n:n1y4§f2;2e Sane Response (bde (404) in Session from B ock 222
37.26.148.253 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 110
213.8.204. 38 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 99
213. 8. 204. 38 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 83
80. 246. 137.215 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 80
37.26.148.253 | srael 147.237.0.19 |nadimatal .idf.il gt;?zngn1>/4§fzgge Sane Response (bde (403) in Session from Bl ock 59
98.243.255.41 |lhited Sates  [147.237.76.200(ei tan. aka. i df.il |Ostributed Too Many of the Same Response Code (404) B ock 40
46.19. 85. 227 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
2.52.165. 221 | srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 21
149.88.191.75 |lIsrael 147.237.72. 167 |i shuri maka. i df . ijMil tiple Mal formed URL from 149. 88. 191. 75 B ock 7
149.88.191. 75 |Israel 147.237.72.167|i shuri maka. i df . i|Dstributed I11egal Byte Gode Character in URL B ock 7
149.88.191.75 |Israel 147.237.72.167|i shuri maka. i df . ijMi tiple I11egal Byte Code Character in Method from 149. 88. 191. 75 B ock 7
149.88.191.75 |lIsrael 147.237.72. 167 |i shuri maka. i df . i/Mil ti pl e Unknown HTTP Request Method from 149. 88. 191. 75 B ock 7
149.88.191. 75 |Israel 147.237.72. 167 |i shuri maka. i df . i|Mil ti pl e Abnornal |y Long Request from 149. 88. 191. 75 B ock 6
149.88.191.75 |l srael 147.237.72.167 i shuri maka. i df . i ﬁ;igé'elgl'.e?g Byte (Qude Character in Feader hane from B ock 4
149.88.191.75 | srael 147.237.72.167 |i shuri m aka. i df . i wgt_igg_elgi_eggl Byte Qode Caracter in Header Vel ue from B ock 4
212.76.98.118 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut horized URL Access from212. 76.98. 118 B ock 3
37.26.146.182 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 0. 102 I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to nobile.idf.il/sachar/index B ock 3
149.88.191.75 |Israel 147.237.72.167|i shuri maka. i df . ifMil ti pl e Abnornal |y Long Header Line from 149. 88. 191. 75 B ock 3
149.88.191.75 |lIsrael 147.237.72.167|i shuri maka. i df . i/Mitiple Il1egal HITP Version from 149. 88. 191. 75 B ock 3
62.219.230.90 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/8/ B ock 3
204.13.200.200 [United Sates  [147. 237.77. 216 |dover . i df . i | D stri bt ec gfgfggzgfﬁe%f:ffsspsn Bl ock 2
212.179. 177. 148|l srael 147.237.77.216|dover. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SSL_GONN QI ENT_ HELLQ |None 2
149.88.191. 75 |lIsrael 147.237.72. 167 i shuri maka. i df . i|Mi tiple NALL Character in Wl from149.88.191.75 B ock 2
79.176. 21. 62 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qude Character in LR Bl ock 2
5.102.192.138 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
80. 246. 138. 240 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
46.116. 73. 69 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
37.142.211.138 |israel 147.237.72. 166 |aka. i df . i | 3};; ;L;?tdféiwmﬁﬂsﬁj iu;_. iplccess on Bl ock 2
31.154. 160. 131 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
80.178.11.226 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
107.178.194.83 |Uhited Sates  [147.237. 77. 216 |dover. i df . | D stri buted 1T§;t;§gggeﬁeﬁvﬁcispf” B ock 2
84.109. 160. 97 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.117.69.237 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
46.19. 85. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
149.88.191.75 |Israel 147.237.72.167|i shuri maka. i df . i[I11egal Byte Code Character in Method A¢AS[[#25]] - ApAA—C Qnis B ock 1
79.179.52.235 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to wan idf.il/error. htm B ock 1
176.12. 140. 124 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
109. 65. 142. 14 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
61.216.2.13 Tai wan 147.237.77. 216 |dover.idf . il Illegal Byte Qode Character in Mthod Bl ock 1
149.88.191.75 |Israel 147.237.72.167|i shuri maka. i df . i|Mil tipl e Mal formed HTTP Header Line from 149. 88.191. 75 B ock 1
89.138.207. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
80.246.136.28 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
207. 46.13. 49 Lhited Sates |147.237.72.166|aka. i df .il Uhknown Par anet er 1225bd80 i n wwv aka. i df.il/iturimasp/results. asp [None 1
46.116.67.198 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from46. 116. 67. 198 ((pen Mode) None 1
149.88.191. 75 |Israel 147.237.72.167|i shuri maka. i df . i|Mal f or med HTTP Header Line 1 B ock 1
77.125.128. 228 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176.13.17.249  [Israel 147.237.76.42 |refuah.idf.il |73 0 0ed hahort zed ?Jaﬁc‘;‘;i on Bl ock 1

12-10-2015-13:04:02 to 12-10-2015-14:04:02




