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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3338
46. 35.241. 178 Russi an Federation 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets dr op 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
198. 20. 69. 98 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
212.83.178.132 France 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
5.9.111.70 Ger nany 147.237.77. 216 dover.idf.il |[Cl000106: HTITP. najestic bot B ock 1
52. 35. 180. 112 Lhited Sates 147.237. 72. 156 aman. i df . il C1000107: DDCs- Spoof ed HTTP Packet s B ock 1
106. 38. 241. 106 Chi na 147. 237.72. 166 aka.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
93.173.8.32 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
222.186.56. 5 147.237.76.34 |China yohal an. i df .i | ET SCAN Potential SSH Scan 1
77.126.229. 187 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213. 8. 204. 38 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
62.128.48.134 |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
185. 120. 126. 58 |147.237.77. 216 dover . idf.il portscan: TCP O stributed Portscan 1
1 34 75 250 147 237.0.35  |Tai van akavs. i df il ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
180. 151. 49. 253 |147.237.76. 202 I ndi a e.halag.idf.il ET SCAN Potential SSH Scan 1
180. 151. 49. 253 [147.237.76. 177 |Indi a ncore.idf.il ET SCAN Potential SSH Scan 1
180. 151. 49. 253 [147.237.76.30 |India hi nush. i df . i | ET SCAN Potential SSH Scan 1
11435, 215. 163|147 237 8 28 |Tai van o nobi | e ks, i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 66. 0. 80 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.111.84. 3 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
222.186.56. 5 147.237.76.30 |Chi na hi nush. i df . i | ET SCAN Potential SSH Scan 1
66. 249. 78. 82 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
212.179. 177. 148|147. 237. 77. 216 || srael dover.idf.il SERVER APAO_E Apac.he mod_sslnon-SSL. connection to SS. 1
port denial of service attenpt
46.120.127.69 [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237.0.19 |China madi matal .idf.il [ET SCAN Potential SSH Scan 1
180. 151. 49. 253 [147.237.76. 199 |Indi a e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
180. 151. 49. 253 |147.237.76.34 [India yohal an. i df .| ET SCAN Potential SSH Scan 1
176.106.43.60  |147. 237. 77. 216 gcis;iigéa” Territory, Noover. i . i1 portscan: TCP Distributed Portscan 1
112.196. 49. 101 [147.237.0.35 |india akavs. i df il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
149.78.162. 248 |Israel 147.237.77. 233 |atal i df .l Bad TCP sequence SNretransmt with different moni tor  [231
w ndow scal e
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 51
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
. . SYNretransmt wth different .

93.173.171.84 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 31

213.57.131. 178 |[Israel 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 20

213.57.131.178 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINAGK retransmt with different Jooyitor |19

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

176.13.2.216  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi

46.120.61.143 [ srael 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g nvalid segnent retransmssi on. drop 14
Ret ransni ssi on Packet dropped.

109. 65. 123. 248 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 12

109. 65. 123. 248 |l srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 12

46. 19. 85. 207 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 12

2.54.147. 153 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 10

148. 177. 129. 212|Eur ope 147.237.72. 166 |aka.i df .i | drop SAMrule drop 10

2.54.147. 153 I srael 147.237.77. 216 |dover.idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi

80. 178. 168. 202 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.

212.143. 66. 108 |[Israel 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop

2.54.147. 153 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid sequence nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

66.249.75.30  |tited Sates |147.237. 76. 200 [ei tan. aka i df .il 9 =g Invalid segnent retransmssion. drop 8
Ret ransni ssi on Packet dropped.

2.54.147. 153 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber aert 8

2.54.147.153 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 8

46. 19. 85. 77 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7

46.19. 85. 154 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7

213.57.143. 124 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 7

79.183.14.142 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TP Invalid ' i ssi

2.54.136.237  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.181. 198. 229 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

109. 65.194.70  |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.178.51.133 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

80. 246. 139. 158 I srael 147.237.0.19 |madimatal.idf.il 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

82.166.42.67  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

185.32.179.56 |l srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.

185.32.179.194 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5

46. 19. 85. 255 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5

31. 154. 160. 243 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5

100. 100. 16. 12 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 5
Sreamng Engine: TCP Invalid i i SSi

199.30.25.250 |UWnited Sates  |147.237. 76. 200 |ei tan. aka i df .i| 9 =g Inval id segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.

173. 66. 145. 154 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

84.108.193. 168 |[lIsrael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid ' i ssi

176.13.13.191 |l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.

185. 3. 144. 23 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |4
Sreamng Engine: TCP Invalid i i SSi

176.12. 141. 152 |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.

31.154.254. 47 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

2.54. 147. 153 I srael 147.237. 77. 216 [dover.i df il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4

2.52.14.128 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 86. 183 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreanming Engine: TCP Invalid i i Ssi

79.180.54.81  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.

Russi an o Streaming Engine: TCP Invalid Invalid segnent retransmssion.

5. 255. 253. 188 ration 147.237. 72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i Ssi

62.90.235.170 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.

109. 160. 172. 117l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

80. 246. 139. 158 |Israel 147.237.77. 243 |nobile.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.120.61.143  |israel 147.237.76. 200 |ei tan. aka. i df . i | Zg?l'\;)r?y(;ffl;ge Sane Response (bde (404) in Session from Bl ock 180
176.12.142. 42  |Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 107
80. 246. 139. 158 |l srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock 77
46. 19. 85. 229 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 72
46.19. 85. 227 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 71
176.12.142. 42 |israel 147.237.0.19 |[nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 50
2.54.161. 118 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 33
176.13.3. 16 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 20
2.54.12. 11 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock
95. 86. 67. 183 | srael 147.237.72.166|aka. i df . i | Ml tipl e Whaut horized URL Access from 95. 86. 67. 183 B ock 4
46.19. 86. 51 | srael 147.237.77. 243 |nobi | e. i df . i | nLg;“It :?r(;fz'ff' , t’;‘eggrcyisem;esn st ohi 1 ddocunent s/ 1431 Bl ock 4
2.52.139. 21 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 4
217.132.11.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
80.74.107.112 [israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 2
37.142.97. 49 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
217.132.51.217 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 2
79.183.12.136 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.19. 85. 170 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
93.173. 244. 210 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19.85.3 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df . i | b stri bt oc 1T§;f;§;gi?geﬁvﬁclzs:psn Bock |2
46.19. 85. 170 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
79.183. 165. 249 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .i|/xmrpc. php B ock
109. 65. 123. 248 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.65.118 I srael 147.237.76.42 |refuah.idf.il ﬂ?fég;’_r'?é_efzﬁp :’;C;sasgetff’i | es/ 813048, pg B ock 1
204.13.200. 200 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/1133-22638-he/ dover.aspx. |B ock 1
37.46.36. 131 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to kosher-kravi.idf.il/xmrpc. php B ock
89.138.72.141 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
62. 90. 85. 26 I srael 147.237.77.74 |lawidf.il \Twarztv\?: d?'?el /\'lg;gf ggggﬁizgﬁfil;mmader SearchStxtSearch in g ooy 1
176.13.18. 183 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
52.35.180.112 |lhited Sates [147.237.72.156 (anan. i df.il NULL Character in Method B ock
157.55.30.20  |thited Sates |147.237.0.34 [tikshuv.idf.il mitihlfsrr:uf/.e? de.F?_I /Atcecnepfztte; qereral/ goner . asix Bl ock 1
80. 246. 130. 128 |[Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to ww i df.il/giyus B ock 1
107.178.194.83 |Wited Qates  |147.237.77. 216 |dover . i df . i | b stri bt oc 1T§;f;§;gi?geﬁvﬁclzs:psn Bock |1
Russi an ) ] Unau_t hor? zed URL Access to _
78.36.171. 210 Feder at i on 147.237.77.216|dover. i df . il v i df . i I_/tenpl at es/ honepage/ horepage. aspx/ t enpl at es/ sendt of ri en |B ock 1
d/ sendt of ri end. aspx
208.184.112.74 |Wited Sates  |147.237. 77. 216 |dover . i df . i | D stri buted 1?;‘;};;&;;?&%&??:&” Bock |1
66. 249. 64. 200 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 200 B ock 1
199. 16. 156. 125 |Uhited Sates  [147.237.77.216|dover.idf .i | Ml ti pl e Uhaut horized URL Access from 199. 16. 156. 125 B ock
46.19.85. 77 I srael 147.237.77.74 |lawidf.i| ;Trwarzf:[ d???/\zﬂog-ﬁteilggt ';’ZSI Z;i;bader 13uctbader Search$txt Search in g 1
93.173.171.84 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ reset . css B ock 1
85.25.103.119 |Ger many 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/wp-config. php~ B ock 1
61.135. 190. 197 |China 147.237.0.34 |ti kshuv.idf.il Unhaut hori zed URL Access to 147.237.0. 34/ styl e/ 1. he/ 960. css B ock 1
2.54.138. 206 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
217.132.26.91 [Israel 147. 237.76. 147 |chi nuch. aka. i df . || oot hort zed Mehad BEST for aspx None 1
46.121.64.254 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
122.180. 205. 111|India 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
46.19.85.227  |israel 147.237.0.19 |nadimatal .idf.il rtfa;u;hair;%?;%nﬁffzstésplates/calalog/catalog. aspx Bl ock 1
95. 86. 67. 183 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/g B ock
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock
207. 46. 13. 49 Lhited Sates [147.237.72.166|aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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