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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3420
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 229
45, 32. 246. 5 147.237.76. 39 nobi | e. nei tav.idf.il|lnvalid TGP H ags drop 8

45, 32. 246. 5 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 3
115. 239. 228. 8 Chi na 147.237.76. 86 navy.idf.il JIMPurple Gon Linit Htp drop 3
45.32.246. 5 147.237. 77. 205 prisha.idf.il Invalid TGP H ags drop 3
115. 239. 228. 8 Chi na 147.237.76. 86 navy.idf.il JLM Under _Attack _Con Htp drop 2

66. 151. 55. 116 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Wp Al _Nets drop 2
66.151. 55. 110 Lhited Sates 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Up Al Nets drop 1

66. 151. 55. 114 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ulp Al _Nets drop 1
66.151. 55. 117 Lhited Sates 147.237.76. 86 navy.idf.il B ock_ Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

162. 251. 167. 74 [147.237.77.216|Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
158.255.2.52  |147.237.8.45 ?ég:;;”im eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
84.108.236. 116 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
66.249.74.97  |147.237.72.166|W0ited Sates  |aka idf.il ET SCAN NVAP -sA (2) 1
45.32.246.5 147. 237. 77. 205 prisha idf.il ET SCAN NVAP -sS w ndow 3072 1
45.32.246.5 147. 237. 77. 205 prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
45.32.246.5 147.237.76. 39 nobi | e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 4096 1
194. 114. 146. 227(147. 237. 72. 166 |I srael aka.idf.il SER\/ER'APAO_E Apache med_ss| non-SSL connection to SSL port 1
deni al of service attenpt
12.139.41.189  [147.237.76.39 |lnited Sates nobi | e.nei tav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
158.255.2.52  |147.237.76. 202 gj::;”ion e halag.idf.il ET SCAN Potential SSH Scan 1
87.69.195. 142  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
82.166.247.66 |147.237.72.166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
45.32.246.5 147.237.77. 205 prishaidf.il ET SCAN NVAP -sS w ndow 4096 1
45.32.246.5 147. 237. 77. 205 prisha idf.il ET SCAN NVAP -sS w ndow 2048 1
45.32.246.5 147. 237.77. 205 prisha idf.il ET SCAN NVAP -f -sS 1
194, 114. 146. 227|147. 237. 72. 166 |I srael aka.idf.il portscan: TQP D stributed Portscan 1
12.139.41.189 |147.237.77.176|lhited Sates mat pash. i df .i ET SCAN NVAP -sS w ndow 1024 1
176.12.151. 60  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
213.57.128. 142 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 37
o SYNWACK retransmt with .
213.57.128. 142 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vindow scal e nonitor |36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
46.19. 85. 108 | srael 147.237.72. 167 |ishurimaka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 23
195. 160. 240. 11 |Israel 147. 237.72. 167 |ishurimaka.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 13
194. 114. 146. 2271 srael 147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Vb Server Enforcenent HTTP Deni
207.241.229. 96 |Uited Sates [147. 237. 72. 166 |aka i of .11 . Véb Servers Sow HITP Denidl of | .y 12
Mol ation Service
45.32.246. 5 147.237. 77. 205 |prisha.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TCP Invalid i i ssi
109. 64. 160. 94 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
192, 115. 177. 202|I srael 147.237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
185. 89. 217. 225 147.237.77. 226 "f"l"’“ha”atz'aka"df dr op First packet ism't SWN drop 9
66.249.93.106 |lLhited Sates |147.237.77.74 |(lawidf.il dr op Frst packet isn't SYN drop 8
Sreanming Engine: TGP Invalid i i ssi
176.13.18. 147 |Israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. . 8
Ret ransni ssi on Packet dropped.
45.32.246. 5 147.237.77. 205 |prisha.idf.il SYN At t ack SYN -> SYN-ACK -> RST alert
80.246.136.65 |lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 206 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
192.114.91. 230 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80. 246. 137. 170 | srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39.28  |Wnited Sates |147. 237. 77. 234 |hal ag. i df .1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 70 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109.67.98.79  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
. . o SYN+ACK retransmt wth .
80. 246. 137. 210 |l srael 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence di fferent window scal e moni tor |6
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 33 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
2.52.139.181  [israel 147.237.77. 226 "f"l"“ha”atz'aka"df Bad TCP sequence monitor |6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
109.67.20.20  |israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 179 I srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79. 176. 236. 235 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
94.230.86.165 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.52.139.181  [Israel 147.237.77. 226 [ " chamat z. aka. 1df 1paq TOP sequence Invalid sequence nunber alert 5
185. 3. 146. 249 |l srael 147.237. 72. 156 [aman. i df . i Bad TCP sequence Invalid ACK nunber noni t or 5
Sreanming Engine: TCP Invalid i i ssi
157.56.39.229 |[Wnited Sates |147. 237. 7. 234 |hal ag.i of . i 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
2.52.139.181  [israel 147.237.77. 226 ‘“:"I”“Cha”atz' aka.Tdf 1gnoof ed Reset monitor |4
50. 135. 80. 10 Lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
. ) SYNtAXK retransmt with .
109. 67.56. 163 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 4
46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence nonitor |4
Sreamng Engine: TCP Invalid i i ssi
212.235.93.195 |Israel 147. 237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.34  |Wited Sates |147. 237. 77. 234 |hal ag.i df . 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.79.10  |Wited Sates |147. 237. 72. 166 |aka. i of .il 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.142 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176. 174. 102 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
84.111.102. 226 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
46.121. 145.175 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
46.19. 85. 161 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber alert 3
82.80.198.164 |[lIsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
109. 67.56. 163 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
185. 3. 146. 187 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
79.181.143. 198 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.68.241.253 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
79.176.230.39 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.116.36.196 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 387
2.52.138.228  |Israel 147.237.0.19 |nadimatal .idf.i ;O‘;Z'ﬁgy&ozfzéhe Sane Response (bde (404) in Session from Bl ock 238
2.54.134.53 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 217
2.52.138. 228 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 189
2.52.138.228 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 185
46.116.36.196 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 167
2.54.134.53 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 124
176.13.7.181 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 105
2.54.172.58 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 70
46.116.36.196 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 67
2.52.138.228  |Israel 147.237.0.19 |nadimatal .idf.i ;?gzﬁgys_ozfzéhe Sane Response (bde (403) in Session from Bl ock 66
176.13.7.181 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 62
176.12. 141. 105 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 62
109. 66. 133. 156 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 47
2.52.138.228 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 41
79.183. 196. 222 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
2.54.172.58 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 24
176.13. 14. 22 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
46. 19. 86. 39 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
2.54.134.53 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 17
149. 88. 80. 245 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for waw aka. idf.il/ Bl ock 10
46. 19. 85. 255 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.52.13.31 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
79.179. 60. 23 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
176.12. 142. 234 |Israel 147.237.77. 243 |nobi 1 e. i df . i | m;ﬂtgci’rd'leie?/t’;eggfﬁzm S e/l st chi | ddocurent &/ 1152 Bl ock 4
176. 13. 4. 190 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
176.13.17.16 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from176. 13.17. 16 Bl ock 3
149. 88. 80. 245 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 7/ B ock 3
195. 154. 146. 225|France 147.237.77. 216 |dover . i df .i | Mitiple I11egal HITP Version from 195. 154. 146. 225 B ock 2
84.111.110. 170 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df .i | D stri buted ff;;_t:;;gfﬂeﬁviﬁc_ispsn Bock |2
46.117.21.201 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from46.117.21. 201 Bl ock 2
37.26.148.148 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 86. 70 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
2.54.180. 190 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.i df .i | Ml tiple Uhauthorized URL Access from 192. 116. 232. 69 B ock 2
37.142.241.177 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.15.131 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
107.178.194.87 |Uited Sates  [147.237.77. 216|dover . idf il |0 o ted 1?552323?%%&?21? Bock |2
68.180.230.29 [United Sates  |147.237.77.176 |nat pash. i df . i | mazz;z%‘;e M /Oég;;?;efsgg:@aisgx Bock |1
188. 143. 232. 34 gz::;”i on 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 188. 143. 232. 34 Bl ock 1
107.178.194.87 [United Sates  [147.237.77. 216 |dover i i1 [t 0 TEIRUREE R e Bock |1
37.26.146.175 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unknown Par anet er
84.228.19.254 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$cphSachar $enpl oynent Stat eshonth in None 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
213.151.36.9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwy aka. i df.il/main/ B ock 1
66.249.74.100 I srael 147.237.77. 176 [nat pash. i df . i | muéggarltl Zled(: .?I:a/_u':‘e:;ilsisnftgrnali on/ i dkoni ni pages/ csaf csf . aspx B ock !
82.80.198.164 |[Israel 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SSL Sessions from82.80.198. 164 ((pen Mde) None
207.46.13.186 |Wited Sates |147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw | aw i df.il/aj ax/ navbar B ock
46.166.139.20 [Netherl ands 147.237.77.74 |lawidf .il Unaut hori zed URL Access to 147.237.77. 74/ xmrpc. php B ock 1
132. 66. 222. 158 |Israel 147. 237.72. 156 |anan. i df . i | f‘gs‘sgtégf,ﬁibigpﬁ”gﬁi g]\l_-szToxgc:le?\lgEi) on None 1
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