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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3624
66. 249. 79. 10 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3088
216.165.95. 1 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

45, 32. 246. 5 147.237. 8. 50 e tikshuv.idf.il Invalid TGP H ags drop 6

45. 32. 246.5 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 6

98. 209. 136. 30 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2

66. 151. 55. 112 Lhited Sates 147.237. 76. 86 navy.idf.il ock Wdp Al _Nets drop 2

66. 151. 55. 110 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
167. 88. 12. 209 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df.il |bl ock-sp-trafl drop 1
77.158. 88. 41 Fr ance 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

66. 151. 55. 114 Lhited Sates 147.237. 76. 86 navy.idf.il B ock_Udp Al _Nets drop 1

82. 80. 217. 70 | srael 147. 237. 76. 42 refuah.idf.il ock Wdp Al _Nets drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
198. 55. 103. 19 Lhited Sates 147.237. 0. 200 ndu. i df . il JLIMPurple Gon Limt_Htp drop 1
66.151. 55. 117 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Count
52.33.106. 123 Wited Sates 147.237.77. 176 nat pash. i df . i | C1000107: DDCS- Spoof ed HTTP Packet s B ock 1
52.35.180. 120 Lhited Sates 147. 237. 76. 200 eitan.aka.idf.il |ClL000107: DDCS- Spoof ed HTTP Packets B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

167. 114. 156. 16 147.237.77.216  |Canada dover.idf.il portscan: TCP D stributed Portscan 2
212.235. 80. 65 147.237.72.166  [Israel aka idf.il portscan: TP D stributed Portscan 1
93. 93. 218. 250 147.237.77.121 Uni ted Ki ngdom e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.76. 34 kr ai ne yohal an. i df .| ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
85. 65. 190. 204 147.237.77.216  |[Israel dover.idf.il portscan: TP D stributed Portscan 1
45.32.246.5 147. 237. 76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
45.32.246.5 147.237. 76. 86 navy. idf.il ET SCAN NVAP -f -sS 1
213.8.204. 37 147.237.72.166  [Israel aka idf.il portscan: TP D stributed Portscan 1
212.179.230.196  |147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
158. 255. 2. 52 147.237.0. 33 Russi an Federation idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 147.237.76. 34 krai ne yohal an. i df .| ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 167. 155 147. 237.77.178 Net her | ands ematpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 185 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
45.32.246. 5 147.237.76. 86 navy. i df.il ET SCAN NVAP -sS wi ndow 1024 1
2.52.2.64 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
213.57.57. 113 147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Ret r ansm ssi on

Packet dropped.

Count ry Target Address |Ste Signature
194. 170. 74. 98 ;:;rt:tdesprab 147.237.77. 176 |metpash.idf.il  |drop First packet isnmt SYN drop 90
169. 231.53.86 |lLhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 46
87.69.37.73 I srael 147.237.0.34 |tikshuwv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 41
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 36
169. 231.53.86 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
46. 19. 86. 197 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d AK nunber noni t or 19
77.158. 88. 41 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
216.165.95. 1 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
46.19.85.64  |Israel 147, 237.72. 167 [i shurimaka i i | ' SN Engine: TQP Invalid invalid segnent retransnissi on, drop 18
Ret ransni ssi on Packet dropped.
212.143. 61. 166 |l srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid finvalid segnent retransnission. | o 18
Ret r ansmi ssi on Packet dropped.
132. 74. 215. 159 |l srael 147.237.77. 170 |nmarachot . i df .i| [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
77.158. 88. 40 France 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 14
93.94.40.14  |israel 147237, 72. 167 i shurimaka. i i || €2 NG Engine: TCP Invalid finvalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
80.178.15.226 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46.19.85.118 |[Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d ACK nunber noni t or 11
213.57. 128. 142 |I srael 147. 237.72. 166 |aka i df . i Bad TCP sequence mﬁ;‘:;"’mmt wthdifferent | ontor |10
132. 74. 215. 159 |l srael 147.237.77. 170 |maarachot . i df il |dr op Frst packet isn't SN drop 10
213.57.128. 142 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
45.32. 246. 5 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19.86.8 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 9
45.32.246. 5 147.237.8.50 |e.tikshuv.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 9
120. 36. 226. 3 Chi na 147.237.77.74 |lawidf.il drop SAMrul e drop 8
45.32.246. 5 147.237.8.50 |e.tikshuv.idf.il [SYN At tack SYN -> SYN-ACK -> RST alert 7
46. 19. 85. 173 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 92 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d AK nunber noni t or 7
87.68.23.228 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
147. 236. 238. 52 |I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.52.160.90 [Israel 147.237.77. 243 |mati e i i1 || €M NG Engine: TGP Invalid Jinvalid segent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
109. 66. 109. 105 |i srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.52.44. 42 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
176.13.7.214  |[lIsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19.85.202 [Israel 147.237.76.86 [navy.idf.il Bad TCP sequence I'nvalid ACK nunber alert 6
46.19.85.202 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19.86.185 |Israel 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid finvalid segnent retransnission. | o 6
Ret r ansmi ssi on Packet dropped.
194. 90. 41. 227 |Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.173  |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
207.241.226. 39 |Uhited Sates  [147.237.76.31 |nakchal.idf.il |drop SAMrule drop 5
94.230. 86. 174 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
46.116.90. 139 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t o 4
46.19.85.202 [Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
213.57. 142. 242 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 203 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85.200 [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 4
208. 115. 113. 89 |Lhited S ates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
83. 130. 100. 176 [l srael 147.237.72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST alert 4
46.19.85.200 [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
46.116.90. 139 [lIsrael 147.237.77. 233 |atal .idf .il Bad TCP sequence Invalid ACK nunber alert 4
46.19.85.202 |[Israel 147.237.77. 216 |dover . i df .i | Bad TCP sequence I'nvalid ACK nunber alert 4
83. 130. 100. 176 |l srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79.183.193.96 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid Jinvalid segnent retransnission drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.138.228 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
37.26.149.166 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 26
213. 8. 204. 37 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/7/ Bl ock 7
185.32.179. 114 |Israel 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation irrent Passvord in Bock |5
nobi | e. i df . i |/ sachar/ changepasswor d
176.13.1. 81 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 5
213. 8. 204. 37 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 213.8.204. 37 Bl ock 4
213. 8. 204. 37 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 4
2.54.134.53 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
87.68.155.179 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 87.68.155.179  |B ock 3
176.13.4.73 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
87.68.156.154 |[Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
52.33.106.123 |thited Sates [147.237.77.176|nat pash.idf.il Mitiple Illegal Byte Gode Character in Mthod from52. 33.106. 123 Bl ock 2
wawwv. chamat z. aka. i |waut hori zed URL Access to
212.179.21. 194 Israel 147.237.77.226) 4 4| v chanat z. aka. i df . i 1/si p_storage/ il es/ 9/ 2479, | pg Bock 2
52.35.180.120 [lhited Sates [147.237.76.200[eitan. aka.idf.il Dstributed I11egal Byte Qode Character in Mthod Bl ock
52.35.180.120 |lhited Sates [147.237.76.200[eitan.aka.idf.il Dstributed NULL Character in Mt hod B ock
] - . Distributed Uhaut hori zed URL Access on
208.184.112.75 |Wited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 2
66. 249. 79. 75 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wanidf.il/error.htm B ock 2
212.25.102.57 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
84.108. 61. 66 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46.19. 86. 194 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
208.115.113.89 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df.il/hebrew history/founded. htm |B ock 1
] . - Unaut hori zed URL Access to
68.180.230.29  [United Sates [147.237.77. 176 [nat pash. idf.il wan cogat . i df . i/t enpl at es/ shar ed/ user cont rol s/ pronot i oncube/ Bl ock !
37.26.147.200 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
. ny- kosher - kravi . i df .
184. 105. 247. 196|Lhited Sates |147.237.0.16 O Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
2.52.11.185 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Russi an . . Paraneter Type M ol ati on PageNumin
109. 235.189. 141 "0 ~ . 147.237.77.74 |lawidf.il vown | aw i df i |/ 163- en/ pat zar . asp B ock 1
. - Unaut hori zed URL Access to
66.249. 65. 118 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994~ 8810- he/ r ef uah. aspx B ock 1
45.55. 132, 217 147.237.77.234|hal ag. i df . i | Distributed hauthori zed URL Access on / B ock 1
198. 20. 87. 98 Lhited Sates [147.237.72.167)i shurimaka.idf.il [Wauthorized LR Access to 147.237.72. 167/ B ock 1
79.183.186.96 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66.249.79.123 |[Israel 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx  |B ock 1
- . Paraneter Type Mol ation fronate in
2.54. 63. 204 I sr ael 147.237.76.86 [navy.idf.il vw navy. i o i 1/ shar ed/ aj ax/ get news! obbycont ent . aspx Bl ock 1
149. 88.152.99  |Israel 147.237.72.167|i shurimaka. i df .il [SSL Wntraceabl e Connection - Cpen Mde None 1
Unknown HTTP Request Met hod A,
. : : S *A[[#O] ] [[#O1 1 [[#O 1 [[#O 1 [[#0]1[[#0]]1[[#0]][[#01]{AM
52.33.106.123 |Wnited Sates |147.237.77.176 |nat pash.idf.i | B ock 1
P [[#29] ] [[#O ] [[#O]] [[#01] [[#O]] [[#O1] [[#O]1[[#O1][[#O]1[[#O1][[#0]]1[[#0]
[HO] [[#O]][[#O1] [[#O]] [[#O] 1 WTA, in LR
; . . Distributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
84.108. 236. 7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.121. 92. 46 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
] - . Distributed Uhaut hori zed URL Access on
208.184.112. 74 |Wited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
77.127.162.29 |Israel 147.237.72. 166 |aka. i df .i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
37.26.149.153 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
141.212.122.97 |wited Sates [147.237.0.19 |[nadimatal .idf.il Lhaut hori zed URL Access to /x B ock 1
. . Unaut hori zed URL Access to
66.249.74.100  |Israel 147.237.77. 176 [mat pash. i df . i | vann cogat i df i 1/ 901- 9481- he/ cogat . asp Bl ock 1
213. 8. 204. 37 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf . il Lhaut hori zed LRL Access to ww i df.il/newsite/english Bl ock 1
52.33.106.123 |lLhited Sates |147.237.77.176|mat pash.idf.il Mil tiple NILL Character in Method from 52. 33. 106. 123 B ock 1
m ny- kosher - kr avi .
45.55. 147. 127 147.237.0. 17 i dfnyi | Distributed Uhauthorized URL Access on / B ock 1
208.115.113.89 |Wited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 208. 115. 113. 89 B ock 1
. . Unaut hori zed URL Access to
80.179.223.31 |Israel 147.237.77. 176 [nat pash. i of . i | v cogat i df .i1/si . storagelfi | es/ 9/ 4629, ] pg Bl ock 1
66.249.79.222 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/milui ml/ mai n35cc. ht m B ock 1
] . . . Unaut hori zed URL Access to
157.55.39.242  [United Sates [147.237.76.147 chi nuch. aka. i df .11 ww chi nuch. aka. i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

12-10-2015-09:04:08 to 12-10-2015-10:04:08




