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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3351
45.32.246.5 147.237.76. 34 yohal an.idf.il Invalid TGP H ags drop 8

45, 32. 246. 5 147.237.8. 27 e.nadi matal .idf.il Invalid TP H ags drop 2

50. 4. 163. 157 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Wp All Nets dr op 2

167. 88. 10. 84 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1

185. 106. 94. 126 147. 237. 76. 201 e.atal.idf.il Block Udp Al Nets drop 1

167. 88. 12. 208 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1

185. 106. 94. 126 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1




12-10-2015-07:04:03 to 12-10-2015-08:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |S gnature Devi ce Action |Oount |

167. 114. 229. 245 |Canada 147.237.76.42 |refuah.idf.il]|13891: TLS enSSL Encrypt ed/ Lhencrypted Heartbeat Packet Per mit 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry [Ste Signature
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
.. .. |ET DOB Large amount of TGP ZeroWndow - Possi bl e Nkiller2 DDos
132.74.95. 19 147.237.77. 170 |l srael naar achot . i df . il 2
attack
211.213. 231. 61 |147. 237. 0. 15 ?rea' Republic |\ ocher-kravi.idf.i |[ET SCAN Potential SSH Scan 1
138. 134. 102. 16 [147. 237. 77. 216 [I srael dover . idf.il portscan: TCP O stributed Portscan 1
113. 160. 150. 62 |147. 237. 72. 217 |V et nam eidf.il ET SCAN NVAP -sS w ndow 4096 1
104. 233.86.91 |147.237.77.205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.32.246.5 147. 237.76. 34 yohal an. i df.il ET SCAN NVAP -sS w ndow 4096 1
45.32.246.5 147. 237.76. 34 yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
211.213. 231. 61 |147. 237. 76. 86 g‘f’rea' RepUbliC oy, i of i ET SCAN Potential SSH Scan 1
113. 160. 150. 62 |147. 237. 72. 217 |V et nam eidf.il ET SCAN NVAP -sS w ndow 3072 1
46.19.86.244  |147.237.77. 216l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
45.32.246.5 147.237.76. 34 yohal an.i df.il ET SCAN NVAP -sS w ndow 3072 1
45.32.246.5 147. 237.8. 27 e.madimatal .idf.i |ET SCAN Potenti al SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
213.57.137.191 [Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout |[reject 10
46. 19. 85. 90 I 'srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACGK nunber noni t or
5.28.147.64 I srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject
89.138.79.245 |lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning BEngine: TCP Invalid i i SSi
207.46.13.152 |Uited Qates  |147.237. 76. 200 [ei tan. aka i df i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
213.57.137.191 [Israel 147. 237.72. 166 |aka. i of . i | Bad TCP sequence SINFACK retransmt wi th monitor |5
different wndow scal e
46.19. 86. 113 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
66.87.117.137 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
37.26.146.252 |lsrael 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
66.249.64.190 |lnited Sates |147. 237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 113 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaming Engine: TCP Invalid i i ssi
157.55.39. 242 |Wited Sates |147. 237.76. 200 |eitan. aka. i df il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.68.68.205 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.183. 164. 167 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64.26. 107 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
138. 134. 102. 16 |l srael 147. 237.72. 167 |i shuri maka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
5. 255. 253. 157 RJSf::I”ion 147. 237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
Sreaning BEngine: TCP Invalid i i SSi
176.13.8.155  [Israel 147. 237. 77. 243 |nobi l e.i df . i | 9 =g Inval id segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
207.46.13.59  |lWited Sates |147.237.76.200 |eitan. aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dropped.
68. 148. 168. 110 [Canada 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 2
46. 19. 85. 86 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |2
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 2
46. 19. 86. 69 | srael 147.237. 77. 170 [naar achot . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2
. . SYNWAXK retransmt with .
85.65.173.180 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence di fferent w ndow scal e monitor |2
Sreaning Engine: TCP Invalid i i Ssi
207.46.13.49  |Wnited Sates |147.237.76. 200 |eitan. aka. i df i g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
46. 19. 86. 208 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
148.177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df . i SYN At ack SYN -> SYN-ACK -> Tineout [alert 1
141.212. 122. 134|lnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
38.99. 82. 253 Lhited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
2.54.26. 163 I srael 147. 237. 72. 156 [anan. i df . i1 Bad TCP sequence Invalid ACGK nunber alert 1
46. 19. 86. 208 I srael 147.237.77. 176 |mat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
139.196. 104. 39 |Chi na 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
Russi an . . SYNWAXK retransmt with )
5. 255. 253, 157 er ot on 147.237.77. 216 [dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
82.102. 169. 113 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
218.16.40.203 [China 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow moni tor |1
184.105.139.72 |[Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 135|Wnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.26. 163 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |1
80.246.133.50 I srael 147.237.0.17 |V kosher-kravi-1d |pag TGP sequence Invalid ACK number alert 1
46. 19. 86. 212 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
167.88.12.206 [lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
46.19. 85. 177 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
139. 196. 104. 39 |Chi na 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.26.146.211 |Israel 147.237.0.19 |[nadimatal .idf.il drop First packet isn't SWN drop 1
82.114.174.30 |Yenen 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 1
220.181.108. 77 |China 147. 237.77. 176 |nat pash. i df . i | SYN At ack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
37.26.146.211 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 34
79.177.149.197 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 86. 122 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 3
2.54.26. 163 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
66. 249. 79. 25 I srael 147. 237. 76. 147 |chi nuch. aka. i df . il  [Wauthori zed URL Access to wwu chi nuch. aka. i df .i|/404. ht m |Bl ock 2
46.19. 85. 243 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 2
] . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
37.26.147.185 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
5.29.138. 23 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
79.183.191. 140 |[lIsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock
-kosher-kravi.idf |Ostri i
130.193.50.11 |Russian Federation  |147.237.0.16 | 7. Distributed thauthorized URL Access on . B ock 1
il v ny- kosher -kravi .idf.il/tenpl ates/| ogi n/l ogi n. aspx
] . . . D stributed Unaut hori zed URL Access on
66.220.156.99 |Lnited Sates 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ si p_st or age/ fi | es/ 4/ si 2e220x0/ 1744,  pg B ock 1
] . . Paraneter Type M ol ati on searchText in
208.115.113.89 |lhited Sates 147.237.77. 216 |dover. i df . il v i df i 1/ 1557- en/ dover . aspx Bl ock 1
157. 55. 39. 13 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to wmw cogat . idf.il/894-11081-he |Bl ock 1
-kosher-kravi . i df |Ostri i
5.255.253.176  |Russian Federation  |147.237.0.16 | . Distributed Uhauthori zed LR Access on Bl ock 1
il ww ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1ogi n. aspx
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.83 [Whited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
208.115.111. 73 |[thited Sates 147.237.77. 216 |dover.i df . i | Ml tiple Uhauthorized URL Access from 208.115. 111. 73 B ock 1
2.54.37.52 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
-kosher-kravi . i df |ostri i
141.8.142.22  |Russion Federation  [147.237.0.16 |7 KOSPer-kravi.idf |nistributed tnauthori zed LRL Access on . B ock 1
il W ny- kosher -kravi . idf.il/tenpl ates/| ogi n/logi n. aspx
. . Mul ti pl e Whaut hori zed Method for Known URL from
79.182.57.174 |Israel 147.237.72. 166 |aka. i df . i | 79. 182, 57, 174 B ock 1
. . Unaut hori zed URL Access to
66.249.64.3 I srael 147.237.77. 176 [nat pash. i df . 1 wwy cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
] - . D stributed Lhaut hori zed URL Access on
208.184.112.75 |thited Sates 147.237.77. 216 |dover.i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
-kosher-kravi . i df |ostri i
178. 154, 243. 96 |Russi an Federation  [147.237.0.16 |, KOSPer-kravi.idf |nistributed tnauthori zed LRL Access on . B ock 1
il W ny- kosher -kravi . idf.il/tenpl ates/| ogi n/logi n. aspx
66.249.79.120 |[israel 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed LRL Access to chinuch. aka.idf.il/404. htm B ock
208.115.111. 73 |lhited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/nain.asp |B ock
. . Unaut hori zed URL Access to
5.22.134.63 I srael 147.237.77.74 [law i df. il wan nag. i df . i | /i mages/ 1. he/i nf ocenteritent Bl ock !
141.212.122. 129|United Sates 147.237.76.86 |navy.idf.il Mal formed URL proxytest. zmap. i 0: 80 B ock 1
79.182.57.174 |israel 147.237.72. 166 |aka. i df . i | Wnauit hori zed Met hod HEAD for B ock 1
aka.idf.il/nain/giyus/ general . aspx
] - . D stributed Lhaut hori zed URL Access on
208.184.112.75 |thited Sates 147.237.77. 216 |dover.i df . il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df . i | www. i df . i1/1133-20637- he/ kkkkkkk=86837c04kkkkkkk_86 |Bl ock 1
837c04
] - . D stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 |dover.i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover.i df .i | Mil tipl e Uhaut hori zed URL Access from 68. 180. 228. 112 B ock 1
46. 246. 154. 161 |G eece 147.237.77. 216 |dover . i df . i | PHP At tenpt B ock 1
] . . Paraneter Type M ol ati on PageNumin
208.115.113.89 [Uited Sates 147.237.77. 216 (dover. i df . il v i df i 1/ 1065- he/ dover . aspx B ock 1
141.212.122. 129|Uhited Sates 147. 237.76. 147 |chi nuch. aka. i df . i | Mal formed URL proxytest. zmap. i o: 80 B ock 1
. . . URL is Above Root Drectory
218.16.40.203 [China 147.237.77. 216 |dover . i df .i | Wi dff i1/ ../ shar edl user cont ol s/ header upper / B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ i n/ gi yus/ f o s, aspx B ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
-kosher-kravi . i df |ostri i
37.140.141.8  |Russian Federation  [147.237.0.16 |1V, KOSPer-kravi.idf |nistributed tnauthori zed LRL Access on . B ock 1
il W ny- kosher -kravi . idf.il/tenpl ates/|ogi n/login. aspx
-kosher-kravi.idf |Ostri i
130.193.50.6  |Russian Federation  147.237.0.16 | . Distributed thauthori zed URL Access on . B ock 1
il v ny- kosher -kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx
68.180.228. 112 |lhited Sates 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wawidf.il/navy/htni/tool fs.asp |B ock 1
46. 246. 154. 161 |G eece 147.237.77. 216 |dover.i df . i | Unaut hori zed LRL Access to wwidf.il/xmrpc. php B ock 1
] . . Paraneter Type Molation SortOr in
208.115.113.89 [Uited Sates 147.237.77. 216 [dover. i df . il v i df i 17 1065- en/ dover . aspx B ock 1
151. 252. 97. 84 g‘ijcis;i':('ja” Territory. |147. 237. 77. 216 |dover . i df . i | Uhaut hori zed URL Access to wn i df .i|/894-ar Bl ock 1
-kosher-kravi . idf |ostri i
5.255.253.120 |Russian Federation  |147.237.0.16 | Distributed Uhaut hori zed LR Access on . B ock 1
il wn ny- kosher -kravi . idf.il/tenpl ates/| ogi n/1ogin. aspx
-kosher-kravi . i df |Ostri i
95.108. 158. 191 |Russian Federation  |147.237.0.16 | . Distributed thauthorized UL Access on Bl ock 1
il ww ny- kosher-kravi .idf.il/tenpl ates/| ogi n/l ogi n. aspx
. . Unaut hori zed URL Access to
66.249.65. 118 |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8822- he/ r ef uah. aspx B ock 1
; . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
46.19. 85. 165 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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