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|Top Attackers | n DDoS- Def ence |

Attacker ‘Target

Attacker Country Signature

Address Address

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3247

66. 249. 78. 96 I'srael 147.237.77. 74 Lawi of il l;]: handshake viol ation, first packet mot |, ) 303

66. 249. 78. 82 I srael 147.237.77.74 lawidf.il ;?: handshake viol ation, first packet mot |, 243
Pal estinian Territory, s

5.133. 30. 45 Qecupi ed 147.237.77. 216 dover.idf.il SYN Hood out of context drop 4

107. 150. 55. 54 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . il |bl ock-sp-trafl drop 1

146. 185. 239. 100 Russi an Federation 147.237. 76. 30 hi nush. i df .i | bl ock-sp-trafl drop 1

95. 221. 99. 153 Russi an Federation 147.237. 76. 39 nobi | e. nei tav.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

151. 80. 31. 147 Italy 147.237.77. 74 lawidf.il 228: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
189. 218.52. 129 |147.237.77.74 |Mexico lawidf.il . 1
Potential Scan or Brute Force
166. 63. 125. 149 [147.237.77. 226 |Uhited Sates ww chamat z. aka. i df.i | |ET SCAN NMVAP -sS wi ndow 4096 1
158.255.2.52  |147.237.0. 19 ?ézzgzm nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
203. 151. 93. 164 |147. 237. 76. 201 |Thai | and eatal.idf.il ET SCAN Potential SSH Scan 1
203.151.93. 164 |147.237. 76. 199 |Thai | and e. nakchal .idf.il ET SCAN Potential SSH Scan 1
203.151.93. 164 |147.237.76. 196 |Thai | and e.svivaidf.il ET SCAN Potential SSH Scan 1
203. 151. 93. 164 |147. 237. 76. 147 |Thai | and chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 52. 129 |147. 237. 77. 233 |Mexi co atal.idf.il . 1
Potential Scan or Brute Force
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 182. 158. 251147.237. 0. 34  |Argenti na tikshuv.idf.il . 1
Potential Scan or Brute Force
166. 63. 125. 149 [147.237.77.226|Uhited Sates ww chamat z. aka. i df.i | |ET SCAN NVAP -sS w ndow 1024 1
28.90. 222 221|147 237 76. 30 |Aul cari hirsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . la | nusn. . .
o Potential Scan or Brute Force
203.151. 93. 164 |147. 237. 76. 202 |Thai | and e halag.idf.il ET SCAN Potential SSH Scan 1
203.151.93. 164 |147.237.76. 200 |Thai | and eitan aka.idf.il ET SCAN Potential SSH Scan 1
203. 151. 93. 164 |147. 237. 76. 197 |Thai | and e. himush. i df . il ET SCAN Potential SSH Scan 1
203.151.93. 164 |147. 237.76. 177 |Thai | and ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
207.232.37.138 |lsrael 147.237.72. 167 |i shurimaka. i df .i Bad TCP sequence I'nval i d sequence nuniber noni t or 52
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.179.9.245 |lIsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |12
62.0.34. 177 I sr ael 147.237. 72. 166 [aka. i df .i | drop First packet isn't SN drop 7
. s SWNretransnmit wth different .
113.103.10.93 |[china 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence vi ndow scal & nonitor |7
Sreaning Engine: TCP Invalid i i ssi
176.12.146.84 | srael 147.237.77. 243 |robi | e, i of . i1 9 =g Invalid segnent retransmssion. |, o, 6
Ret ransm ssi on Packet dr opped.
50. 161. 180. 250 |lLhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 6
66.87.117.137 |Wnited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 8 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning BEngine: TQP Invalid i i ssi
79.183.176.175 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 119 I srael 147.237.77. 243 |nobil e.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
Sreaning Engine: TCP Invalid i i ssi
207.46.13.152 |Wnited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. |, o, 2
Ret ransm ssi on Packet dr opped.
46. 19. 86. 212 I srael 147.237.77. 243 |nobil e.i of .i | Bad TCP sequence Inval i d AGK nunber nonitor |2
113.103.10.93 |China 147.237.77. 216 |dover. i df .i Drectory Traversal directory traversal overflow noni t or 2
213.57.128.172 |Israel 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN - > SYN-ACK -> Timeout [reject 2
184. 105. 247. 235|thited Sates |147.237.0.19 |[nedimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
140. 113. 194. 87 |Tai wan 147.237.77. 226 :"”‘WCha"mZ'aka' Tdf- T fsyN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.52 Wited Sates [147.237.0.33 |idf.il dr op drop 1
52. 28. 32. 164 Uhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 139. 123|thited Sates |147.237.72. 167 |i shuri maka. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
2.54.35.210 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
141.212. 122. 134|Wnited Sates [147.237.77. 178 e. nat pash.iof .1 Geo- | ocati on enf or cenent ﬁ?;ggﬁ;}f” I nbound drop 1
89.248.172.78 |Netherlands [147.237.72. 156 |aman.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 86 |lhited Sates |147.237.8.27 |e.madimata.idf.il  |Geo-1ocati on enforcerent S;]?O'rggi'nf” I nbound drop 1
184. 105. 247. 239|Wited Sates [147.237.8.50 e tikshuv.idf.il Geo-1 ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212. 122. 133|Wited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent S;]?O'rggi'nf” I nbound drop 1
52.28.32. 164 Lhited Sates |147.237.0.16 [ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
184. 105. 247. 216|Wnited Sates [147.237.8.27 |e.nadimata.idf.il  |Geo-1ocati on enf or cerent gﬁ?;'rggixn I nbound drop 1
5.29. 155. 176 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
141.212.122. 135|thited Sates |147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
89.248.172.78 |Netherlands [147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
216.218.206. 87 |Wited Sates |147.237.77.226 :"”‘WCha"mZ'aka' tdf- T fsyN At t ack SYN -> SYN-ACK -> RST rej ect 1
69. 122.148. 186 |lLnited Sates [147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 247|United Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 165 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141. 212. 122. 133|Wnited Sates [147. 237. 77. 178 |e. nat pash.i of . Geo- | ocati on enf or cenent gﬁ?;'rggixn I nbound drop 1
84.110. 7. 200 I sr ael 147.237. 77. 233 |atal .idf . il Bad TCP sequence I'nval i d ACK nunber alert 1
52.28.32.164  [Uited Sates [147.237.0.17 [V kosher-kravi.id |qy\ At ack SYN -> SYN-ACK -> Tineout  |reject 1
184. 105. 247. 220|Wnited Sates [147.237.77. 121 |e navy.idf. i1 Geo- | ocati on enf or cenent ﬁ?;ggﬁ;}f” I nbound drop 1
5.29. 155. 176 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |1
148.177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
216.218.206. 95 |Wited Sates |147.237.76.201 e atal.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
71. 6. 158. 166 Lhited Sates [147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
192.173. 146. 220|Uhited Sates |147.237.77.176 |natpash.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
184.105.139. 76 |Uhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 134|Wwnited Sates [147.237.8.50 e tikshuv.idf. il Geo- 1 ocati on enf or cement gﬁ?;'rggixn I nbound drop 1
84.110. 7. 200 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176. 12. 144. 165 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 77
. . . Paraneter Type M ol ati on Qurrent Password in
80. 246. 139. 164 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 16
. . . Dstributed Parameter Type Mol ati on on
185.32.179. 114 ]I srael 147.237.77. 243|mobi | e. i df . i | nobi | e. i df . i1/sachar/changepassword paranet er Qurrent Passwor d Bl ock 9
m ny- kosher - kravi . i , .
79.181.49.186 |lsrael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 79.181. 49. 186 None 7
95.86.103. 169 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 95. 86. 103. 169 B ock 5
212.199. 224. 24 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut horized URL Access from 212.199. 224. 24 B ock 3
176.12.146.84  |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179. 131 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
; ] . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bl ock 2
89.135.121.221 |Hungary 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LR from89. 135, 121. 221 B ock 2
80. 246. 139. 164 |[lIsrael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 2
176. 12. 140. 218 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 2
66.249. 64. 233 [Israel 147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 2
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df . il Mil tipl e Uauthorized URL Access from 46. 118. 155. 216 B ock 1
Russi an ny- kosher-kravi . i df [ostributed thauthorized LR Access on
5.255.253. 122 Federation 147.237.0.16 il ww ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1ogin. aspx B ock !
Russi an ny-kosher-kravi . i df [ostributed Unhauthorized URL Access on
141.8.142. 16 Federation 147.237.0.16 Ol v ny- kosher - kravi . i df.il/tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
- - Unhaut hori zed URL Access to
66.249.64.233 |Israel 147.237.77. 216 |dover . i df . i | Wi i df i 1/ 1133- 12801- he/ dover . aspxx” x?" xce Bl ock 1
40.77.167. 16 Lhited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
; ] . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216(dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wwited Sates (147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
Unknown Par anet er
62.0.34. 177 I srael 147.237.72. 166 [aka. i df . i | ct100s$ct | 00$cphMai n$cphSachar $enpl oynent Stat us in None 1
aka. i df.il/nai n/ sachar/ paysl i ps. aspx
Russi an ny- kosher-kravi . i df [ostributed thauthorized URL Access on
5.255.253. 167 Federation 147.237.0.16 il w ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1ogin. aspx B ock !
Russi an ny- kosher-kravi . i df [ostributed Unhauthorized URL Access on
141.8.142. 25 Federation 147.237.0.16 Ol v ny- kosher - kravi . i df.il/tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
89.138.73.164 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 64. 235  |Israel 147.237.77. 216 (dover. i df . il 147.237. 77. 216/ 1065- he/ dover . aspx Bl ock 1
212.199. 224. 24 |lIsrael 147.237.72.166|aka. i df . i | Lhaut hori zed UR. Access to vww aka. i df.il/sip_storage/files/2/ B ock 1
Russi an ny- kosher -kravi . i df |ostributed Whauthori zed URL Access on
178. 154. 243. 75 Federation 147.237.0.16 il v ny- kosher-kravi . idf.il/tenpl ates/| ogi n/| ogi n. aspx Bl ock !
46.117.24. 36 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
207.46.13.150 |thited Sates |147.237.77.176|mat pash.idf.il Uhaut hori zed LRL Access to waw cogat . idf.il/english B ock
66. 249. 64. 98 | srael 147.237.72.166|aka. i df . i | Uhknown Par anet er 5cf 35968 in aka.idf.il/news/ None
Russi an ny- kosher -kravi . i df |G stributed Whauthori zed URL Access on
5.255.253. 194 Federation 147.237.0.16 il v ny- kosher -kravi . idf.il/tenpl ates/| ogi n/| ogi n. aspx Bl ock !
141.212.122. 129|Uhited Sates [147.237.77.19 |lawforumidf.il Mal formed URL proxyt est. zrmap. i 0: 80 B ock 1
. - Unhaut hori zed URL Access to
66.249.65.112  |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 5/ 3385. | pg B ock 1
46.118.155. 216 |Ukrai ne 147.237.77.216|dover . i df . i Ostributed PHP Attenpt B ock 1
; ] . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216(dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. . Unhaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 (dover. i df . il 147.237.77. 216/ 1133- 20701~ he/ i df gdover . aspx Bl ock 1
208.115.113.89 |Liited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka.idf.il/prisha B ock 1
Russi an ny- kosher -kravi . i df |G stributed Whauthori zed URL Access on
87.140.141.18 Federation 147.237.0.16 il v ny- kosher-kravi . idf.il/tenpl ates/| ogi n/| ogi n. aspx Bl ock !
Unaut hori zed URL Access to
95. 86.103.169 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ &sa=u&ved=0ahukew 0u6- cvndj ahvl 2hok |[Bl ock 1
hf r ga- agf ggi raa&usg=af qj cnhcvyyg7wlcg- yhd5 ammzoyodt wa
. . Unhaut hori zed URL Access to
66.249. 65.115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 4/ 3334, | pg Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on v i df . i|/xmrpc. php B ock
2.54.153. 126 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77.216(|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
89.135. 121. 221 |Hungary 147.237.72. 166 |aka. i df . i | lllegal Byte Code Character in LR /mainkapatz//res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 75 |[Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
40.77.167.8 Lhited Sates |147.237.72.166aka.idf.il Unknown Paraneter catid in aka. idf.il/main/snalinifaqg. aspx None 1
Russi an ny- kosher-kravi . i df [ostributed Uhauthorized LR Access on
95.108.158. 184 Federation 147.237.0.16 il wan ny- kosher - kravi . i df.il/tenpl ates/| ogi n/ I ogi n. aspx Bt ock !
m ny- kosher - kravi . i i i
79.181.49.186 |Israel 147.237.0.17 y llegal Paraneter Encoding rnd in None 1

df.il

mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
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