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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 6346
167. 114. 156. 16 Canada 147.237.77. 216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 3525
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry get Address ‘Site |Sgnature Devi ce Action |Count ‘
185. 106. 94. 2 147.237.77.233 |atal .idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
185. 106. 94. 2 147.237.77.233 |atal .idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
188. 165. 15. 224  |France 147.237.77.170 |maarachot.idf.il| |28 HITP. AhrefBot craw er Bl ock 1
106. 38. 241. 147 |China 147.237.77.216 |dover.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
193. 111. 140. 153 |Ger many 147.237.77.216 |dover.idf.il C1000106: HITP. maj estic bot B ock 1
118.238.1. 113 Japan 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
203.151. 93. 164 |147.237.76.42 |Thailand refuah.idf.il ET SCAN Potential SSH Scan 2
187 160.109. 22 |147. 237 76.34 |nesxi co yobal an.i o i1 ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 106. 94. 2 147.237.77. 233 atal.idf.il ET WEB _SERVER Mii ebl ackcat scanner 1
177 238.237. 5 |147. 237 77. 74 M co Lawidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 248. 168. 213 [147.237.77.216|Netherlands  |dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 168. 213 [147.237.76.38 |[Netherl ands e.eneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.21.181 |[147.237.76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
89.248. 168. 213 [147.237.0.33 |Netherlands  |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.21.181 |147.237.76.39 |China nobi |l e.nei tav.idf.il |ET SCAN Potential SSH Scan 1
89.248.168. 213 [147.237.0.16 |Netherl ands ny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
203.151. 93. 164 |147.237.76.39 |Thailand nobi le.nei tav.idf.il |ET SCAN Potential SSH Scan 1
185. 112. 102. 222(147. 237.0. 15 kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
177 238.237. 5 |147. 237 77. 235 | co vivaid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
133.130. 118. 109|147. 237. 0. 34  [Japan tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248. 168. 213 [147.237. 76. 42 |Netherl ands refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
89. 248. 168. 213 [147.237.76.30 |[Netherlands hi nush. i df il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.21.181 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
89.248. 168. 213 [147.237.0.19 [Netherlands madi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
203.151. 93. 164 |[147.237.76.30 [Thailand hi nush. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df . i drop SMrule drop 32
Lhi ted s -
781446871 | 147. 237. 77. 216 |dover. i df . i drop First packet isn't SWN drop 31
213.57.239.25 [lIsrael 147.237. 77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaning Engine: TCP Invalid i i ssi
66. 249. 79. 6 Wited Sates  |147.237.77. 234 |halag. i df .1 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66. 249. 79. 9 Lhited Sates |147.237.77. 234 |halag.idf il 9 =g Invalid segnent retransmssion. 10
Ret ransni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.195 |Wited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
89.138. 0. 201 | srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TP Invalid i i ssi
46.19.86.216  |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an o Streaning Engine: TCP Inval id |invalid segnent retransnission.
5. 255. 253. 188 oot on 147.237.72. 166 |aka.i df . i1 Ret 1 ansni ssi on Facket dr opper. drop 3
62. 90. 95. 50 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
167.88.12.201 |Wited Sates |147.237.77.178|e natpash.idf.il Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 2
Sreaning Engine: TCP Invalid i i ssi
65.55.210. 145 |Uited Sates  |147. 237. 76. 200 |ei tan. aka i df i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249. 64.190 |lnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
84.108. 108. 9 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d AGK nunber aert
84.108.108. 9 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
85.64.207. 163 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
62.210. 136. 217 |France 147.237.77. 121 |e. navy. i of .i Geo- | ocati on enf or cenent @o- | ocati on i nbound drop 2
enf or cenent
74.82. 47. 47 Lhited Sates |147.237. 72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
216. 218. 206. 100|United Sates  |147. 237. 77. 216 [dover. i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect
8.37.228.77 g”&;ymus 147. 237. 77. 216 |dover . i of . i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
141.212. 122, 145|Wnited Sates  |147. 237. 76. 199 |e. nakchal .i df . i | Geo- | ocati on enf or cenent Sﬁ?olrgg?;'mon  nbound drop 1
89. 138. 0. 201 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |1
208.90.57.196 |Lhited Sates |147.237.77. 170 |naarachot.idf.il Drectory Traversal directory traversal overflow nonitor |1
74.82.47.31 Lhited Sates |147.237.77. 178 |e. nat pash.idf . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
146. 185. 239. 102 RJSf;:I”i on 147.237.76.30 |hi nush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 141|Wited Sates |147.237.77.233|atal.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
. s . Geo- | ocati on i nbound
218.22.211.69 |China 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent onf or cenent drop 1
71.6.135.131  |Wited Sates |147.237.76.196 |e. sviva.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212. 122, 146|Wited Sates  |147.237.77. 121|e. navy.idf .il Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
74.82.47.31 Lhited Sates |147.237.77.233|atal .icf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149.78.149. 185 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.122. 144|Uhited Sates [147.237.76.39 [nobileneitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.8 Lhited Sates |147.237.77.226 “:"IW chanat z. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.96 |lhited Sates |147.237.0.35 |akave.idf.il drop drop 1
141.212.122. 147|wited Sates  [147.237.77. 121 |e. navy. i df .1 Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
120. 36. 226. 3 Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.34 Lhited Sates |147.237.76. 198 |e. yohal an.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
149. 78. 149. 185 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212. 122. 144|Wited Sates  |147.237. 76. 199 |e. nakchal .i df . i1 Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
74.82.47.19 Wited Sates |147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
184. 105. 247. 211|Wnited Sates  |147. 237. 76. 147 |chi nuch. aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 154|Whited Sates [147.237.0.33  [idf.il drop drop 1
132. 3. 65. 82 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 1
74.82. 47. 43 Lhited Sates |[147.237.72. 167 [i shuri maka. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.76 |Lhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
157.55.39. 131 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
8.37. 227. 69 g”&;y”ous 147. 237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
141.212.122. 145|Wited Sates |147.237.76.39 |mobile.meitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.1.0 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
176. 12. 150. 252 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
] . . DO stributed Whaut horized URL Access on
208.184.112.75 [Wited Sates  |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
109. 66. 185. 110 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 2
68.180.228.112 [nited Sates  [147.237.77.216|dover.idf .il Mil ti pl e Unaut hori zed LRL Access from 68. 180. 228. 112 Bl ock
208.115.113.89 |Whited Sates 147.237.77.216|dover.idf . il Paraneter Type Molation SortDir in wawidf.il/1134-he/ dover.aspx |Bl ock
Unknown Par arret er
37.26.149.164 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP! acekbl der $Logi nCont r ol $capt chascapt [None 1
chaText in ww aka.idf.il/nain/giyus/defaul t.aspx
120.36.226.3  |China 147.237.77.74 |lawidf . il tnaut hori zed LR Access to Bock |1
wan | aw i df . i1/ editor/asset nanager/ asset nanager . asp
85. 250. 227. 151 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php Bl ock
208.90.57.196 |lhited Sates  |147.237.77.170 |n@ar achot . i df . il LR is Above Root Directory www raarachot.idf.il/../../ B ock
. - Unaut hori zed URL Access to
66.249.64.233  |Israel 147.237.77. 216 |dover.idf . il i df i1/ 1133- 12801- hel dover . aspxx” x?" xce Bl ock 1
Russi an ny- kosher-kravi.id [ostributed Unauthori zed URL Access on
5.255.253. 116 Federation 147.237.0.16 f.oil waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx Bl ock !
157.55.39. 131 |uited Sates  |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
] . . D stributed Lhauthorized URL Access on
107.178.194.79 |Wnited Sates  [147.237.77.216 |dover. i df .| v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
77.75.79.32 Czech Republic [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/page/ 25/ Bl ock 1
208.115.113.89 [lnited Sates  [147.237.77.216|dover.idf .il Paraneter Type Mol ation SortDr in wwweidf.il/1153-en/dover.aspx [B ock 1
Russi an ny- kosher-kravi.id [ostributed Unauthorized URL Access on
178.154.243.93 Federation 147.237.0.16 f.oil waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx Bl ock !
37.26.149.188 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df .il/nai n/ gi yus/ Bl ock 1
Russi an ny-kosher-kravi.id [ostributed Unauthori zed URL Access on
130.193. 50. 20 Federation 147.237.0.16 foil wan ny- kosher -kravi . i df .i | /tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
92. 96. 74. 124 Wi ted Arab 147.237.77. 216 |dover.idf . il PHP At t enpt Bl ock 1
Enrat es
208.115.113.89 |Whited Sates 147.237.77.216|dover.idf .il Paraneter Type M ol ation PageNumin ww i df. il /1065- he/ dover. aspx [Bl ock 1
66.249. 64. 240 [Israel 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx |B ock 1
5. 255, 253, 151 RJSf;:I”i on 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: si gal gs oS Attack None 1
157.55.39.218 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1402- he/ at al . aspx B ock 1
] . - DO stributed Whaut horized URL Access on
107.178.194. 83 |[lnited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
85.64.207.163 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
] . . Paraneter Type M ol ation searchText in
208.115.113.89 |lhited Sates  [147.237.77.216 [dover.idf.il v i df i 17 1560- en/ dover . aspx B ock 1
Russi an ny-kosher-kravi.id [ostributed Whauthorized LRL Access on
178. 154. 243. 95 Federation 147.237.0.16 foil ww ny- kosher-kravi .idf.il/tenpl ates/|ogin/logi n. aspx Bl ock !
66. 249. 64. 13 I 'srael 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147.237. 72. 166/ Bl ock 1
Russi an ny- kosher-kravi . i d |ostributed Uauthori zed URL Access on
141.8.142. 27 Federation 147.237.0.16 fil wwe ny- kosher-kravi .idf.il/tenpl ates/|ogin/| ogi n. aspx Bl ock !
Lhited Arab . . . .
92.96. 74. 124 Enirat es 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw i df.il/xnirpc. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 115 |Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1 | es/ 4/ 3294. | pg B ock 1
208.115.113.89 |lhited Sates  |147.237.77.216|dover.idf.il Paraneter Type Molation SortDr in wwidf.il/1065 en/dover.aspx |B ock 1
Russi an ny- kosher-kravi.id [ostributed Unhauthori zed URL Access on
5.255.253. 185 Federation 147.237.0.16 foil wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx Bl ock !
176. 12. 145. 252 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
] . . O stributed Whaut hori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
85. 250. 227. 151 |[lIsrael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 85. 250. 227. 151 Bl ock 1
Russi an Unaut hori zed URL Access to
188. 143. 232. 21 . 147.237.76.86 |navy.idf.il waw navy. i df . i |/t enpl at es/ honepage/ honepage. aspx/ t enpl at es/ sen |B ock 1
Federation . .
dt of ri end/ sendt of ri end. aspx
. . Uhknown Paraneter hc_| ocation in
66. 249. 64. 50 | srael 147.237.72.166 |aka. i df . i | wiw aka. i df . i | / i v gi yus/ gener al . aspx None 1
2.54.153. 126 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
141.212.122. 129|United Sates 147.237.77.233|atal .idf.il Mal formed URL proxyt est. zrmap. i 0: 80 B ock
Russi an ny- kosher-kravi.id [ostributed Unhauthori zed URL Access on
95.108. 158. 158 Federation 147.237.0.16 foil wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx Bl ock !
. . . Unaut hori zed URL Access to
66.249.78.230 |Israel 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1664 B ock 1
208.115.113.89 |[lhited Sates |147.237.77.216|dover.idf .il Paranmeter Type Mol ation SortDr in wwidf.il/1133-he/ dover.aspx |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
37.26.149.164 |Israel 147.237.72.166 |aka. i df . i | voww aka. i o . i 1/ nai 1/ gi yus/ | ogi n. aspx None 1
176.12. 145. 252 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
] . - DO stributed Whaut horized URL Access on
208.184.112. 75 |Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
85. 250. 227. 151 |l srael 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
] - . Unknown Par aret er ¢d5b9038 in
207. 46. 13. 49 Whited Sates |147.237.72.166|aka.idf.il vow aka i df . i 1/ mai n/ home/ def aul t . aspx None 1
66. 249. 64. 230 | srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
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