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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 5185
167. 114. 156. 16 Canada 147.237.77. 216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 3644
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site ‘S gnature Devi ce Action |Oount |
112.111.188.201 [China 147.237.76. 42 refuah.idf.il C1000108: HTTP. Trying to locate existing FQkedi tor B ock 1
188. 165. 15. 84 France 147.237.76.200 |eitan.aka.idf.il |28 HITP. AnrefBot craw er B ock 1
188. 165. 15. 205 France 147.237.77.176 |natpash.idf.il |@28 HITP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

Attacker Address
195. 34. 150. 18
219. 146. 12. 120

|Tar get Address
147.237.77. 216

147.237.76. 177

Attacker Qountry
Austria
Chi na

dover.idf.il

Signature

Tehila - Perl LW with fake user agent

ncore.idf.il

ET SCAN Potential SSH Scan
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i| drop SAMrule drop 33
172.56.34.122 |Uhited Sates 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14
45,32.246.5 147.237.77. 235 |sviva. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
S reaning Engi ne: TCP i i ssi
199.30.24.192 |United Sates 147.237.72. 166 |aka i df .i mng Engine. Invalid segnent retransmssion. |, 4
Inval i d Retransmission Packet dr opped.
S reani ng Engi ne: TCP TCP segnent out of naxi num
61.216.2. 15 Tai wan 147.237.72.166 |aka.idf.il . ) al | ovned sequence. Packet drop 3
Segnent Limt Enforcenent
dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
e SN retransnmit wth different .
37.26.147.201 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal 6 monitor |2
61.216.2. 15 Tai van 147.237.72. 217 |e.i df i Geo- 1 ocati on enforcement [C20-!ocation inbound drop 2
enf or cenent
S reaning Engi ne: TCP i i ssi
207.46.13.59  |United Qates 147.237.72. 166 |aka i df .i mng Engine. Invalid segnent retransmssion. |, 2
Inval i d Retransmission Packet dropped.
61.216. 2. 15 Tai wan 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |2
. . SYWNretransmt wth different
37.26.147.201 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e alert 2
65.9.198.97  [lhited Sates 147. 237. 77. 216 |dover . i df . i Bad TOP sequence SINHAK retransmt wth different | onor |2
w ndow scal e
45.32.246.5 147.237.77.235|sviva.idf.il drop First packet isn't SN drop 1
172.56.34.122 |Uhited Sates 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber monitor |1
5.255.253.157  |Russi an Federation [147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINAQC retransmt with different |oonitor |1
w ndow scal e
141.212. 122. 132|Wited Sates 147.237.0.17 ;“I"Iy kosher-kravi . 1d|qy\ At t ack SYN -> SYN-ACK -> RST reject |1
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier monitor |1
61.216.2.15 Tai wan 147.237.72. 166 |aka.idf . il Bl ock HTTP Non Conpl i ant |Response out of state moni tor |1
184.105.139.91 |Uhited Sates 147.237.77. 179 |e. nazi .i of .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 156|lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
104.189.78.41 |lhited Sates 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
66.87.117.83 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 220|Wited Sates 147.237.76. 202 |e. hal ag. i df . Geo- | ocati on enf or cenent Sﬁ?olrggi:]f” I nbound drop 1
172.56.34.122 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Pal esti ni an
37.8.31.135 Territory, 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 1
Qccupi ed
141. 212. 122. 133|Wited Sates 147.237.0.17 ]["lnly kosher-kravi-Td|gyN At ack SYN -> SYN-ACK -> RST rect |1
74.82.47.31 Lhited Sates 147.237.8.28 |e.robil e-ks.idf.il Geo- | ocation enforcenent |0 ocation inbound drop 1
enf or cenent
213.57.247.100 |[lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 208|Lhited Sates 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
38.99. 82. 253 Lhited Sates 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
. . . SYWNretransmt wth different .
115.236.19.75 |China 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e monitor |1
66.249. 64.190 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
184. 105. 247. 240|lnited Sates 147. 237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
. R . Geo- | ocati on i nbound
61.216.2.15 Tai wan 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
Pal esti ni an
37.8.31.135 Territory, 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |1
Qccupi ed
141. 212. 122. 142|nited Sates 147.237.77. 235 |sviva.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.31 Lhited Sates 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
e SYNVAXK retransmit with different .
213.57.247.100 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence i ndow scal e monitor |1
184. 105. 247. 208|Lhited Sates 147.237.77. 234 |hal ag.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
38.99. 82. 253 Lhited Sates 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber monitor |1
141. 212, 122. 129|wited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Sﬁ?olrggi:]f” I nbound drop 1
66. 249. 64. 233 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
61.216. 2. 15 Tai wan 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
172.56.34.122 |Wited Sates 147. 237.77. 216 |dover. i of .i | Bad TCP sequence SINACK retransmt with different | oniior |1
w ndow scal e
37.26.147.201 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
141. 212. 122. 143|lnited Sates 147.237.77. 235 |sviva.i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.51 lhited Sates 147.237.76. 198 |e. yohal an. i of .1 Geo- | ocati on enf or cenent gﬁ? ;)'r(c’gﬁ:mon I nbound drop 1
61.216. 2. 15 Tai wan 147.237.77.19 |lawforumidf.il Bad TCP sequence Invalid ACK nunber alert 1




12-10-2015-04:04:04 to 12-10-2015-05:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
185.32.179.38 |Israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 9
40.77. 167. 16 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/error. htm B ock 6
66. 249. 79. 25 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. ht m B ock 3
173.254.230.73 |[Uhited Sates [147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 2
80. 246. 136. 8 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
] . . Unaut hori zed Met hod CPTIONS for
162.203.2.233  |United Sates 147.237.72.166 [aka. i df . i | wwy aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bt ock 2
. . ; . . Mil tiple LUhtraceabl e SS. Sessi ons from®6l. 216. 2. 15 (Prot ocol
61.216.2.15 Tai wan 147.237.72. 167 i shurimaka. i df . il viol ation (SSL GO QLI ENT HELLO)) None 1
115.236.19.75 |China 147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ adm nnanager !l ogin  [B ock 1
66.249.74.9  [Israel 147.237.76.86 |navy.idf.il thaut hori zed LR Access to Bl ock 1
viwv navy. i df . i | / navy/ navy/ gener al . aspx
37.26.148.184 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
’ . . DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
195. 154. 227. 118|France 147.237.77. 216 |dover.idf.il II1egal HITP \ersion HITH B ock 1
. m ny- kosher - kravi . i d )
141.212.122. 129|lhited Sates 147.237.0. 17 £l Mal formed URL proxytest. zmap. i o: 80 Bl ock 1
173.254.230.73 |Uited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to www ti kshuv. idf.il/wp-1ogin. php B ock 1
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates  |147.237.77.216|dover.idf . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
66.249. 64.190 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/val tam B ock 1
195. 154. 227. 118|France 147.237.77. 216 |dover.idf.il Mitiple I11egal HITP Version from195. 154. 227. 118 B ock 1
141.212.122. 129|Uhited Sates  |147.237.77.235|sviva.idf . il Mal formed URL proxyt est. zmap. i o: 80 Bl ock 1
’ . . Unaut hori zed URL Access to
68.180.228.112 |lWnited Sates [147.237.77.216|dover.idf . il Wi df i | /1204 env v i df i 1/ engl i sh Bl ock 1
61.216.2.15 Tai wan 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from6l. 216.2. 15 [B ock 1
Russi an ny-kosher-kravi.idf.i |Dstributed Waut horized URL Access on
178.154.243. 111 Federation 147.237.0.16 | wan ny- kosher -kravi . i df.i | /tenpl ates/| ogi n/ | ogi n. aspx B ock !
] . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Wited Sates  |147.237.77.216|dover.idf . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Unaut hori zed URL Access to
66. 249. 64. 202  |Israel 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ nai v gi yus/ general . aspx Bl ock 1
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
37.26.148. 184 |1 srael 147.237.72. 166 |aka. i df . i | Ml ti plg Untraceabl e SSL Sessi ons from 37. 26. 148. 184 (Lhknown None 1
S Sessi on)
] . . Unaut hori zed URL Access to
68.180.229.239 |Lhited Sates [147.237.72.166|aka. i df .il v aka. i o i /vl t and asp/ per sonal ent r ance. asp Bl ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
61.216.2.15 Tai wan 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT HELLO) None 1
184. 105. 247. 195|lnited Sates  |147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
_ m ny- kosher-kravi .id _ . .
115. 236. 19. 75 Chi na 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ adm nmanager! | ogi n  |B ock 1
. . Unaut hori zed URL Access to
66.249.65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8925- he/ r ef uah. aspx Bl ock 1
37.26.148.184 |lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 1
207. 46. 13. 59 Lhited Sates |147.237.72.166|aka. i df .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
173.254.230.73 |lhited Sates  [147.237.0.34 |ti kshuv.idf.il Mil ti pl e Unhaut horized LRL Access from 173. 254. 230. 73 B ock 1
77.75.78. 168 Czech Republic |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/894-en/idf gdover.aspx |B ock 1
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