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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3331
45.32.246.5 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 3
66. 249. 64. 50 | srael 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
100. 12, 107. 247 |147.237.8.27 |Awgentina o nadimatal idf i ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 112. 102. 222|147. 237. 77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
185. 112. 102. 222|147. 237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
166. 63. 125. 149 [147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
151 233, 164. 85 |147 237 0.35 |lran Islanic akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Republ i ¢ of Potential Scan or Brute Force
219.146.12.120 |[147.237.76.86 [China navy. i df . il ET SCAN Potential SSH Scan 1
96. 94. 72. 226 147.237.77. 121 |Wited Sates e.navy.idf.il ET SCAN NVAP -f -sS 1
219.146.12. 120 [147.237.76.39 |China nobi | e. nei tav. i df.i |[ET SCAN Potential SSH Scan 1
219.146.12. 120 [147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
189, 220,57 168 |147. 237 72. 14 i co dover. i df i1 (0l d) ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 112. 102. 222|147. 237. 72. 217 eidf.il ET SCAN Potential SSH Scan 1
185. 3. 95. 93 147.237.0.19 |United Kingdom |madimatal.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
166. 63. 125. 149 |147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
219.146.12. 120 |147.237.76. 148|China ggcenter. aka.idf.il [ET SCAN Potenti al SSH Scan 1
96. 94. 72. 226 147.237.77. 121 |Wited Sates e navy.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
219.146.12. 120 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
5. 39. 222, 253 147.237.8.46  |Netherl ands e.chinuch.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
219.146. 12. 120 |147.237.76.38 |China eenetav.idi.il |ET SCAN Potential SSH Scan 1
219.146.12. 120 |[147.237.76.31 [China nakchal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df il drop SAMrule drop 34
45.32.246.5 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
. S St reamng Engi ne: TCP TCP segnent out of maximum
61.216. 2. 15 Tai wan 147.237.77.19 |(lawforumidf.il Segnent Limit Enforcenent |alloed sequence. Packet dropped. drop 6
S reaning Engi ne: TCP i i ssi
2.52.60. 168 I'srael 147, 237.72. 166 |aka i of . i mng tngine- nvalid segnent retransmssi on. drop 6
Inval id Retransnm ssion Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
80.7.79. 82 LKJ?'r:gegom 147. 237.77. 216 |dover. i of .| Bad TCP sequence Inval i d ACK nunber moni tor |3
5.29. 46. 106 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engi ne: TCP i
208.52.161. 177 |Wnited Sates |147.237.77. 216 |dover.idf.il 9 =g TCP segnent out of maxi mum drop 3
Segnent Limt Enforcenment |[allowed sequence. Packet dropped.
212.22.80.3 Sai n 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |3
, o Streamng Engi ne: TCP TCP segrment out of maxi mum
61.216. 2. 15 Tai wan 147.237.77. 234 |hal ag.i df . i Segnent Limit Enforcenent |alloed sequence. Packet dropped. drop 3
46. 19. 85. 95 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
213.57.247.100 |[lsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
212.22.80.3 Spai n 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 2
61.216. 2. 15 Tai wan 147.237.77.19 |lawforumidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
140. 113. 194. 87 |Tai wan 147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 2
80.7.79.82 E?';gegom 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d AGK nunber alert 2
37.142.212.111 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 141 |thited Sates |147.237.76.202|e. halag.idf.il Geo-| ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
208.115.111. 73 |[Wnited Sates [147.237.77.74 [lawidf.il drop SAMrul e drop 1
185. 112. 102. 222 147.237.76. 34 |yohal an.idf.il drop drop 1
46. 19. 86. 122 I srael 147.237.77. 176 |nat pash. i df .i| SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 146|Uited Sates |147.237.76.200|eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
213.57.247.100 |lsrael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
77.77.76.3 'F;xa :i'g;"'c 147. 237.77. 216 |dover.i df . Bad TCP sequence Inval i d ACK nunber moni tor |1
208.52.161. 177 [Lhited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
61.216.2. 15 Tai wan 147.237.76.44 |e.refuah.idf.il Geo-| ocati on enf or cenment Geo- | ocati on i nbound enf or cenent |drop 1
184. 105. 139. 123|Uhited Sates  [147.237.76. 196 |e.sviva.idf.il Geo-1 ocation enforcement  |Geo-location inbound enforcenent [drop 1
141.212. 122. 142|Whited Sates 147.237.76. 202 |e. hal ag. i df .i| Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
208.115.111.73 |lhited Sates |147.237.77. 216 |dover.idf.il drop SMAMrule drop 1
82. 166. 240. 204 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
61.216. 2. 15 Tai wan 147.237.77. 234 |hal ag.idf il Bad TCP sequence I'nval i d AGK nunber monitor |1
185. 112. 102. 222 147.237.76.39 |nobileneitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19.86.182  |Israel 147.237.77. 226 '} chamatz.aka.1df |gaq TOP sequence Inval i d ACK number moni tor |1
149. 78. 6. 226 I srael 147.237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
139. 196. 104. 39 |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.247.181. 165 |Net herl ands 147.237.77. 216 |dover. i df .i | Drectory Traversal directory traversal overflow monitor |1
208.52.161. 177 |Wited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber mnitor |1
61.216.2. 15 Tai wan 147. 237.76. 202 |e.hal ag.i df . i Geo-1 ocati on enforcenent |Geo-location inbound enforcenment |drop 1
184. 105. 139. 123|Uhited Sates  |147.237.77.233|atal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
45.32.246.5 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212. 122. 144|Wnited Sates  [147.237.72. 167 |i shurimaka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 9. 237 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
61.216.2.15 Tai wan 147.237.77. 234 |halag.idf .il Bl ock HTTP Non Conpl i ant Response out of state monitor |1
208.52.161.177 |thited Sates [147.237.8.24 |e.lifestyle.idf.il Geo-1 ocati on enforcenent |Geo-location inbound enforcenment |drop 1
46.227.69.163 [Sweden 147.237.77. 216 |dover. i df .i | Drectory Traversal directory traversal overflow monitor |1
149. 78. 6. 226 | srael 147.237.77. 170 |naarachot . i df . i | Bad TCP sequence Invalid ACK nunber monitor |1
5.144.131. 170 'F;xa :i'g;"'c 147. 237. 77. 216 |dover. i f i Bad TCP sequence Inval i d ACK nunber aert 1
139. 196. 104. 39 |Chi na 147.237.76.34 |yohal an.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.52.10.175 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 4
] - . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
’ . . D stributed Unauthori zed URL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216 |dover. i df .| v i df i | / 1133- 22638- hel dover . aspx. Bl ock 2
79.178.189. 244 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
87.106.22.163 |Ger many 147.237.77.74 [lawidf.il Unaut hori zed LRL Access to waw | awidf.il/adnin Bl ock
. . Unaut hori zed URL Access to
66.249.65.118  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8769- he/ r ef uah. aspx B ock 1
199. 16. 156. 124 |Uited Sates  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock 1
. . D stributed Unauthori zed URL Access on
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ yohal an/ nai n/ ni . asp B ock 1
Russi an ny-kosher-kravi . i df.i |oistributed Uhaut hori zed LRL Access on
95.108.132. 166 Federation 147.237.0.16 | wan ny- kosher - kravi . i df . il /tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
-kosher - kravi . i df . i i i
46.121.142.55 |Israel 147.237.0.16 |- KOSher-kravi.idf.i lparaneter Type Volation Rturnltt in B ock 1
| ny- kosher-kravi .idf.il/tenpl ates/| ogi n/1ogi n. aspx
. . Unaut hori zed Met hod HEAD for
84.111. 224. 167 |lIsrael 147.237.72.166 |aka. i df . i | v aka. i df i |/ i n/ home/ def aul t . aspx B ock 1
’ . . D stributed Unauthori zed URL Access on
208.184.112.75 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter catlDin
66.249.64.190 |[Israel 147.237.72.166 |aka. i df . i | v aka. i df i | / yohal an/ hone/ hone. asp None 1
52.35.180.120 |Lhited Sates |147.237.77.233|atal .idf.il NULL Character in Method B ock 1
109. 64. 131. 189 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka.idf.il/xmrpc.php |B ock 1
87.106.22.163 |Ger many 147.237.77. 170 [maar achot . i df . i | Admin Bl ocki ng Bl ock 1
2.54.169. 25 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
] ; ] Paranet er Type M ol ati on PageNumin
68.180.228.112 |lhited Sates [147.237.77.216 [dover.idf.il v i df i 1/1153- he/ dover . aspx Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 64. 18 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 1
m ny- kosher - kravi . i , S
104. 236. 49. 184 147.237.0. 17 df il Unaut hori zed URL Access to waw mny-kosher-kravi.idf.il/ B ock 1
. . URL is Above Root Orectory
46.227.69. 163  |Sweden 147.237.77. 216 |dover. i df . il v i of i1/ ./ shared/cli ent scri pts/j query/j query-1 4.2, min.| s B ock 1
87.106.22.163 |Ger many 147.237.77.74 [lawidf.il Admin Bl ocki ng Bl ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in waw aka. i df.il/mai n/ hone/ None
; . . D stributed Lhaut hori zed URL Access on
208.184.112.75 |lhited Sates  [147.237.77.216 [dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1
61.216.2.15 Tai wan 147.237.77.19 [lawforumidf.il I11egal Byte Gode Character in Mthod Bl ock 1
162.243.188.75 |Uhited Sates [147.237.77.170 |n@ar achot . i df.il D stributed Unaut hori zed URL Access on / B ock 1
87.106.22.163  [Ger many 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to v maarachot . i df .il/adnin B ock 1
40.77.167. 16 Uited Sates |147.237.77.216|dover.idf.il PHP Att enpt Bl ock 1
77.125.108. 229 |lsrael 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
Unhaut hori zed URL Access to
207. 46. 13. 38 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il waw kosher -kravi . i df . i1/tenpl at es/ shared/ user cont r ol s/ header upp |Bl ock 1
er/
. . Unknown Paraneter hc_location in
66. 249. 64. 50 I srael 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai i/ gj yus/ general . aspx None 1
52. 35. 180. 120 Lhited Sates 147.237.77.233|atal .idf.il Illegal Byte de Character in Mthod B ock 1
87.106.22.163  [Ger many 147.237.77. 74 |lawidf.il Ml ti pl e Admin Bl ocking from 87.106. 22. 163 B ock 1
. - Unaut hori zed URL Access to
66.249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/3211. | pg B ock 1
61.216.2.15 Tai wan 147.237.77.234|hal ag.i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock 1
Russi an ny-kosher-kravi . i df .1 |unhauthori zed URL Access to
178.154.243. 114 Federation 147.237.0.16 | v ny- kosher -kravi . idf.il/tenpl ates/| ogi n/| ogi n. aspx Bl ock !
87.106.22.163 |Ger many 147.237.77.234|hal ag.i df . i | Mil tiple Admn B ocking from 87.106. 22. 163 B ock 1
40.77.167. 16 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/counter_term php B ock 1
77.125.108.229 |[israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to www tikshuv.idf.il/xmrpc. php Bl ock 1
207. 46. 13. 90 Lhited Sates |147.237.76.31 [nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/default.asp B ock 1
. . Unhaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72.166 |aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ ni n. asp B ock 1
52.35.180.120 |United Sates [147.237.77.233atal .idf.il Mitiple Illegal Byte Gode Character in Methed from Bl ock 1
52. 35.180. 120
87.106.22.163  [Ger many 147.237.77. 74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 87. 106. 22. 163 B ock 1
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
185. 3. 95. 93 Uhi ted Kingdom|147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to / B ock 1
Unhaut hori zed URL Access to
66. 249. 64.9 I srael 147.237.77. 176 |mat pash. i df . i | w cogat . i df . i |/ usef ul i nf or mat i on/ news/ pages/ kenessi kun2010a |Bl ock 1
rbel . aspx
87.106.22.163 |Ger many 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 87. 106. 22. 163 Bl ock 1
40.77.167. 66 Lhited Sates [147.237.77.243|nobil e.idf.il Uhaut hori zed URL Access to nobile.idf.il/nilluiniindex B ock
208.52.161.177 |Wited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to /phpnyadm n/ scri pts/ si gnon. php Bl ock
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