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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3342
118. 193. 23. 46 Chi na 147.237.76. 200 eitan.aka.idf.il [Bock Np Al Net drop 1
167. 88. 7. 242 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

52. 35. 180. 120 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |ClL000107: DDCS- Spoof ed HTTP Packets B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183. 61. 109. 189 |147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
, _ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
183. 40. 178. 127 |147.237.76.30 [China hi nush. i df. il . 1
Potential Scan or Brute Force
124.114. 8. 83 147.237. 72. 167 |Chi na ishurimaka. idf.il|ET SCAN Potential SSH Scan 1
, , .. |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
120. 192. 147. 94 |147.237.8. 28 Chi na e.nobile-ks.idf.il . 1
Potential Scan or Brute Force
199. 101. 186. 201|147.237.8.27 |lhited Sates |e.nadimatal.idf.i|ET SCAN NVAP -sS w ndow 1024 1
183. 61. 109. 189 |147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN NVAP -sS w ndow 3072 1
124.114. 8. 83 147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
i ET havi or Lhusual |y fast inbound Tel net Gonnecti ons,
121.181.207. 73 |147.237.0.34 |FOr€& ReRUDIIC |0y iy i il SCAN Behavi oral y 1
of Potential Scan or Brute Force
198. 20. 69. 74 147.237.76. 147 |Uited Sates |chinuch.aka.idf.il|ET DROP Dshi el d B ock Li sted Source 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |[Ste Signature ?;lii Zi
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
66.249.74.6  |United Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid  livvalid segnent retransmssion. | 16
Ret r ansmi ssi on Packet dr opped.
185.32.179. 232 |Israel 147.237.77. 243 |nobi L e. i of .| Streamng Engine: TCP Invalid  imvalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
207.241.226.39 |lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 5
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
85.65.167. 127  |Israel 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
84.228.89.228 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 3
66.249.78.216 |Wnited Sates |147.237.77. 243 |nobile.idf.il Streamng Engine: TCP Invalid imvalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
109.67.42.19  |Israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
91.200.12. 141 |Wkraine 147. 237. 77. 176 |nat pash. i of . | drop SAMrul e drop 3
46. 19. 86. 153 I srael 147.237.77. 170 |naarachot . idf .il |Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.148.170 [Israel 147. 237. 77. 216 |dover . i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
66.249. 64.190 |Wnited States |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Invalid finvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
185. 112. 102. 222 147.237.76. 148 |gocent er. aka. i df . i |dr op drop 1
141.212. 122. 145|thited Sates |147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
42.156.136.53 |China 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
218.22.211.69 |China 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
167.88.7.253  |United Sates |147.237.76.34 |yohalan.idf.il drop drop 1
189.215.48.57  |Mexi co 147. 237. 77. 216 |dover. i df .i Bad TCP sequence Smae el reansn“ wehdifferent | onitor |1
141.212.122. 146|Uhited Sates |147. 237. 77. 216 |dover. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
84.228.89.228 |Israel 147. 237.72. 166 |aka.i df .| SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
46.19.86.143  [Israel 147. 237. 77. 216 |dover i of .i Bad TCP sequence Smwace e reansm wehdifferent | onitor |1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
104. 207.136.31 |Wited Sates [147.237.72. 167 [i shurimaka idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.172.243.5 Lhited Sates [147.237.77.176 |nat pash.idf.il drop First packet isn't SYN drop 1
2.54.188.199  [Israel 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
198.20.69.74  |Wwited Sates [147.237.76. 147 [chinuch. aka.idf.i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 155|thited Sates |147.237.0.34  [tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.228.89.228 | srael 147. 237.72. 166 |aka. i df . Bad TCP sequence mﬁ?fsﬁﬁ r:‘”S”“ wthdifterent | onitor |1
71.172.243.5  |Wited Sates [147.237.77. 176 |nat pash.idf .| SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
141.212.122. 156|Uhited Sates |147.237.0.34  [tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185. 112. 102. 222 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 [China 147.237.77. 121 |e.navy.idf . i1 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
84.109. 53. 79 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
156. 172. 122. 164 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |[Site Sgnature Devi ce

‘Count

Country Action
. . Mil tipl e Whaut hori zed Method for Known URL from
79.181.170. 181 |l srael 147.237.72. 166 [aka. i df . i | 79.181. 170, 181 Bl ock 5
31.193.237.133 |Denmark 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 31.193.237. 133 B ock 5
. . Uhaut hori zed URL Access to
213.251. 182. 103 |France 147.237. 77. 176 [mat pash. i of . i | wwwy cogat . i df.il/sip storage/fil es/ 0/ si ze220x0/ 3410.  pg. src Bl ock 3
213.57.215.159 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
66. 249. 64.233  |Israel 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to waw idf.il/error.htm B ock 2
79.180. 218. 107 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.10. 89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
: . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
79.177.167.68 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
52.35.180.120 [lnited Sates  [147.237.76. 147 |chi nuch. aka. i df .i | Illegal Byte Qude Character in Mthod B ock 1
198. 20. 69. 74 Lhited Sates  |147. 237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
108. 61. 211. 243 |Ger many 147.237.77.216|dover. i df .i | Adnin B ocki ng Bl ock 1
85.220.101. 156 [l cel and 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
157.55.39. 119 |lhited Sates  |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
P . D stributed ULhauthorized URL Access on
37.46.36.131  |Israel 147.237.0.15  |kosher-kravi.idf.il [ o 5 of i 1/ xhr pe. php Bl ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216 [dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
52.35.180.120 |United Sates  |147.237.76.147 |chinuch. aka.idf i1 [MItiple IlTegal Byte (ode Character in hethod from Bl ock 1
52. 35. 180. 120
: . . D stributed Lhauthori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
108. 61. 211. 243 |Ger many 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/admin B ock 1
85.220.101. 156 [l cel and 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
. . Uhaut hori zed URL Access to
66.249.65. 112 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8904- he/ r ef uah. aspx B ock 1
Russi an ny- kosher - kravi . i df |uauthorized LRL Access to
37.140.141. 38 Federation 147.237.0.16 Nl wan ny- kosher -kravi . i df . i | /robots. txt Bl ock !
185. 120. 125. 35 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
; . ; Unhaut hori zed Met hod HEAD f or
108. 4. 143. 45 Uhited Sates |147.237.72.166|aka.idf.il v aka, i df .|/ mai 1V sachar/ def aul t . aspx Bl ock 1
52.35.180.120 [lnited Sates  [147.237.76. 147 |chi nuch. aka. i df . il Mil tiple NILL Character in Method from 52. 35, 180. 120 B ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216 [dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
Russi an ny- kosher -kravi . i df |Ostributed Wauthorized UR. Access on
141.8.142. 1 Federation 147.237.0.16 N v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx Bl ock !
2.54.169. 25 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
} . . D stributed ULhauthorized URL Access on
107.178.194. 83 |Uited Sates  [147.237.77.216|dover.idf .il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228. 112 [lhited Sates  |147.237.77. 216 |dover. i df . i1 Paraneter Type Mol ation PageNimin Bl ock 1
waw i df . i | /1283- en/ dover . aspx
41. 44, 223. 30 Egypt 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
Russi an Uhaut hori zed URL Access to
188.143.282.26 | (oo o 147.237.76.30 |hi nush.idf.il ww chi nush. atal . i df.il/tenpl at es/ shared/ user cont r ol s/ header uppe |B ock 1
r/
108. 4. 143. 45 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3L Sessi ons: si gal gs oS Attack None 1
. . Unaut hori zed Met hod HEAD f or
79.181.170. 181 |[lIsrael 147.237.72. 166 [aka. i df . i | v aka, i o i |/ nai 1/ gi yus/ | ogi n. aspx Bl ock 1
: . . D stributed Lhauthori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216 [dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
52.35.180.120 |[hited Sates |147.237.76. 147 |chi nuch. aka. i df .i | NULL Character in Method B ock 1
. . D stributed Lhauthori zed URL Access on
150. 70. 173. 48  |Japan 147.237.77.216|dover . i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216 [dover.idf. il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
77.75.79. 32 Czech Republic [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df . il/page/ 28/ B ock 1
41. 44, 223. 30 Egypt 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
195. 154. 227. 118|France 147.237.77.216|dover.idf .i | Illegal HITP \ersion HITH Bl ock 1
108. 61. 211. 243 |Ger nany 147.237.72.167|i shuri maka. i df . il Admin Bl ocki ng B ock 1
82.118.237.111 |Rugaria 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
: . ] D stributed Uhauthorized URL Access on
208.184.112.75 |lhited Sates  [147.237.77.216 [dover.idf.il v i dff . i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 64.190 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
. . D stributed Unaut hori zed URL Access on
150. 70.173.48  |Japan 147.237.77. 216 |dover . i df .il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
37. 46. 36. 131 I srael 147.237.0.15 |kosher-kravi.idf.il |DOstributed PHP Attenpt B ock 1
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