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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3504

66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 106

45, 32. 246. 5 147.237.76. 148 ggcenter.aka.idf.il|lnvalid TGP H ags drop 8

45, 32. 246. 5 147, 237.72. 156 anan.idf.il Invalid TGP H ags drop 4

146. 185. 239. 100 Russi an Federation 147.237.76. 42 refuah.idf.il bl ock-sp-traf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
144.76. 44. 138 Ger nany 147.237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot Bl ock 1
162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
113. 59. 33. 61 147.237.0.16 |China ny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 2048 1
99.103.210. 40 [147.237.77.243|Wited Sates [mobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45, 79. 117 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
o4 54 171 111|147 237 0.3 |Uited Sates |tikshov.idh il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113.59. 33. 61 147.237.0.16 [China ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
113.59. 33. 61 147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
99.103.210. 40 [147.237.77.216|Wited Sates [dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 72. 156 |Chi na aman. i df.il ET SCAN Potential SSH Scan 1
45.32.246.5 147. 237. 76. 148 ggcenter. aka. i df il ET SCAN Potential SSH Scan 1
199. 101. 186. 201|147. 237. 77. 235 |Lhited Sates |svivaidf.il ET SCAN NMAP -sS w ndow 3072 1
133. 130. 118. 109|147. 237. 72. 14 [Japan dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185.32. 179. 232 |Israel 147. 237.77. 243 |nubi 1 e.i df .i Streamng Engi ne: TCP Invalid invalid segnent retramsnission |, 18
Ret r ansni ssi on Packet dropped.
46. 19. 85. 34 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d AK nunber noni t or 11
45.32.246.5 147. 237. 72. 156 |anan. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
45.32.246.5 147.237.72. 156 |anan. i df .i SYN Att ack SYN -> SYN-ACK -> RST aert 7
46.19. 85. 62 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
79.176.26.194 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 6
140. 113. 194. 87 |Tai wan 147.237.8.28 |e.nobile-ks.idf.il [Geo-1 ocati on enf or cement Geo-1 ocation inbound enf orcenent |drop 5
167. 114. 156. 16 [Canada 147. 237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5.102.254.222 [Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 5
84.228.94.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
79.176.26.194 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 4
2.54.168. 60 | srael 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
99.103.210.40 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
99.103.210.40 |Lnited Sates |147.237.77.243|mobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.181.201.18 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
5.28. 144. 44 I srael 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
5. 28. 169. 86 I srael 147.237.72. 166 |aka i f .11 Streamng Engi ne: TCP Invalid invalid segnent retramsnission |, 3
Ret r ansni ssi on Packet dropped.
5.28.144. 44 I srael 147. 237.72. 166 |aka. i df . Bad TCP sequence mﬁsgf‘smt wthditterent | oonitor |3
5.102. 254. 222 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
79.180. 134. 188 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
5. 28. 156. 55 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence m’g?v(src‘;t;ansmt wehdifferent | oior |2
208.115.113.89 |lhited Sates [147.237.76.31 [nakchal .idf.il drop SAMrul e drop
213.57.141. 180 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN - > SYN-ACK -> Ti meout aert
213.57.141. 180 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
128. 232. 110. 28 LKJ?ir:;gom 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 2
213.57.141. 180 |Israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence m’g?v(src‘;t;ansmt wthdifferent | ontor |2
5.28. 156. 55 I srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 2
128. 232. 110. 28 zi;g’gom 147.237.77. 121 |e.navy.idf il Geo-1 ocat i on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 2
5. 28. 156. 55 | srael 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 2
141.212.122. 151 |Whited Sates [147.237.8.45 |e.eitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 112. 102. 222 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
149. 88. 237. 111 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 1
38.99. 82. 230 Lhited Sates [147.237.77.233(atal .idf.il Bad TCP sequence I'nvalid ACK nunber aert 1
141.212.122. 138|Wnited Sates [147.237.72.167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
104.207.136. 31 |Lhited Sates [147.237.0.200 [ndw.idf.il drop drop 1
208.115.111. 73 |Whited Sates |147.237.77.74 |lawidf.il drop SMMrule drop 1
70.194.99.221 |lited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
185. 112. 102. 222 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 152|lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo- | ocati on i nbound enf or cenent |drop 1
141.212.122. 135|nited Sates [147.237.76. 148 |gocenter. aka. i of .ilfdr op drop 1
208.115.113.89 |Lhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 1
188. 120. 148. 185! srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 208 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
38.99. 82. 230 Uhited Sates |147.237.77.233|atal.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 139|hited Sates [147.237.72.167|ishurimaka.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
208. 115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 1
185. 112. 102. 222 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 85. 238 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 75
46.19.86.111  [israel 147.237.0.10 [nadi matal .idf.il |} M of the Sate Response Code (404) in Session from Bock (44
46. 19. 86. 111
46.19.86.111 | srael 147.237.0.19 |nadimatal .idf.il [0 M of the Sane Response Code (403) in Session from Bock |21
46.19.86. 111
46. 19. 85. 238 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 19
46.19. 86. 111 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 13
192.99.3.171 Canada 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock 6
192.99.3.171 Canada 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized LRL Access from 192.99. 3. 171 B ock 5
2.52.59. 95 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 5
2.52.38. 161 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
183.79.221. 129 |Japan 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock 2
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
; . . D stributed Lhaut horized URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.i | v i df i | / 1133 22461- he/ dover . aspx. B ock 2
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
192.99.3.171 Canada 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/giyus/index. php |B ock 1
31.193.237.133 |Denmark 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
Russi an ny-kosher-kravi . i df |ostributed Wauthorized URL Access on
95.108. 132. 167 Federation 147.237.0.16 il v ny- kosher - kravi . i df.il/tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
. - Unhaut hori zed URL Access to
66.249.65. 112 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9169- he/ r ef uah. aspx Bl ock 1
213. 8. 204. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
41. 44.223. 30 Egypt 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
. W chanat z. aka. i Unaut hori zed URL Access to
188. 143. 232. 10 RUSsi an 147.237.77. 226 . waw, chanmat z. aka. i df . i 1/t enpl at es/ honepage/ honepage. aspx/ t enpl a |B ock 1
Federati on df.il : )
t es/ sendt of ri end/ sendt of ri end. aspx
109. 67. 190. 156 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
84.94.61. 196 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
207.46.13. 78 Lhited Sates |147.237.72.156 |anan. i df.i | Lhaut hori zed URL Access to waw aman.idf.il/... B ock 1
40.77.167. 97 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ r obot s. t xt B ock 1
185. 120. 125. 35 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Russi an ny-kosher -kravi . i df |ostributed Wauthorized URL Access on
95.108. 158. 232 Federation 147.237.0.16 il wn ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1ogi n. aspx Bl ock !
’ . . Unaut hori zed URL Access to
68.180.228.175 [Wited Sates [147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994- 9827- he/ r ef uah. aspx B ock 1
188. 143. 232. 10 RJSf;;”i o 147.237.77. 234 |hal ag. i df i | Mil tiple Wnauthorized URL Access from 188. 143. 232. 10 Bl ock 1
141.212.122. 129|Uhited Sates |147.237.72.166|aka. i df .il Miltiple Malformed URL from 141. 212. 122. 129 Bl ock 1
85. 65. 10. 160 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessions: sigal gs DS Atack None 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. idf.il/miluin B ock 1
41. 44, 223. 30 Egypt 147.237.0.15 |kosher-kravi.idf.il [PHP Attenpt Bl ock 1
188. 143. 232. 10 R‘Sf;:t”i o 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 188.143.232. 10 B ock 1
68.180.229.173 [lnited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: si gal gs DS Attack None
141.212.122. 129|United Sates |[147.237.72.167|i shuri maka.idf.il Mal formed URL proxyt est. zmap. i o: 80 Bl ock 1
85.93.91. 84 Ger many 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
- . Uhknown Paraneter docl.. in
66.249. 64. 190 |l srael 147.237.72.166 |aka. i df . i | vaww aka. i o . i 1/ nai v/ gi yus/ general . aspx None 1
41. 44.223. 30 Egypt 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to kosher-kravi.idf.il/xmrpc. php B ock 1
Russi an Unaut hori zed URL Access to
188. 143.232. 10 e ot i on 147.237.0.15 |kosher-kravi.idf.il| |kosher-kravi.idf.il/tenplates/ general/general .aspx/tenpl ates/ sendt of |B ock 1
ri end/ sendt of ri end. aspx
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216 |dover.idf.i| v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
68.180. 230. 244 |Wnited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
176. 13. 4. 147 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.54. 168. 60 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
89.138. 48. 22 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenporary B ock 1
66.249. 64. 233  [Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to www i df.il/hinush B ock 1
212.76.108.194 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
41. 44.223. 30 Egypt 147.237.77.216|dover. i df .i | PHP At t enpt B ock 1
Russi an Wy, chamat z. aka. i ) )
188. 143. 232. 10 . 147.237.77. 226 . Mul tiple Whaut horized URL Access from 188. 143. 232. 10 B ock 1
Federati on df.il
] . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |[wnited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
79.176.26.194 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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