12-10-2015-00:04:09 to 12-10-2015-01:04:09

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Targets |

2. 2004

M dover.idf.il
Meitan aka. idf.il
M nadi matal .idf.il
M aka.idf.il
M i shurimaka.idf.i
M nobi le.idf.il
I maarachot . idf.il
0- ; : . : M chinuch. aka. i df . i
& > X R A 3 3 A & atal.idf.il
CHC S (&\Q’ & A M nat pash. i df i |
\ &

Nunber
a 600+"
At acks

Top Tar get

[Top Attackers |

/I
2, 400+

M 167. 114. 156. 16
84.111. 189. 161

I 46.19.86. 111
207. 232. 21. 105

MW 212. 179. 102. 173

W 41.33.231.90

[ 104. 207. 226. 49

M 37. 26. 147. 222
46. 19. 85. 53

\9@ l\//\’b 90 ‘@ q:{} 6;;5 o M 84.109.3.6

Nunber
(6]
At acks

Top Attackers



12-10-2015-00:04:09 to 12-10-2015-01:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3583
45.32.246.5 147.237. 76. 147 chinuch. aka.idf.il Invalid TGP H ags drop 8

45, 32. 246. 5 147.237.77.178 e.natpash.idf.il Invalid TGP H ags drop 2

66. 240. 192. 138 Lhited Sates 147.237.76. 31 nakchal .i df .il B ock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147. 237.72. 166 aka.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

deni al of service attenpt

104. 207. 226. 49 |147.237.72. 166 |Lhited Sates |aka.idf.il SERVER- WEBAPP backup access 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
96.22.224.103 [147.237.76.42 |Canada refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
, L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
66. 249. 64. 253  |147.237.72.166 |Lhited Sates |aka idf.il . . - 1
deni al of service attenpt
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201.173.168.50 [147.237.8.14 Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force
_ o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
187.244.212.79 |147.237.8.14 |Mexico e.orchot.idf.il ) 1
Potential Scan or Brute Force
129. 232. 153. 146|147. 237. 77. 216 dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 77. 234 |France hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.32.246.5 147.237.76. 147 chinuch. aka.idf .iI[ET SCAN Potential SSH Scan 1
129. 232. 153. 146|147. 237. 77. 216 dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
. . SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
106. 38. 241. 106 |147.237. 72. 166 |Chi na aka.idf.il - 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

212.179. 102. 1731 srael 147.237. 72. 167 |i shuri maka. i df . i | > dro 42
Ret r ansmi ssi on Packet dr opped. P
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
46. 19. 85. 53 | srael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 21
84.109.3.6 I srael 147.237. 77. 170 |naarachot . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 19
46. 19. 86. 148 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |7
Sreaning Engine: TQP Invalid i i SSi
79.176.148. 198 | srael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.146  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
31.210.187. 149 | srael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
37.26.148.254 | srael 147.237.72. 167 |i shuri maka. i df .i | 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
213.57.130. 211 |[lIsrael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
207.241.226.40 |Uhited Sates |147.237.77. 176 |nat pash.idf .i | drop SAMrule drop
Sreanming Engine: TCP Invalid i i ssi
207.232.21.105 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
82.145.219.57 |Europe 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i sSi
2.54. 49, 42 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
5.102.254. 218 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
79.180.198.69 | srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
46.19.86.111  |israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 67.98.207 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
79.182.142.76 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreaning Engine: TQP Invalid i i SSi
77.127.59.60  |israel 147.237.77. 243 |robi | e, i of . i1 g =g Invalid segnent retransmssion. —fq o, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
37.26.147.136  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
185. 3.146. 102 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreaming Engine: TCP Invalid ' i ssi
2.54. 5. 160 I'srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
77.127.193.221 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3
Lhi ted e . Geo- | ocati on i nbound
128.232.110.28 | ngdom 147.237.76.44 |e.refuah.idf.il Geo- | ocat i on enf or cenent enf or cenent drop 2
Sreaning Bngine: TQP Invalid i i SSi
66.249.64.190 |wited Sates [147.237.72. 166 |aka.idf.il 9 59 Invalid segment retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
5.22.129. 155 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |2
77.125.140. 128 |Israel 147.237.0.19  |nadimatal .idf. | Bad TCP sequence SINWACK retransmt with monitor |2
different wndow scal e
Sreamng Engine: TCP Invalid ' i ssi
84.111.189. 161 |Israel 147. 237. 76. 200 |6 tan. aka i of . i1 9 =9 Inval id segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
Lhited . .
128.232.110.28 | . 147.237.0.33 |idf.il drop drop 2
Ki ngdom
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46.19.86.229  |israel 147. 237. 77. 226 "‘:‘"I”“ha"“tz' aka.1df |4 op First packet ismt SN drop 2
Lhi ted C e ; Geo-1 ocati on i nbound
128. 232. 110. 28 Ki ngdom 147.237.8.14 |e.orchot.idf.il CGeo- | ocati on enf or cenent onf or coment drop 2
46.19.86.229  |israel 147. 237. 77. 226 "‘f"l’“ chamatz. aka. Tdf |y At ack SYN -> SYN-ACK -> Timeout  |reject 1
141.212. 122. 144|Whited Sates [147.237.76.38 e e meitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
98.222.55.129 |Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
37.26.147.222 |lsrael 147.237.0.19 |nadimatal.idf.il drop First packet isn't SN drop 1
189.177.180. 81 |Mexi co 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
149.88.127.27 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 1
46. 19. 86. 42 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |1
38.99. 82. 232 Lhited Sates [147.237.77.233|atal .idf.il Bad TCP sequence Invalid AGK nunber monitor |1
85.130.196.87 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82.118.237. 111 |Rugaria 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
176.228.44.15 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id AGK nunber aert 1
141.212. 122. 157|Wited Sates [147.237.76. 196 |e. sviva idf.il Geo- | ocati on enf or cenent gl?olr gg‘;;'mon I nbound drop 1
101. 226. 168. 219|Chi na 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
37.26.147.222 |lsrael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

At acker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
84.111. 189. 161 |I srael 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from B ock 179
84.111.189. 161
46.19.86.111 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 65
207.232.21. 105 |l srael 147.237.76.200(ei tan. aka. i df.il Dstributed Too Many of the Sane Response Code (404) B ock 50
37.26.147.222 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 29
104. 207. 226. 49 |Lhited Sates [147.237.72.166|aka. i df .i | Ml ti pl e Uhaut horized URL Access from 104, 207. 226. 49 B ock 15
104. 207. 226. 49 |Lhited Sates [147.237.72.166|aka.idf .il PHP Attenpt B ock 9
46.19.85.238 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
77.125. 140. 128 |I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
77.127.59.60  |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 3
84.94.61.196 |[lsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 2
176. 12. 147. 205 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
85. 65. 124. 150 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
77.75.79. 54 Czech Republic [147.237.72. 166 |aka. i df . il Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
. . - D stributed Unaut hori zed Method for Known URL on
162.203.2.233 |United Sates 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
79.176. 148. 198 [l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
176.13.10. 216 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66. 249. 64. 240 |lsrael 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194. 83 [Lhited Sates  [147.237.77.216 |dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
89.138.207.1 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Whited Sates  |147.237.77. 216 |dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
176. 12. 143. 140 |I srael 147.237.76.31 |nakchal .idf.il D stributed Suspicious Response Code B ock 1
66.249.64.13 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ news. asp B ock 1
188. 143. 232. 62 g;z::tnl on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/rights/ asp/ hone. asp/ B ock 1
. - SS. Lhtraceabl e Gonnection - Protocol violation
66. 249. 64. 253 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
40.77.167.49 |Wnited Sates |[147.237.77.74 |lawidf.il thauthori zed LR Access to B ock 1
wwy | aw i df.il/tenpl at es/ | obby/ | obby. aspx
. . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
Russi an ny- kosher-kravi . i df |ostributed Waut horized URL Access on
95.108. 158. 173 Federation 147.237.0.16 il v ny- kosher - kravi . i df.il/tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
77.125. 140. 128 |I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
. . . D stributed Unaut hori zed URL Access on
208.184.112.75 hited Sates  |147.237.77. 216 (dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
176.12.147. 49 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
. . Unhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai n/ gi yus/ pi ot fi ndansver . aspx B ock 1
105. 159. 43. 77 |Morocco 147.237.77.216|dover.idf . il Uhaut hori zed UR. Access to v idf.il/sip storage/files/ 0/ Bl ock 1
. . . Unaut hori zed URL Access to
68.180. 228. 112 |Lhited States  |147.237.77. 216 |dover.idf .i | Wi i df i |/ hebr ew or gani zat i on/ par at r ooper s B ock 1
. . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |Lhited States  |147.237.77.216 |dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
40.77.167.94 |United Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/navy/ navy/ def aul t. aspx B ock 1
. . . DO stributed Unaut hori zed URL Access on
107.178.194. 87 |Lhited Sates [147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
104. 207. 226. 49 |Lhited Sates  [147.237.72.166 |aka. i df . il Admi n Bl ocki ng B ock
77.125. 140. 128 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
213.8.204.50 |[Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. - Unhaut hori zed URL Access to
66.249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
31.210. 187. 149 [l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode Bl ock 1
. . . Lht raceabl e SS. Sessions: Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
85.65.10. 160 [lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Unaut hori zed Method CPTI ONS for
70.54.130. 27 |Canada 147.237.72.166 [aka. i df . i | wwy aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser B ock !
207.46.13.59 |Wnited Sates |147.237.72.166|aka. i df .i| thaut hori zed LR. Access to v aka. idf.il/mai n/rabandt/ Bl ock 1
gener al . aspx
157.55. 39. 255 |lhited Sates 147.237.77. 176 [nat pash. idf.il Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
104. 207. 226. 49 |Lhited Sates  [147.237.72.166 |aka. i df . il Ml tipl e Admin Bl ocki ng from 104. 207. 226. 49 B ock 1
176.13.2.166 |[Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
66. 249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/val tam Bl ock 1
37.26.146. 157 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
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