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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3523

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 336

176. 12. 148. 190 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 335

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 148

45. 32. 246.5 147.237.76. 196 e.sviva.idf.il Invalid TGP H ags drop 8
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry | Target Address |Site |SlgnaIure Devi ce Action |Count |
188. 165. 15. 98 France 147.237.77.226 W chanat z. aka. i df . i | 228: HITP.  AnrefBot craw er Bl ock 1
52.35.187. 114 Lhited Sates 147.237.77. 19 lawforumidf.il C1000107: DDOS- Spoof ed HTTP Packet s Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.64.190 |147.237.72. 166 |Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 4
66. 249. 64. 74 147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NVAP -sA (2) 2
45.32.246.5 147. 237. 76. 196 e.svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
45,32.246.5 147. 237.76. 196 esvivaidf.il ET SCAN NMAP -sS w ndow 2048 1
45.32.246.5 147. 237. 76. 196 esvivaidf.il ET SCAN NVAP -f -sS 1
176. 12. 143. 25 147.237.0. 15 | srael kosher-kravi .idf.il ET DC5 Large anount of TCP ZeroWndow - Possible N ller2 1
DDos attack
119. 134. 50. 104 [147.237.8.28 |China e.mobi | e-ks. i df.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
105. 158. 42. 211 [147. 237. 76. 176 |Mor occo test.ncore.idf.il ET SCAN Potential SSH Scan 1
105. 158. 42. 211 |147.237.76.38 |Morocco eeneitav.idf .il ET SCAN Potential SSH Scan 1
98.119. 105. 221 [147.237.0.15 |Lhited Sates [kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.32.246.5 147. 237. 76. 196 e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
45,32.246.5 147. 237.76. 196 esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
133.130. 118. 109|147. 237.0. 17  |Japan mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
119, 42, 64. 24 147 237 76.31 |Thai 1 and vekehal i df i1 ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
105. 158. 42. 211 |147.237.76.86 |Morocco navy. i df.il ET SCAN Potential SSH Scan 1
105. 158. 42. 211 |147.237.76.31 |Morocco nakchal .idf.il ET SCAN Rapi d | MAP Gonnections - Possible Brute Force Attack |1
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|Top Attackers In FW |

At acker

Target Address

dte

Signature

Count ry

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Ret r ansm ssi on

Packet dropped.

46.19.86.249 |[lsrael 147.237.77. 243 |nobil e.idf . i1 . dro 75
Ret r ansmi ssi on Packet dropped. P
37.26.147.230 |[Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 31
37.26.147.230 |[lsrael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 30
. . SYNWACKK retransmt with .
37.26.147.230 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 22
Sreaning Engine: TGP Invalid i i sSi
66.249.79.6  |Wited Sates [147.237.77.234|halag.idf. il 9 =9 Invalid segnent retransmssion. |, 20
Ret ransm ssi on Packet dropped.
37.26.147.230 |[lsrael 147. 237.77. 216 |dover.idf.il SYN Att ack rej ect 19
37.26.147.230 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
37.26.147.230 |Israel 147.237. 77. 216 [dover.i df .i SYN Att ack SYN -> SYN-ACK -> Ti nmeout alert 13
100. 100. 16. 12 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 12
Sreanming Engine: TCP Invalid i i ssi
79.180.32. 251 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.54.144.188 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 9
Ret r ansmi ssi on Packet dropped.
176.13.22.133 |Israel 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
176.13.22.133 |Israel 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber aert
Sreamng Engine: TCP Invalid ' i ssi
66.249. 64.190 |United Sates |147.237.72.166 |aka idf.il 9 =g Inval id segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
91.183.90. 147 |Bel gium 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 8
Ret ransm ssi on Packet dropped.
2.52.6.146 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreanming Engine: TCP Invalid i i ssi
176. 12. 150. 124 |I srael 147.237.77. 243 |mobi L e. i f . | 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dr opped.
2.52.9.4 | srael 147.237.72. 167 |ishuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
79.176. 183. 134 |I srael 147.237.72. 166 |aka. i f .11 9 =g Inval id segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
37.58.80. 11 Net her | ands 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop 6
37.58. 80. 11 Netherlands [147.237.76.39 |mobile. neitav.idf.il drop SAMrul e drop 6
2.54.152.74 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
79.182.161.95 |l srael 147. 237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.146 |l srael 147. 237.77. 243 |mwbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
185. 3. 146. 102 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
80.179.114.19 |[lsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
176. 12. 139. 232 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
2.54.161.183 |[Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 87 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |5
85. 250. 202. 102 |l srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SN drop 5
84.94.49.100 |[lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
5.29.28.184 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.147.230 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 87 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
176.12.143.25 |Israel 147.237.0.17 | kosher-kravi.1d lg,4 TOP sequence Inval i d ACK nunber moni tor |5
37.26.147.230 |[lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber monitor |5
Sreamng Engine: TCP Invalid ' i ssi
176.13.23.18 |Israel 147.237.77. 243 |nubi 1 e.i df .i g =g Invalid segnent retransmssion. |y 4
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
45.32.246.5 147.237.76. 196 |e.sviva.idf.il drop SMrule drop 4
46.19.86.161 |Israel 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
109. 92. 148. 240 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
176.12.143.25 |Israel 17.237.0.17 [V kosher-kravi.1d g2y TOP sequence Inval i d ACK nurber alert 4
Sreanming Engine: TCP Invalid i i ssi
157.55.2.170 |Wwited Sates |147.237.76.200 |eitan. aka idf. il 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dr opped.
185. 3. 146. 102 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
95. 141. 52. 49 Lebanon 147.237.77.74 |lawidf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
79. 180. 170. 104 |I srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
207.241.226.39 |Lhited Sates [147.237.72. 167 |i shuri maka.idf.il drop SAMrul e drop
46.19.86.161 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.85.196  [lsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid ' i ssi
109. 66. 174. 109 |1 sr ael 147. 237.72. 166 |aka.i df .1 9 59 Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.12. 148. 190 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 205
176.12.148. 190 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 130
46.19. 86. 168 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 69
79.179.226.120 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 47
79.109. 169. 158 |Spain 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 40
157.55. 2. 170 Uhited Sates |147.237.76.200|ei tan. aka.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 39
207.241.226.41 |Wited Sates |147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 207.241. 226. 41 B ock 8
46.19.86.168 | srael 147.237.0.19 |nadimatal .idf.il Ig?ﬁ%ﬁ%he Sane Response (bde (404) in Session from Bock |4
80. 246. 136. 154 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
199. 30. 24. 213 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 3
41.33.155.245 |Egypt 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 3
176.13.5. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
105. 103. 229. 218|A geria 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwwidf.il/arr/ B ock 2
176.13.6. 174 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
185.32.179.21 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.116. 189. 243 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/watch B ock 2
37.26.148.153 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2

m ny- kosher - kravi . |®rameter Type Volation .
176.12.143.25 |Israel 147.237.0. 17 h ct1 00$Cont ent P acetbl der 15t xt AreaRenmarks in B ock 2

df il mny- kosher-kravi .idf.il/tenpl ates/trai ni ng/trai ni ng. aspx
77.127.169.22 |israel 147.237.0. 17 ;nfnlyl kosher - kravi . i Distributed |11egal Parameter Encoding None 2
207.241.226.41 |Lited Sates [147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df .| Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 B ock
87.69.190.81 | srael 147. 237. 72. 156 |anan. i df . i | m”;'g.iizd??iﬁtfggffmom.idf.i” B ock 1
46.116.91.50 i srael 147.237.72. 166 |aka. i df . i | m”;kflgﬁrﬁje;a?ngﬁﬁafgmm in None 1
w7s 1520350 [T om0 a6 [ O ot o o)k . s aok o
2.54.184. 225 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
79.181.234. 186 |lsrael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
141.212. 122. 129|Wnited Sates [147.237.76.200(ei tan. aka.idf.i | Mal formed URL proxytest. zrmap. i 0: 80 B ock 1
66.249.75.46  |Israel 147.237.76.200|ei tan. aka. i df . i | mn;m?anim;;:?t o isll;kijl‘zg_ ein;‘ei e, aspx None 1
52.35.187.114 [lWnited Sates [147.237.77.19 |[lawforumidf.il Mil tiple NULL Character in Method from52.35.187. 114 B ock 1
207. 46. 13. 96 Uited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 207.46. 13. 96 B ock
85. 64. 68. 95 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock

Uhknown Paraneter catld in
46.19. 86. 161 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ nai n/ gi yus/ mai i/ gi yus/ resour ces/ i neges/ nast er/ favi |None 1
con. gi f

79.109. 169. 158 |Spain 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
173.252. 120. 105|thited Sates |[147.237.72.166|aka. i df .i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
109. 64. 213. 195 |l srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 64.233 |Israel 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to ww i df . i/ 1439596800030 B ock 1
208.184.112.74 |Uited Sates [147.237.77. 216 |dover. i df .i | D stri buted ff;;t;g;geﬁeﬁvicffjpf” Bock 1
87.69. 190. 81 I srael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46. 116. 91. 50 lsrael 147. 237.72. 166 |aka. i df . i | Unknown Paraneter ctl 00$ct | 00$cphMai ncphSachar $ct 109 in None 1

wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
5.22.134.156 | srael 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Method HEAD for B ock 1
virwv aka. i df . i | / mai n/ sachar/ def aul t. aspx

Paraneter Type M ol ation ctl00$Cnt ent Al acetbl der 16t xt Capt cha i n

176. 12. 148. 190 |l srael 147.237.0.19 |nadimatal .idf.il nadi matal i dfi1/nobil e/l ogi n. aspx Bl ock 1
80. 246. 133. 232 |l srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df.il/dover/site/ nai npage. asp Bl ock 1
141.212.122. 129|Wnited Sates [147.237.77. 170 |naar achot . i df .i | Mal formed URL proxytest. zrmap. i 0: 80 B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v i df . il/1294-en/ v i df.il/english [B ock 1
52.35.187.114 |lhited Sates |[147.237.77.19 [lawforumidf.il NULL Character in Method Bl ock 1
207.46.13.155 [lhited Sates |147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bock |1

wwv navy. i df.il/tenpl ates/tal king fromfiel d/
] . . O stributed Lhaut hori zed URL Access on
107.178.194.79 [Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1

Unknown Par anet er

85. 65. 9. 237 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphiai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . D stributed Lhauthori zed URL Access on
176.13.22. 133 |Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
m ny- kosher - kravi . i i na % pi i ;
176.12.143.25 |israel 147.237.0. 17 ny IIlegal Parameter Encoding %pj O FOyh8OMJ gi b1@rFO@6H in |\ 1
af.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
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