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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3341

66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 188

179. 215. 212. 60 Brazil 147.237.77.176 nat pash.idf.il |Frk Under Attack Con Tcp drop 2
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry

Target Address

|Site

|Sgnature

Devi ce Action |Oount |

69.12.70. 34 Lhited Sates 147.237.77.176 |natpash.idf.il [21609: HITP. pChart Drectory Traversal Wl nerability B ock 1
69. 30. 218. 234 Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HITP. maj estic bot B ock 1
62.210. 85. 77 France 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 1




12-09-2015-22:04:05 to 12-09-2015-23:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Feder at i on

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.75.106 |147.237.77.233|W0ited Sates [atal .idf.il ET SCAN NVAP -sA (2) 2
177.74.89.101 |147.237.8.45 |Razil e.eitanidf.il ET SCAN Potential SSH Scan 2
177.74.89.101 [147.237.76. 201 |Brazil e.aa.idf.il ET SCAN Potential SSH Scan 2
177.74.89.101 [147.237.0.17 |Prazil mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 2
177.74.89.101 |147.237.76.30 |Razil hi nush. i df i | ET SCAN Potential SSH Scan 2
66.249.81. 215  [147.237.77. 216 ?éZSia”. dover.idf il ET SCAN NVAP -sA (2) 2
eration
66. 249. 64. 50 147.237.72.166 |Wited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
177.74.89.101 |147.237.76.31 |Brazil nakchal .idf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 76. 199 |France e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
187. 160. 131. 35 |147. 237. 77. 235 |Mexi co svivaidf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
177.74.89.101 [147.237.72. 166 |Frazil aka.idf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.77.234|Razil hal ag.idf.il ET SCAN Potential SSH Scan 1
60. 250. 134. 220 |[147.237.76.30 [Tai wan hi nush. i df i ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
177.74.89.101 |147.237.77.121 | azil e navy.idf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.8.24 |Razil elifestyleidf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.0.34 |Brazil tikshuv.idf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.76. 198 azi | e.yohal an.idf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.76. 196 |Brazi e.sviva. idf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.0.15 |[Razil kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
177.74.89. 101  |147.237. 76. 147 | azi chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
210. 6. 140. 252  [147.237.76.30 |Hong Kong hi nush. i df .i | ET SCAN Behavi oral .Unusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 226 |Canada ww chanat z. aka. i df .il  |ET SCAN NVAP -f -sS 1
177.74.89.101 |147.237.76.34 |Razil yohal an.idf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 76. 200 |France eitan. aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
187.252. 224. 95 |147.237.76.34 |Mexico yohal an.idf.il BT S“AN Behavi oral _Lhusuaj ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
177.74.89.101 |147.237.77.243|Razil nobi | e.i df il ET SCAN Potential SSH Scan 1
177.74.89.101  |147.237.72. 156 |Brazi aman. i df.il ET SCAN Potential SSH Scan 1
177.74.89. 101 |147.237.77.233 | azil atal.idf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.8.28 |Razil e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.77.74 |Brazil lawidf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.0.35 |Bazil akavs. i df . il ET SCAN Potential SSH Scan 1
177.74.89.101  |147.237.76. 199 |Brazi e. nakchal .idf.il ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.0.19 |[Razil madi matal .idf.il ET SCAN Potential SSH Scan 1
177.74.89. 101  |147.237. 76. 197 |Rrazi e. hi nush. i df . i | ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.0.16 |[Razil ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
177.74.89.101 |147.237.76. 148 |Brazil ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 226 |Canada wwwv chanat z. aka. i df . il [ET SCAN NVAP -sS w ndow 2048 1
177.74.89.101 |147.237.76.39 |Razil nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
94.243.223.7  |147.237.8.45 [WSSIA eeitanid.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |[Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i SSi
94. 159, 142. 109 |I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 438
Ret ransm ssi on Packet dr opped.
. . SYNHAK retransmit with different .
5.28.147.154 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence vi ndow scal noni t or 40
5.28.147.154 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 40
s SWNretransnmit wth different .
94. 230. 95. 85 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Wi ndow scal e noni t or 22
Sreanming Engine: TCP Invalid i i SSi
176.13.6.174  |Israel 147. 237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.74.6  |Wited Sates |147.237.76.86 |navy.idt.il 9 =g nval i d segnent retransmssi on. drop 14
Ret ransm ssi on Packet dr opped.
92.241.48.191 [Jordan 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 13
213.57.133. 115 |I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
46.117. 215. 250 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 11
213.57.133. 115 |I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt with different o vor |10
w ndow scal e
R SWNretransnmit wth different .
87.69.166.14 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal @ noni t or 10
Sreanming Engine: TCP Invalid i i SSi
46.19.86.92  |israel 147. 237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 154. 124 |1 srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
213.8.204.39 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
176.12. 147.52 |israel 147. 237.77. 243 |obi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
79.176.26.194 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i SSi
79.180. 154. 44 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
213.8.204.39 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
84. 228. 188. 205 |l srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
65. 60.190. 137 |Whited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
185.3.146. 174 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 66. 109. 105 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 62. 137 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
109. 66. 32. 141 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 5
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
46.19.85.121  [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 66. 32. 141 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
213.57.133. 115 [l srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti neout aert 4
Sreaming Engine: TGP Invalid i i ssi
199. 30. 25. 242 |Wited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
. . SYNPAXK retransmit with different .
92.241. 48. 191 [Jordan 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 4
109. 66. 32. 141 |l srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 4
213.57.131.54 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt wih different Jopyivor |3
w ndow scal e
79.176.26.194 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 3
Sreanming Engine: TCP Invalid i i SSi
109. 64. 196. 44 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
. . SYNHAK retransmit with different .
84.228.89.228 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence vi ndow scal & noni t or 3
185.3.146.90 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
109. 65. 62. 102 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
87.69.166.14 |[lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i SSi
46.19.85.223 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
o SYNHAK retransmit with different .
46.117. 215. 250 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal noni t or 3
Sreamng Engine: TCP Invalid i i SSi
109. 66. 32. 141 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.1.104 |israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
87.69.166.14 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber noni t or
109. 66. 32. 141 |l srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i SSi
37.26.148.191 [israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
82.166.91. 149 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
46.19. 86. 12 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.178.239.22 |Israel 147. 237.72. 166 |aka. i of .11 9 =g vl i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
84.228.89.228 |[Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
109. 65. 11. 208 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 87
94.159. 142. 109 I srael 147.237. 76. 200 |ei t an. aka. i df . i | 100 MY of the Sane Response Code (404) in Session from Bock  [36
94. 159. 142. 109
176.13. 6. 174 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response CGode B ock
84.94.175.153 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . i|/mai n/ sachar/ mas. aspx Bl ock
176.13.10. 151 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
2.54.62. 142 I srael 147.237.76.31 |nakchal .idf.j| [authorized URL Access to Bock |2
wawn nakhal . i df. il /i mages/ shared/ err page. png
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wanidf.il/error. htm B ock
46.116. 189. 243 |l srael 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to v idf.il/watch B ock
46.19. 86. 92 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspi ci ous Response Code Bl ock
] - - D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 |dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
176.12.147.52 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response CGode B ock
176.12. 148. 249 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
- . D stributed Lhaut hori zed URL Access on
87.69.166.14  |Israel 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
46.116.67.198 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
176.13.1. 104 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. - D stributed Lhaut hori zed URL Access on
109. 201. 154. 138|Netherlands ~ |147.237.77. 216 [dover. i df .| v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
79.180. 154. 44 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
52.35.187.114 |Wited Sates [147.237.0.34 |ti kshuv.idf.il Miltiple NUL Character in Method from52.35.187. 114 B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover . i df . i | I1egal HITP Version HITH B ock
92.97. 40. 136 ;il]rtaetdesﬁrab 147.237.77. 216 |dover.i df .i | D stributed Waut hori zed UR. Access on ww i df .il/xnrpc. php B ock 1
84.109. 144. 143 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 86. 51 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
173.252.90.120 |Uhited Sates |[147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.176.26.194 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 65. 225. 246 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
95.86.120. 162 [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 95. 86. 120. 162 B ock 1
- . Unhaut hori zed URL Access to
66. 249. 64. 23 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v/ gi yus/ gi yus/ gener al . aspx Bl ock 1
213. 8. 204. 39 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
87.106.22.163 |Ger many 147.237.77. 176 |mat pash. i df .i|  [Adm n B ocki ng Bl ock 1
5. 29. 46. 139 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
. - D stributed Lhaut hori zed URL Access on
109. 201. 154. 228|Netherlands ~ |147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . D stributed Lhaut horized URL Access on
81.24.209. 144 |Ukraine 147.237.72.166 [aka. i df . i | wwn aka. i df . il /iturindresources/ i mages/ body/ i nages/ nai n. j pg Bl ock !
] . - D stributed Lhaut hori zed URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64.240  |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 20145- he/ dover . aspx Bl ock 1
52.35.187.114 |lWited Sates [147.237.0.34 |[tikshuv.idf.il |NLL Character in Mthod B ock 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
93.173.240.51 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwy aka. i df . il /mai n/ sachar/ B ock 1
85.64.231.141 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for ww aka. i df.il/mai n/ sachar/kl al i . aspx Bl ock 1
176. 12. 143. 254 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.179.107.80 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 66. 154. 124 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
Unhaut hori zed URL Access to
95. 86.120. 162 [Israel 147.237.77. 216 |dover.idf . il ww i df . i |/ 1153- he/ dover . aspx&a=u&ed=0ahukew vndauz8_j ahwi ct 4kha|B ock 1
asahcqgf ggi maa&usg=af gj cnhngi wi t ki ydwOx3df j 1oi xh1l4v-q
66. 249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 1
87.106.22.163  |Ger many 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to ww cogat.idf.il/adnin B ock 1
46. 120. 216. 233 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
41. 44. 223. 30 Egypt 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
149. 78. 80. 3 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.65.118 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8900- he/ r ef uah. aspx  |Bl ock 1
] - - D stributed Lhaut hori zed URL Access on
107.178.194. 87 [lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
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