12-09-2015-20:04:09 to 12-09-2015-21:04:09

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2, 800+
2, 100 B dover.idf.il
i M nadi matal .idf.il
1 400- M aka.idf.il
’ Waman.idf.il
Number 1 M nobi [ e. i df il
thcks 7007 M refuah.idf.il
[Mishurimaka.idf.i
: : M eitan aka.idf.il
RO SR U O AR S hi nush. i df . i |
S o A N ) i df i
< R 5 ¥ éé\ N 5 6{81‘ o & & M navy.idf.il
6\6‘ & < N é>\ Q@
& )
Top Tar get

B 167. 114. 156. 16

2.52.182. 220
I 31. 154. 85. 119
2.54.37.51
Nuréfber Hl 94. 159. 152. 34
At t acks W 176.13.11. 11

[ 168. 235. 206. 164

W 41.33.231. 90
213.57.133. 169

M 213.57.138. 177

Top Attackers



12-09-2015-20:04:09 to 12-09-2015-21:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3462
94. 102. 56. 238 Net her | ands 147.237.76. 200 eitan. aka.idf.il Block Np Al _Net dr op 1

94. 102. 56. 238 Net her | ands 147.237.76. 177 ncore.idf.il Block Np All Net drop 1

94. 102. 56. 238 Net her | ands 147.237.76. 202 e halag.idf.il Block Np All _Net drop 1
94.102. 56. 238 Net her | ands 147.237.76. 44 e.refuah.idf.il Block Np Al Net drop 1

94. 102. 56. 238 Net her | ands 147.237. 76. 196 e.sviva.idf.il Block Np All _Net drop 1
107. 150. 55. 50 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
94.102. 56. 238 Net her | ands 147.237.76. 86 navy.idf.il Block Np Al _Net dr op 1

94. 102. 56. 238 Net her | ands 147.237.76. 197 e hinush.idf.il Block Np All Net drop 1
118. 193. 23. 46 Chi na 147.237.76. 196 e.sviva.idf.il Block Np All _Net drop 1
94.102. 56. 238 Net her | ands 147.237.76. 176 test.ncore.idf.il |[Bock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker At t acker .
count ry arget Address |Site Sgnature

m ny- kosher - kravi . i df . © HTTP: OO\l Conma i ecti

113. 204. 53. 134 |hi na 147.237.0.17 | 13076: HITP. Apache Struts 2 Command 1 nj ect i on B ock 1
il Ml nerability

113. 204. 53. 134 |Chi na 147.237.0.19 |nadimatal .idf.il 13076: HITP: Apache Struts 2 OGN Command Inj ection Bl ock 1

Wl nerability
151.80.31.126 |[Italy 147.237.76. 42|refuah. i df . i | 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 78. 96 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
89.138.207.99  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
78.193.2.8 147. 237. 76. 147 |France chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
60.189. 171. 216 |147. 237. 76. 34 |chi na yohal an i f i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

218.108. 132. 58 |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
218.108.132.58 |[147.237.77.212|Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
133. 130. 118. 109|147. 237.0.35  [Japan akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131|147. 237.76. 30 |Canada hi nush. i df . i | ET SCAN NMAP -sS w ndow 3072 1
88.249.106.23 |147.237. 77. 233 |Turkey atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.108.132.58 [147.237.77.234|thina hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
218.108.132. 58 [147.237.77.205|hi na prisha.idf.il ET SCAN NMAP -sS w ndow 1024 1
185. 106. 94. 6 147.237.77. 216 dover.idf.il ET DO5 SSL Bonb DoS Attenpt 1
133. 130. 118. 109|147. 237.0. 16  [Japan ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
2.54.37.51 I srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 74
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
213.57.133.169 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 26
94.159.152. 34 |l srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 22
94.159.152.34 [Israel 147. 237. 72. 156 |aman. i of . i Bad TCP sequence ﬂﬁtrsjﬁgzl;gth moni tor |22
168. 235. 206. 164 |United Sates |147. 237. 72. 156 |anan.i df . i Bad TCP sequence Invalid ACK nunber noni t or 19
79.181.26.131 | srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 18
Ret r ansni ssi on Packet dr opped.
46.19.85.123  |Israel 147.237.76.200 |eitan. aka. i of . Streamng Engine: TCP Invalid invalid segnent retransmssion drop 18
Ret r ansni ssi on Packet dropped.
213.57.138. 177 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 18
168. 235. 206. 164 |Lhited Sates |147. 237. 72. 156 |anan.idf .il Bad TCP sequence Inval i d ACK nunber alert 18
84. 229. 28. 7 I srael 147. 237.77. 243 |nobi l e.i df i1 Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
46.19. 85. 219 I srael 147.237.76.42 [refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 13
176.13. 11. 247  |Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 12
176.13.6. 13 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber moni t or 11
213.57.118. 110 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 10
46. 19. 85. 219 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |10
186. 107. 177. 176|Chil e 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
176.13.15. 142 |Israel 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
213.57.138.177 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti meout alert
176.12.143.48  |Israel 147.237. 72. 167 i shurimaka icr.i1 || aMNg Engine: TP Invalid |imvalid segnent retramsmission. | 8
Ret r ansni ssi on Packet dr opped.
84.109.17.205 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
2.52.182. 220 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |8
5.28.159. 221 I srael 147. 237. 77. 170 |n@arachot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
46. 19. 85. 6 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
213.57.133.169 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
176.13.11.247 |Israel 147.237.77. 226 | "}|" chanat z. aka. 1df 1paq TOP sequence Inval i d ACK number monitor |7
37.26.146.136 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 207 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
2.52.0.190 I srael 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
84.228.74.98 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
2.52.182.220  |israel 147.237.0.19  |nadimatal .idf.il Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 180 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
176.12. 139. 232 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
109.64.49.66  |Israel 147.237.77. 243 |nobi le. i o . i1 Streamng Engi ne: TCP Invalid finvalid segnent retransnission. |, o, 6
Ret ransn ssi on Packet dr opped.
188. 120. 153. 220|i srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
2.54.178.72 I srael 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
31.210. 186. 147 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
176.13. 4. 177 I srael 147. 237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 207 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
109. 65. 26. 75 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
176.13. 4. 177 I srael 147. 237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nval i d ACK nunber moni tor |6
217.194.203.91 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
185. 27. 105. 176 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval id invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 10 I'srael 147. 237. 72. 166 |aka. i f . i Streaning Bngine: TCP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert 5
77.125. 76. 66 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |5
46. 19. 85. 207 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
84.228.225. 204 |[lIsrael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46.120. 236. 193 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber moni tor |5
87.69.230.235 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.182.220 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 150
2.52.182. 220 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 138
31.154.85.119 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 117
31.154.85.119 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 58
. . . Paraneter Type M ol ati on NewPassword in
176.13.11. 11 I srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 42
31.154.85.119 [Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 8
2.54.179. 42 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
31.154.85.119 [Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 6
176.12. 142. 131 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Qode Bl ock 4
84.229.28.7 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.148.224 |israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
185. 32.179. 6 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode Bl ock 3
46.121.244.76  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246.136. 48 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
m ny- kosher - kravi . i _ .
176. 13. 22. 104 | srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encoding None 2
. . Unaut hori zed URL Access to
46.121.74.228 |Israel 147.237.72.166 |aka. i df . i | vown aka. i df i 1/ mai n/ gi yus/ cont rol s/ at udal A B ock 2
89.138.186.11 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
84.228.252.77 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
] . . Par aneter Type M ol ati on PageNumin
68.180.230.29 |Uhited States |147.237.77.176 |nat pash. i df . il Wi cogat i df i 1/1038- hel cogat . aspx B ock 1
_ m ny- kosher - kravi . i ) _ , .
113. 204. 53. 134 |Chi na 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0.17/index. | ogi n. action B ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
89.138.69.239 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
84.109.73.249 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19. 86. 84 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79.121. 210. 110 E?';;gom 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
141.212.122. 129|Wited Sates |147.237.77.74 [lawidf.il Mal formed URL proxytest. zmap. i o: 80 Bl ock 1
2.54.16. 83 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: Uhknown SSL Sessi on None 1
; . . D stributed Lhaut horized URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.79.209 |[Israel 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to list.ips.gov.il/list2005c. htm Bl ock 1
] . . DO stributed Unaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
176.12. 138. 164 |l srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code Bl ock 1
. . Unaut hori zed URL Access to
80. 178. 136. 122 |l srael 147.237.77. 170 |maar achot . i df . i | raarachot . i df i1/ pdf/ i es/ 5/ 110675, pof B ock 1
75.119. 200. 140 |Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/wp-admn/ B ock 1
Unaut hori zed URL Access to
8.37.70. 44 Uhited Sates |147.237.76.42 |refuah.idf.il v ref ua. atal . idf.il/1176-he/ ref uah. aspx&usg=al kj r hi 8rt cvosni 2t a |Bl ock 1
xzst 1kgf _4g7ehw
113. 204. 53. 134 |China 147.237.0.19 |nadimatal .idf.il Unaut hori zed LRL Access to 147.237.0.19/i ndex. | ogi n. acti on Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.18 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
84.110. 210. 131 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
46. 19. 86. 97 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qde Character in URL B ock 1
. . Mil tiple Fullwidth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
149. 88.228. 112 |l srael 147.237.72. 166 |aka. i df . i | from 149. 88. 228, 112 B ock 1
79.180.31.176 | srael 147.237.72. 166 |aka. i df . | Unknown Paranet er ct | 00Sct | 00$cphMi nScphSachar $ct 137 in None 1
wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
2.54.16. 83 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin v i df.il/1133-ar/dover. aspx |B ock 1
] - . D stributed Lhaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
85. 65. 60. 23 I srael 147.237.72. 156 |anan. i df . i | Wnauthori zed URL Access to B ock 1
wwv anan. i df .il/https:/ww anan.idf.il/
37.26.148.252 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
77.75.77. 101 %ﬁ;ﬂ c 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Unaut hori zed URL Access to
8.37.70. 224 Uited Sates [147.237.76.42 |refuah.idf.il v ref ua. at al . i df. i | /894- hel r ef uah. aspx&usg=al kj r hgst nyni i z3xnm|Bl ock 1
gj 9nzi v1t ubll 7a
141.212.122. 129|thited Sates [147.237.72. 156 |anan.idf.il Dstributed Ml formed URL B ock
94.230. 86. 245 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None
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