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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3526

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3215
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

45.55. 184. 19 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.179. 184. 153 S ngapor e 147.237.76. 44 e.refuah.idf.il JLMPurple Gon Limt Htps drop 1

198. 20. 69. 98 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
54.179. 184. 153 S ngapor e 147.237.76. 147 chinuch. aka.idf.il |[JLMPurple Gon_Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |

112.111.188.201 [China 147.237.76.42 |refuah.idf.il [C1000108: HITP. Trying to | ocate existing FQkeditor B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

50. 28. 43. 206 147.237.77. 74 |Whited Sates [lawidf.il Tehila - Perl LW with fake user agent 23
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 190 |147.237.72. 166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 4
80. 246. 136. 165 |[147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
43.229. 53. 89 147.237.0.17 |Japan mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 226 |Chi na wwwv chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
2.54.173. 116 147.237.72. 166 I srael aka. idf.il portscan: TGP O stributed Portscan 1
59. 45. 79. 117 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
193. 37.128. 130 [147.237. 77. 216 |I srael dover.idf.il portscan: TGP O stributed Portscan 1
59. 45. 79. 117 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
149. 202. 166. 19 [147. 237. 77. 216 |Ger many dover.idf.il PCLI CY- OTHER Adobe (ol dFusi on adnin interface access 1
at t enpt
59. 45. 79. 117 147.237.76.31 |China nakchal . i df i ET SCAN Potential SSH Scan 1
149. 202. 166. 19 [147.237.76.30 |Ger many hi mush. i df il PCLI CY- OTHER Adobe (ol dFusi on adnin interface access 1
at t enpt
59. 45, 79. 117 147.237.8.46 [China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131(147. 237.8.50 |Canada e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
79.181.54.217  |147.237.77. 233l srael atal.idf.il ET DB Large anmount of TCP ZeroWndow - Possible Niller2 1
DDos attack
43.229.53. 89 147.237.0.35 [Japan akavs. i df . il ET SCAN Potential SSH Scan 1
I i ) o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
61.81.22.248  |147.237.76.39 ok‘f’rea RepUbliC | il e i tav. i i1 Potential Sean or Brute For Ze 1
5. 39, 222. 253 147. 237. 76. 148 |Net her | ands gqcenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
193.201.224.8 |147.237.76.42 |Wkraine refuah.idf.il SERVER- WEBAPP admi n. php access 1
59. 45. 79. 117 147.237.76.86 |[China navy.idf.il ET SCAN Potential SSH Scan 1
189, 198. 83, 218|147 237 8.14  |vexi co o orchot i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
149. 202. 166. 19 |147. 237. 77. 216 |Ger many dover.idf.il ET VB SERVER (ol dFusi on admini strat or access 1
59. 45. 79. 117 147.237.76.30 |China hi mush. i df .i | ET SCAN Potential SSH Scan 1
149. 202. 166. 19 [147.237.76.30 |Ger many hi nush. i df . il ET VB SERVER (ol dFusi on admi ni strat or access 1
59. 45. 79. 117 147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |[Ste Signature Action ‘Count
5.28. 155. 49 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 29
. . SYNHFAK retransmit with different .

5.28. 155. 49 I srael 147.237.72. 166 [aka. i df .i Bad TCP sequence vi ndow scal @ noni t or 29

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 26
Sreamng Engine: TCP Invalid i i ssi

66.249.79.6  |Wited Sates |147.237.77. 234 |halag.icf. i 9 =g Inval i d segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

176.12. 147. 18 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 17
Ret ransnm ssi on Packet dropped.

46. 19. 85. 36 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 17

2.52.36.20 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17

213.8.204.32 |lsrael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 16
Sreamng Engine: TCP Invalid i i ssi

176. 12. 146. 133 |I srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

79. 183. 125. 245 I srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 15
Ret ransnm ssi on Packet dropped.

46.19. 85. 79 I srael 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14
Sreaming Engine: TCP Invalid i i ssi

46.19.85.254 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

reamn ine: TCP Invali i i ssi

94. 159. 152. 134 |1 srael 147.237.77. 243 |t e i1 | €8N g Engine P Invalid Inval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.177. 157. 195 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

reamn ine: TCP Invali i i ssi

5.102. 212. 204 |Israel 147.237.72. 166 |aka. i of .i | Stream g Engine P Invalid Inval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.10.93 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

80. 246. 136. 209 || srael 147.237.77. 243 |nobi l e.i df . | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

108.6.235.172 |Wited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12

213.57.133. 115 |I srael 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 12

5.28.155.250 |Israel 147.237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
Sreamng Engine: TCP Invalid i i ssi

66.249.74.6  |Wited Sates |147.237.76.86 |navy.idf.il 9 =g vl i d segnent retransmssi on. drop 10
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.176.30. 213 [israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

77.126.185. 45 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.

2.54.143.218 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

46.19.85.189 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or

46.19.85.130 [Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

5.28.155.250 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence SINAK retransmt wih different Jopivor |7

w ndow scal e

46.19.86.116  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi

213.8.204.9  |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

2.52.36.20 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi

79.181.54. 217 |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

46.19.85.189 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

46.19.85.179  [Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreanmng Engine: TCP Invalid i i ssi

176. 12. 139. 232 |I srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

46.19.85.166 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 6

46.19.86.228 [israel 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Streaning Engine: TCP Invalid Invalid segnent retransnission

183.79. 222. 67 |Japan 147. 237.76. 200 |ei tan. aka.i df .i | > ' dro 6
Ret r ansn ssi on Packet dr opped. P

46.19.85.189  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6

46.19.85.166 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

5.102. 254,56  |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

80. 246. 139. 69 | srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

46.19.85.224 |Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber aert 5

46.19.85.166 [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 5

46.19.85.189 [lIsrael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber alert 5

46.19.85.224  |lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber noni t or 5

46.19.85.166  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber noni t or 5

46.19.85.60  |Israel 147. 237. 77. 216 |dover i df . i Bad TCP sequence SIWAK retransmt with different oo s

w ndow scal e

46.19.85.224  |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Inval id AGK nunber aert

207.241.226. 39 |Lhited Sates |147.237.76.86 |navy.idf.il dr op SAMrul e drop

46.19.85.224 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 165 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 104
2.52.178. 203 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 90
46.19. 86. 195 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 67
80. 246. 136. 165 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 65
46.19. 86. 195 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 56
80. 246. 136. 165 I srael 147.237.0.19 |nadimatal .idf.il a0 eny o e Same Response Code (403) Tn Session from g ook 23
176.12. 150. 125 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 21
50. 28. 43. 206 Uited Sates [147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 50.28. 43. 206 B ock 21
94. 159. 152. 134 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 15
2 52 178.203 | srael 147.237.0.19 |madimatal .idf.il ;(.ngl.\/ﬁr;y&ozfoéhe Sane Response (ode (404) in Session from B ock 13
79.176.147.55 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
2.54.179. 42 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 10
176.12.147.18 |[lIsrael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 6
176. 12. 146. 133 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 5
79.183. 125. 245 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 3
185. 120. 125. 40 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
80. 246. 136. 171 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
85. 65.200. 113 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.13.116 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
185.3.146.236  |Israel 147.237.77. 216 |dover . i df . i | \Tjrwafztfri IT/yf§3;'1_ SL"/"tdiO‘\’/”erc_t;SOSbem ent F acetbl der 1St Emai | in- g o 2
193.201.224.8 |lkraine 147.237.76.42 |refuah.idf.il Mil tipl e Lhaut hori zed UR. Access from 193.201.224.8 B ock

94.159. 152. 134 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock
176.13.2.209  [Israel 147.237.72. 166 |aka. i df . i | \;P;rwa':;:ri ?afl /("r:af'n\/”;;i;;‘f Oirgot sassuord, asp None 2
77.125.88.182 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
193.201.224.8 |Wkraine 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 2
50. 28. 43. 206 Lhited Sates [147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 2
2.54.0.229 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
80. 246. 136. 209 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
79.176.30.213 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 2
107.178.194.79 |Uited Sates (147.237.77.216 [dover. i df .i | D stri bt ec 1?;;}2;’2;;?&%\/2‘?_?:&” Bl ock 2
46. 19. 85. 254 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Qode B ock 2
107.178.194.83 |Wited Sates |147.237.77.216|dover . i df . | D stri bt oc 1%’;;_?;22?&%\/2‘??;&” Bl ock 2
84.108.73.130 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
79.180. 6. 171 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
46. 19. 85. 75 | sr ael 147.237.76.42 |refuah.idf.il Mal formed LRL B ock 1
149. 202. 166. 19 |Ger many 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to 147.237.77. 216/ cfi de/ adnini strat or/ |B ock 1
68.180.228. 112 [Lhited Sates |147.237.77.216 |dover.idf.il marzﬂe: Jylgeexr?é/aé;\?; fgzxmmi n Bl ock 1
195. 154. 168. 82 |France 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock
31.44.138. 22 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None

109. 64. 226. 118 |Israel 147.237.76.42 |refuah.idf.il O ted autrorized ﬁaﬁcz‘i}i on Bl ock 1
87.69.87.39 I srael 147.237.0.17 ;n in|y- kosher-kravi.1d Iniln?f?(]oszzrra—nlfrt:\:i Elnngd: In?a: I;i/ic? eat ecapt chai nage. aspx None !
54.153.32.246 |Lhited Sates [147.237.76.39 |nobile.neitav.idf.il [Wauthorized URL Access to 147.237.76.39/ B ock 1
46.19. 86. 194 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock

37.142. 64. 47 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
141.212.122. 129|United Sates |147.237.77.226 V\TA:W chamat z. aka. i df Mil formed URL proxytest. zmap. i o: 80 B ock 1
74.208.105.30 |lhited Sates [147.237.77.216|dover.idf.il eMai | Hoar di ng B ock 1
207.46.13.90 Uited Sates (147.237.76.31 |nakchal .idf. i vqu\x?vu;;?hrf;lz.ei%flﬂ_/fzfme)lszf\t ;;)/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.166.190.155 |Netherlands  |147.237.77.216|dover . i df .i | e 1) 1155, 25650 el dover. aume Bock |1
176.13.15.86 |l srael 147.237.72.166 |aka. i df . i | 'o'u'ri%asl/ i?ta:eﬁdsngggg‘:/z;g;kﬁ f/ nai 1V kapat 2/ [ res B ock 1

12-09-2015-19:04:06 to 12-09-2015-20:04:06




