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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3389

146. 185.57.7 | srael 147.237.72. 156 anan. i df.il ock_Udp All _Nets drop 3

39. 58. 22. 49 Paki st an 147.237.77. 205 prisha.idf.il Frk _Under Attack Con Tcp drop 2

89. 248. 160. 229 Net her | ands 147.237.76. 201 e atal .idf.il B ock Np Al Net drop 1

89. 248. 160. 229 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1

117. 21. 227. 247 Chi na 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp drop 1

89. 248. 160. 229 Net her | ands 147.237.76. 176 test.ncore.idf.il |Block Np Al _Net drop 1

89. 248. 160. 229 Net her | ands 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1




12-09-2015-17:04:09 to 12-09-2015-18:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count |
41.178.188.108 |Egypt 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 1
106. 38. 241. 147 |thina 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

180. 250. 40. 102 |l ndonesi a 147.237.0. 15 kosher -kravi . i df . il [20086: HTTP. Mi ebl ackcat Security Scanner B ock 1




12-09-2015-17:04:09 to 12-09-2015-18:04:09

|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
91. 201. 236. 114 |147. 237. 72. 217 |kr ai ne eidf.il ET SCAN NVAP -sS wi ndow 1024 1
84.27.157.159 |147.237.77.19 |Netherlands | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
81.31.244.14 |147.237.76.86 |iran, Islamc Republic of navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.182.17. 165 |147.237.72. 166 |l srael aka. idf.il portscan: TP D stributed Portscan 1
5.39.222.253 |147.237. 77. 216 |Net her| ands dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
118. 69. 85. 243 |147. 237. 77. 212 |M et nam e.dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
118. 69. 85. 243 |147.237.0.16 [\ etnam ny-kosher-kravi .idf.i1 [ET SCAN NVAP -f -sS 1
92.53.36.232 |147.237.77. 243 Y“ﬁ;ggf’g\i/aﬁé;uh;i?r;” nobi [ e. i df . ET SCAN NVAP -sS wi ndow 1024 1
84.109. 112. 150 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
81.31.244.14 [147.237.76.86 |[Iran, Islanic Republic of navy. i df.il ET SCAN NVAP -sS w ndow 2048 1
81.31.244.14 |147.237.76.86 |iran, Islamc Republic of navy.idf.il ET SCAN NVAP -f -sS 1
5.39.222.253 |147.237. 77. 234 [Net her | ands hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
185.35.62. 11  |147.237.76.30 |Swtzerland hi nush. i df i SERVER APACHE .Apache m)d.—SSI non- 8L connect i on 1
to SSL port denial of service attenpt
5.39.222.253 |147.237.77. 170 |Net her| ands naar achot . i df . il ET SCAN NVAP -sS wi ndow 1024 1
149. 78.154. 69 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
118. 69. 85. 243 |147.237.0.16 |V etnam ny-kosher-kravi.idf.il |[ET SCAN NMVAP -sS wi ndow 2048 1
109. 67. 131. 54 |147.237. 72. 166 |I srael aka. idf.il portscan: TCQP Dstributed Portscan 1




12-09-2015-17:04:09 to 12-09-2015-18:04:09

|Top Attackers In FW |

‘Attacker Qountry ‘Target Address |Ste Signature i\tnif;
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
82.80. 144. 186 |Israel 147.237.72. 166 |aka.i df .i 9 =9 Invalid segnent retransmssion. g 21
Ret r ansni ssi on Packet dropped.
80. 179. 196. 126 |I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different monitor |19
w ndow scal e
5.29.238.126 |[Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
2.52.3.245 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
213.57.131. 47 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
2.54.57.125 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
2.52.129.235 |lIsrael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19.85.174 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi
2.54.12. 60 I srael 147.237.77. 243 |nubi le.i . i1 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
95. 19. 66. 230 Spai n 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i ssi
85. 130. 189. 208 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
84.109.98.75 |lIsrael 147.237.72.166 |aka i df .i | Bad TCP sequence nonitor |9
Streaming Engine: TCP Invalid |invalid segnent retransnission
183.79. 222. 67 |Japan 147.237.76. 200 |ei tan. aka.i df .i | > " |dro 8
Ret r ansni ssi on Packet dropped. P
5.28.147.183 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 8
Sreanming Engine: TQP Invalid i i SSi
66.249.74.6  |United Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, o, 8
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.79.6  |Wited Sates 147.237.77. 234 |nal ag. i of . 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
85. 65. 103. 244 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |7
. . SYNWAKK retransmt with .
80. 246. 137. 215 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 7
85. 65. 103. 244 |l srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> Tineout [reject 7
80. 246.136.10 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNHACK retransmt with moni tor |7
different w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
185. 27. 105. 176 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
5.255.253. 160 |Russian Federation  |147.237.76.86 |navy.idr.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.163 |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46.19.85.174 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |6
. . SYNtACXK retransmt wth :
5.28.147.183 |[Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence different v ndow scal e nonitor |6
Sreanming Engine: TCP Invalid i i Ssi
79.178.122.34 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, o, 6
Ret ransmi ssi on Packet dropped.
5.102. 254. 117 |l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber monitor |6
Sreaming Engine: TGP Invalid i i sSi
84.228. 171. 126 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.1 I sral 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
149.88.6.111 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
5.102. 254. 117 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.253.87. 8 gcisgi'géa“ Territory. 1447, 237. 77. 216 |dover. i o . i1 SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 5
207. 46. 13. 55 Lhited Sates 147.237.77.176 |nat pash. i df . il dr op Frst packet isn't SN drop 5
46. 19. 86. 19 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
79. 181. 191. 183 |l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
185. 120. 125. 51 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 4
85.65.26.192 |[lIsrael 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 86. 19 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 4
2.54.160.255 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 114. 91. 248 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
85.65.26.192  |lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |4
213.57.131.47 |Israel 147. 237.72. 166 |aka. i f . i Bad TCP sequence SINWAC retransmt with moni tor |4
different w ndow scal e
176. 228. 130. 27 |l srael 147.237.72. 166 |aka.i df il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
85. 65. 103. 244 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence noni t or
Sreaning Engine: TGP Invalid i i ssi
198. 204. 249. 34 |United Sates 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
2.54.40. 134 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
82.132. 218. 244 |Uni ted Ki ngdom 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 4
109. 65.15. 15 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |4
5.22.131.186 |[lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 86. 219 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Same Response Code (404) B ock 186
46. 19. 86. 219 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code Bl ock 107
176.13.13. 175 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 38
46. 19. 86. 219 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Sane Response Code (403) B ock 33
. . Unhaut hori zed URL Access to
5.29. 169. 123 I srael 147.237.72. 166 [aka. i df . i | wiw aka i df i |/ nai 1V sachar/ resour ces/ styl es/ B ock 30
185.3.146.217 |Israel 147.237.72. 167 |i shuri maka. i df . 1120 M of the Sane Response Cbde (404) in Session from g o\ 7
185. 3. 146. 217
187.109. 10. 111 |Brazil 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 187.109. 10. 111 Bl ock 5
85.64.227.198 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 85. 64. 227. 198 Bl ock 5
85. 64.227.198 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/6/ |B ock 5
207. 46. 13. 38 Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm Bl ock 4
208.115.113. 88 |[Wnited Sates 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed LRL Access from 208.115. 113. 88 B ock 4
45. 55, 184. 19 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/894-ar B ock 4
176.12. 144. 131 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code Bl ock 3
176. 13. 17. 80 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 3
176.12.150.48 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 3
2.54.37.30 I srael 147.237.0.19 |nadimatal .idf.i| |Distributed Suspicious Response Code Bl ock 3
85. 64. 173. 10 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 3
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | wiw cogat i o i /si p,_storagelfi | es/ O/ si 2e220x0/ 3410,  pg. Sr Bl ock 3
85.64.227.198 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Unknown SSL Sessi on None 2
162. 197. 185. 149|Uhited Sates 147.237.77.216|dover . i df .i | PHP Attenpt Bl ock 2
2.54.12. 60 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.120.57.177 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
176. 12. 145. 205 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
162. 197. 185. 149|Uited Sates 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 2
. . - DO stributed Whaut hori zed URL Access on
31.168. 14. 74 I srael 147.237.77.243|nobi | e. i df . i | mobile.idf i1/ sachar/index B ock 2
. . Mil tipl e Whaut hori zed Method for Known URL from
185. 120. 126. 58 147.237.72.166 |aka. i df . i | 185. 120, 126. 58 B ock 2
157.55.39.120 |Uited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
82.80.144.186 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
; ] ] Unhaut hori zed URL Access to
208.115.113.88 |thited Sates 147.237.76.86 [navy.idf.il navy. i df . i1/ i yus/ f or und asp/ showf or um asp Bl ock 2
46.19. 85. 232 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 2
157.55.39.131 |Uited Sates 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to v idf.il/error.htm B ock 2
37.26.147.195 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
149.78.103.57 |Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.178.174. 125 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
] . . DO stributed Whaut hori zed URL Access on
208.184.112.74 |Wnited Sates 147.237.77.216|dover.idf .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
2.54. 40. 188 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
; . . O stributed Whaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover.idf . il v i dff . i |/ 1133- 22461- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.65. 115 Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8713- he/ r ef uah. aspx Bl ock 1
54. 153. 33. 152 Lhited Sates 147.237.0. 15 kosher -kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ B ock 1
83.244.112. 98 gl’lazlcis;ilgéan Territory. 1,47, 237.72.166|aka. i df . il Unaut hori zed URL Access to ww aka.idf.il/sip storage/files B ock 1
. . Unaut hori zed URL Access to
212.199. 57.206 |l srael 147.237.77.234|hal ag. i df . i | 147.237. 77, 2341 i nages/ shar ed/ bul | et 1. g f B ock 1
46.19. 86. 163 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
’ P .|Uhaut hori zed URL Access to
157.55.39.136  |United Sates 147.237.0.15  [kosher-kravi . i df .i wwv kosher - kravi . i df .il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
. . DO stributed Whaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77.216|dover.idf .i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
’ . . DO stributed Uhauthorized URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
109. 66. 137. 113 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
2.54.5.189 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl ef shar edl reset . css B ock 1
89.139. 45. 228 |l srael 147. 237.76. 147 |chi nuch. aka. i df . i ||Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/xmrpc. php |B ock 1
Unaut hori zed URL Access to
66. 249. 64. 17 | srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i 1/ coor di nat i ongaza/ news_gaza/ pages/ sganshagrir |B ock 1
usa. aspx
185. 35. 62. 11 Shi t zerl and 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
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