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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3467
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 87
79.181. 2. 140 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets dr op 3
192.118. 132. 185 I srael 147.237. 77. 216 dover.idf.il Block Udp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qount ry ‘Ste

‘Signature

167. 114. 156. 16 |147. 237. 77. 216 [Canada dover.idf.il [portscan: TCP D stributed Portscan 3
137.226.113.7 |147.237.76.86 |cer many ey, i df il ET SCAN Suspi ci ous User-Agent Contai ning Vb Scan/er, Likely Wb 1
Scanner
91.218. 246. 103 |147. 237. 72. 156 ?;Z;::I”ion anan.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
77.126.87.103 |147.237.72.166 |Israel aka.idf.il portscan: TP D stributed Portscan 1
46.19. 85. 73 147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
5.102.217.250 |(147.237.77.216|Israel dover.idf.il [portscan: TCP D stributed Portscan 1
5.28.154. 78 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18  [147. 237. 77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent 1
122. 114. 17. 100 |147. 237. 77. 176 |Chi na nat pash. i df.iI|[ET SCAN Potential SSH Scan 1
80. 246. 137. 121 |147. 237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
46.121. 194, 218 [147. 237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.148.199 |[147.237.77.216|Israel dover.idf.il [portscan: TCP D stributed Portscan 1
5.29.197.144  |147.237.77.216 |Israel dover.idf.il [portscan: TCP D stributed Portscan 1
5.28.131. 14 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
185. 27. 105. 131 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Signature

Country

Sreanming Engine: TCP Invalid

Inval id segnent retransnission.

37.26.149.186 |Israel 147.237.76. 200 |eitan. aka.i df . i . dro 927
Ret r ansni ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i sSi
37.26.149.138 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssi on. drop 561
Ret r ansmi ssi on Packet dropped.
194.177.16. 3 I srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 81
. . SYNtAXK retransmit with different .
5. 28. 158. 63 I srael 147. 237.72. 166 |aka. i f .i | Bad TCP sequence wi ndow scal e noni t or 66
5.28.154.78 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 65
. . SYNPAXK retransmt with different .
5.28.154. 78 | srael 147.237.72. 166 |aka.idf .i| Bad TCP sequence wi ndow scal e noni t or 65
5.28. 158. 63 I srael 147. 237. 72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 65
92.239.176.150 |United Kingdom|147.237.76.42 |refuahidf.il  [Bad TCP sequence SNretransmt with different moni tor |45
w ndow scal e
46. 19. 86. 138 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 43
46. 19. 86. 163 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval id ACK nunber noni t or 42
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i drop SMrule drop 34
Sreaming Engine: TGP Invalid i i sSi
82.81.32.141  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dropped.
5.28.146.18  |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINCAGK retransmt with different Jooyitor |19
w ndow scal e
5.28. 146. 18 | srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 19
5.28.146. 18 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 19
Sreamng Engine: TCP Invalid i i ssi
66. 249. 79. 6 Wited Sates  |147.237.77. 234 |hal ag. i df il 9 =g Invalid segnent retransmssion. g 18
Ret r ansni ssi on Packet dropped.
213.57.134. 144 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 15
46.120.28.230 | srael 147.237.77. 234 |nal ag.i f . i Bad TCP sequence SNretransmt with different monitor |15
w ndow scal e
213.57.134. 144 |lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 14
46. 19. 86. 27 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 13
46.19. 85. 178 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreaming Engine: TGP Invalid i i sSi
46.19. 85.6 I srael 147.237.0.19 |madimatal .idf.il 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.12. 147. 46  |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
. . SYNretransmt wth different .
5.29.197. 144 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 11
5.28.158. 63 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 11
46. 19. 86. 153 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence Inval i d AGK nunber noni t or 11
2.54.20. 15 I srael 147. 237.72. 167 |i shuri maka. i of .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
88. 76. 195. 88 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
213.8.90.228  |israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. -y 9
Ret r ansni ssi on Packet dropped.
46.19.85.226 | srael 147. 237. 77. 216 |dover . i of i Bad TCP sequence SAK retransmt with different 1opniior o
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
84.229.156.75 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
195. 200. 205. 78 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber moni t or 8
Russi an S Streaming Engine: TCP Invalid Invalid segnent retransmssion.
5. 255. 253. 188 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 6
Sreanming BEngine: TCP Invalid i i ssi
31.168. 185. 127 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.114  |israel 147. 237. 77. 243 |nobi l e.i df .i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
183.13.124.174 |china 147. 237. 77. 216 |dover . i df . i Bad TCP sequence SN retransmt wth different monitor (6
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
192.114. 91. 246 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi
192. 117. 134. 240|1 srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
132. 70. 66. 11 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 243 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
2.52.36.76 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 162 I srael 147.237.77. 216 |dover. i dof .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 85. 128 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 5
37.26. 146. 160 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
84.111.152.84 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
37.26.146.160 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85. 128 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid AGK nunber alert 5
46. 19. 85. 193 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
79.179.142.99 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.149.138 |Israel 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 187
37.26.149.186 |[Israel 147.237.76.200|ei tan. aka. i df .i| |Too Many of the Same Response Code (404) in Session from 37.26.149.186 |B ock 100
46.19. 86. 244 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 47
46.19.85.6 | srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 47
46.19.85.6 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 30
207.241. 226. 39 g‘ialt:g 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unhaut hori zed URL Access from 207. 241. 226. 39 B ock 22
2.54.149. 173 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 18
46.19. 85. 65 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
79.180.198. 231 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79. 180. 198. 231 B ock 10
176.12. 136. 227 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 10
176. 12. 140. 246 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
207. 241. 226. 39 g‘;tt:: 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 7
176.12. 136. 142 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
81.218.241.26 |Israel 147.237.77. 216 |dover. i df . il Mil tipl e Unauthorized URL Access from 81.218. 241. 26 B ock 6
79.176.213.96  |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79.176. 213. 96 B ock 5
79.176.213.96 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Method from79.176. 213. 96 B ock 5
45,55, 184. 19 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 45,55, 184. 19 B ock 4
79.176.213.96 |lsrael 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed URL from 79.176. 213. 96 Bl ock 4
79.176.213.96 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal |y Long Request from 79.176.213. 96 B ock 4
79.176.213.96 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Nane from79. 176. 213. 96 B ock 3
79.176.213.96 |lsrael 147.237.72. 166 [aka. i df . i | Mil tiple Malforned HTTP Header Line from 79.176.213. 96 Bl ock 3
46. 19. 85. 36 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.167. 236 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
82.80.161.142 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
79.176.213.96 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal |y Long Header Line from 79.176.213. 96 B ock 3
2.54.55.12 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.176.213.96 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79. 176. 213. 96 B ock 3
81.17.31.222 Shitzerland |147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
79.176.213.96 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from79. 176. 213. 96 B ock 2
176. 13. 3. 252 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
176.13.5. 14 I srael 147.237.77.243|nobi | e.i df . i | Unhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
79.176.213.96 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Nane from 79. 176.213. 96 B ock 2
66.249. 64.233 |Israel 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm Bl ock 2
78.111.186.38 |Wkraine 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 78.111. 186. 38 B ock 2
37.26.146.146 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66.249.64.190 |[lsrael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in ww aka. idf.il/main/rabanut/general . aspx None 1

Uhaut hori zed URL Access to

147. 237. 76. 86/ yest hi si sar eal | yl ongr equest ur | but wear edoi ngi t onpur posewear es
1o7.226.110.7 [Gormany 2,765 [navy. .1 [T oo e ot st gt e oo

aveal ookat t heuser agent t hxyest hi si sar eal | yl ongr equest ur | but wear edoi ngi t onpur p

osewear escanni ngf or r esear chpur posepl easehaveal ookat t heuser agent t hx
2.52.162. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
212.179.21.194 |Israel 147.237.76.42 |refuah.idf.il i;t ;;?9;294;‘;“;*‘;25;"‘3 dlf?;:ectce; on Bock |1
194.153.113.35 |[Germany  |147.237.72.156|anman. i df .i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
46.120.28.230 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi B ock 1

Unaut hori zed URL Access to
95. 86. 71. 188 I srael 147.237.0.34 |tikshuv.idf.il waw ti kshuv. i df . i1/1048- 7486- hel ti kshuv. aspx&a=u8ved=0ahukewj r kaai 5s7 [B ock 1

j ahvf 6g4khz2wb9kgf ggi maa&usg=af qj cnhf 5bpj xko81dkznyngl f t w3l nosg

IAI | egal~ B/Ee~03d§ Chgr act eArviAn et bod ?ARs_AKRPKASA-AL A

AER[ t A2 4A° A?hAEKA...A»AZATA i A?a+A'Af0A” A ZA'XX AVAf
79.176.213.96  |Israel 147.237.72. 166 [aka. i df . i | XTRAACFA A KAGK™ | { AdYASA? A—ACA A0 { | SACATA; NA29ATY[ [ #31] ] ACAAEBlock 1

AVAYAEAYA%o| [ #26] ] A>AAnAKA AEAes, [[#1]] cA

[[#12]] <AeO Avf[#2]]}6NA?dA? | A—
176. 12. 147. 165 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
41.188.105. 9 Muwuritania [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock
5.29.197. 144 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1133-he/ at al . aspx B ock 1

Unknown HTTP Request Method ?AAs_A%RPKASA-A;AAER] t A2 4A° A?hAE

KA..A»A%A’[A" iAA:?a+A’AfQA'AA,~ZA‘~xxﬁ71/~Af o o
79.176.213.96 | srael 147.237.72. 166 |aka. i df . i | glzﬁgg/gwﬁ‘gé]{]A;j/ﬁ%ﬁ;ék_AA%E AA; ’! [$ [A ;f]T]A L;‘A?QA"Y[ [#311 AR B ook |1

[[#12]]<A° O Av4[#2]]}6NAPdA?" | A— in LRL 3x3x'A’j [ [#6]] X Avx™

ABKNA &€ O [[#1]] nx™AU [ [ #6] ] a>] x[ [ #29] ] x] A?c[ ASA x3
217.132.26.226 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df . il/nai n/ sachar/ def aul t. aspx Bl ock
66. 249. 79. 25 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unauthorized URL Access on ww chi nuch. aka. i df . il/404. htm B ock
173. 176. 152. 157|Canada 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to vww cogat . i df.il/894-ar B ock 1
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