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12-09-2015-12:04:00 to 12-09-2015-13:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3060
81.218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 76

45, 32. 246. 5 147.237.76. 201 e atal.idf.il Invalid TP H ags drop 8

66. 249. 64. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4

45. 32. 246.5 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2
71.6.216. 43 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Udp Al Nets drop 1
71.6.216. 46 Lhited Sates 147.237.76. 176 test.ncore.idf.il [B ock UWdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
69.12.70. 34 Lhited Sates 147.237.77. 74 lawidf.il 21609: HITP. pChart DOrectory Traversal Wil nerability Bl ock 1
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




12-09-2015-12:04:00 to 12-09-2015-13:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
84.109. 124.28  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 98 147.237.76.42 |lhited Sates |refuah.idf.il ET CROP Dshiel d B ock Listed Source 1
80. 246.137.29  |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220(147. 237.8.28  |Sweden e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.253.96. 122  |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
o ET SCAN Suspi ci ous Wser-Agent Contai ni ng Vb Scan/ er,
137.226.113.7  |147.237. 72. 156 |Ger nmany anan. i df .i | Likely Véb Scanner 1
45.32.246.5 147.237. 72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
121.141. 225. 10 |147. 237. 76. 86 Okfrea’ Republ i C )y, i of i ET SCAN Potential VNC Scan 5900- 5920 1
117.31.224.80 |147.237.76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
, L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
115.159. 3. 147  [147.237.0.33 |China idf.il Fotential Scan or |nfection 1
98.119. 105. 221 |147.237.8.46 |Wited Sates |e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 2048 1
84.228.21.7 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
213.151.49.47 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
83.130. 117. 150 |[147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
66.249. 64. 200 [147.237.72. 166 |Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 1
188. 226. 206. 204|147. 237. 0. 17  |Net her| ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.120. 255. 202 (147.237.72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
132.66.231. 14  |147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
121.141. 225.10 |147.237.0. 35 Okfrea’ RepUDI i C e, i . i ET SCAN Potential VNC Scan 5900- 5920 1
117.31.224.80 [147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
109. 67. 202. 167 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
98.119. 105. 221 |147.237.8.46 |lhited Sates [e chinuch.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

At acker

Target Address

dte

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

213.8.204.19 |Israel 147. 237. 76. 200 |ei tan. aka.i df .i | S dro| 144
Ret ransni ssi on Packet dropped. P

85. 130. 245. 195 || srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 45

85. 130. 245. 195 |l srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 44

85. 130. 245. 195 |I srael 147.237.76.30 |hinush.idf.il drop First packet isn't SN drop 40

, . . |Sreaming Engine: TCP Invalid ,

5.28.172.211 | srael 147.237.0.19 |nadimatal .idf.il Inval i d checksum Packet dropped. |drop 37
Checksum

79.176. 211. 127 |I srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence SNretransmt with i fferent monitor |37

wi ndow scal e

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

107. 167. 108. 53 |Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
Sreaming Engine: TCP Invalid i i ssi

80.178.13.85 [l srael 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g nvalid segnent retransmssi on. dr op 18
Ret ransni ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18

2.52.26.209 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16

2.52.26. 209 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
Sreaning Engine: TGP Invalid i i ssi

66.249.79.6  |Wited Sates |147.237.77.234|halag.idf.il 9 =g Invalid segnent retransmssion. drop 16
Ret ransm ssi on Packet dropped.

2.52.26. 209 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber aert 16

2.52.26.209 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 16

2.52.26. 209 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d sequence nunber noni t or 16
Sreaming Engine: TCP Invalid i i ssi

79.176. 184. 182 |l sr ael 147. 237.72. 166 |aka i df . i 9 =g nvalid segnent retransmssi on. dr op 15
Ret ransni ssi on Packet dropped.

82. 132, 244, 222 LK‘:';:gom 147. 237. 77. 216 |dover . i df . i drop First packet isn't SIN drop 14

82.132. 244. 222 lk?lr:gegom 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or 14
Sreaning Engine: TGP Invalid i i ssi

66.249. 64. 163 |Lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.

93.173.50. 169 |[lsrael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 10

46.19. 85. 76 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 10

80. 246.133.79 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10

5.28.157.134 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10

93.173.50. 169 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 10

5.28.157.134 |Israel 147.237. 72. 166 |aka. i of .| Bad TCP sequence SAK retransmt with different Jopsiior |10

wi ndow scal e

Sreamng Engine: TCP Invalid i i ssi

46.19.85.117 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nvalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dropped.

reamng BEngine: TCP Invali i i ssi

79.183. 114. 231 |I srael 147.237.77. 243 |moi e iop. 11 | SAMNg Engine: TP Invalid invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.

46. 19. 85. 90 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
Sreaning Engine: TGP Invalid i i ssi

80. 246. 138. 160 |l srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. dr op 9
Ret ransmi ssi on Packet dropped.

2.54.163.164 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect

81.218.241.26 |Israel 147.237. 72. 156 |anan. i df . il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid

5.28.172.211 | srael 147.237.77. 216 |dover.idf.il 9 9 Inval i d checksum Packet dropped. |drop 8
Checksum

62.219. 110.87 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

46.19.85.216  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or

82.132. 244. 222 E?';;gom 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid sequence nunber noni t or 7

41.206.148.7 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7

82. 132. 244. 222 z‘;ggom 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7

82.132.244.222 z‘;;gom 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber aert 7
Sreaning Engine: TCP Invalid i i Ssi

62.0.100.137 [Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.

2.52.161.135 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6

46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or 6

2.52.26.209 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

212.179. 21. 194 |I srael 147.237.77. 227 |e.hanaz.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

2.52.161.135 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6

37.58.80. 11 Net her | ands 147.237.0.34 |tikshuv.idf.il dr op SAMrule drop 6

62.0.210.1 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi

77.125. 161. 228 [ srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

212.25.102.57 |Israel 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dropped.

41.78.110.8 Sudan 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count

213.8.204.19 |[Israel 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 845
212.25.102.57 |[lIsrael 147.237.76.200|ei tan. aka.i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 368
213.8.204.19  |Israel 147. 237. 76. 200 [ei t an. aka. i df . | Jo0 fny F she Same Response Code (404) 1n Session from Bl ock 144
46.19.86.188 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 76
46.19. 85. 93 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code Bl ock 48
176.13.17. 124 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 43
80. 246. 139. 246 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 34
80. 246. 138. 160 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code Bl ock 23
46.116. 223. 180 |l srael 147.237.72. 166 |aka. i df . i | 14-2(,)1’\:&@220; tlgg sane Response (ode (403) in Session from B ock 22
213.8.204.51 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 213. 8. 204. 51 B ock 22
185. 32. 179. 137 |I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code Bl ock 21
185. 32. 179. 119 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 17
80. 246. 137. 68 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 12
185. 32. 179. 119 |I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code Bl ock 11
176.13.23.14 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 8
213.8.204.33 |[Israel 147.237.76.200|ei tan. aka.i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 6
80. 246. 137. 250 |I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 6
80. 246.137.73 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
176. 12. 136. 142 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 5
80. 246. 136. 58 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code Bl ock 4
46.19.86.112 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
31.154.4.36 I srael 147.237.77. 226 ¥W\|M|/ chamatz.aka.id mué::r:;tzzéikﬁdfp.ciclelsssi r:_ost orage/ files/ 9 2479. ) pg Bl ock 3
80. 246. 137. 94 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.227. 119. 27 |Ger nany 147.237.72. 166 |aka. i df . i | m”;k?ri idfzidl /'\Styzgfmﬁ%effg[ﬂ ten. asp Bl ock 3
80. 246. 136. 206 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
66.249.79.25 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | \?W;:rc'hf)l;hiﬂ izuf 2?”' f/eioﬁtﬁfcess on Bl ock 2
109. 186. 1. 253 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/mai n/ gi yus/ Bl ock 2
176.13.21. 114 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
109. 64. 112. 105 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 2
84.111.6.81 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from84.111. 6. 81 Bl ock 2
80. 246. 137. 248 || srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
89.138.56.78 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 89. 138.56. 78 B ock 2
79.177.180. 33 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
81.218.37.2 I srael 147.237.77.216|dover.idf .il Mil tiple Unaut horized URL Access from81.218.37.2 Bl ock 2
80.246.137.6  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
212.143.3.44  |Israel 147.237.76.42 |refuah.idf.il i;t ;igg_”t?g_d‘é/h;“;Ih;réﬁ:rdedf‘e:ect‘fi?s on Bl ock 1
62.219. 115. 209 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 66. 175. 234 || srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.19. 86. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
ss 10m1s0.473 [ faen 2 ot Y e v o o)k 1 . s Aok |t
79.183.183.79 |Israel 147.237.72. 166 |aka. i df . i | m“;’k‘“g IZ"’f‘r?Tftn;r Ncéggﬁijtgangfgz_'\’:isgfcphsaChar$Ct'09 in None 1
185. 120. 125. 10 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
31.13.102.109 |[irel and 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
89.139.8.180 [Israel 147.237.72. 166 |aka. i df . i | ;Twa';;elr f‘?‘?,?&:jﬁ/\ga‘:hii/?lgii;t‘r ot o zar e ster. asp None 1
79.178.96. 197 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
176.13.20. 218 |Israel 147. 237.72. 166 |aka. i df . i | ma':::ri f"?l ?:;;J;’;&;??pé;ups/ var ki vsachar. aspx None 1
137.226.113.7 |Ger many 147. 237.76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to 147.237.76. 147/ B ock 1
84.108.67.67 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
213.8.204.19 |[lIsrael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df.il/rul es. abe Bl ock 1
208.184.112. 74 |Wited Sates  [147.237.77. 216 [dover. i df . i | Distributed hauthori zed URL Access on B ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
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