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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3415
45.32.246.5 147.237.77. 226 v chanat z. aka. i df . i | Invalid TGP H ags dr op 8
45.32.246.5 147.237.77. 233 atal.idf.il Invalid TGP H ags dr op 4
24.19.110. 22 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il Bl ock Udp All Nets drop 2
125. 202. 88. 129 Japan 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock Udp All Nets drop 1
87.118.124. 186 Ger many 147.237. 76. 39 nobi | e. nei tav.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount |
158. 85. 253. 245 Lhited Sates 147.237.72.166 |aka.idf .il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 15
66.76.174.2 Lhited Sates 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 8

158. 85. 253. 245  |Lhited Sates 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 8

158. 85.253.245  |Lhited Sates 147.237.72.166 |aka.idf.il 9785: HITP. SQ Injection (Referer Header) B ock 1
69.12. 70. 34 Lhited Sates 147.237.77.205 |prisha.idf.il|21609: HITP. pChart Oirectory Traversal Ml nerability Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature

158. 85. 253. 245 147.237.72.166 |Lhited Sates aka idf.il SQ Injection - Select From 35
66. 76. 174. 2 147.237.72.166 |Lnited Sates aka.idf.il SQ Injection - Select From 15
134.191.232. 71 147.237.77.170 |lIsrael naar achot . i df . i | ET SCAN NVAP -sA (2) 4
212.179. 227. 56 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
84. 228. 210. 236 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
188. 226. 206. 204  |147.237.77.235 [Nether| ands sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.183. 181. 10 147.237.72.166 |lsrael aka.idf.il portscan: TCP O stributed Portscan 1
187.111.59. 158 147.237.76.201 |Brazil e.atal.idf.il ET SCAN Potential SSH Scan 1
187. 111. 59. 158 147.237.8.50 Brazil e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
46.117. 174. 160 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
187.111.59. 158 147.237.0. 16 Brazil ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.77. 226 win chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 3072 1
41.33.231.90 147.237.77.216 |Egypt dover.idf.il portscan: TCQP Distributed Portscan 1
109. 67. 160. 78 147.237.72.166 |lIsrael aka idf.il portscan: TCP O stributed Portscan 1
98.119. 105. 221 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 114 147.237.77.233 |lkraine atal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
188. 226. 206. 204  |147.237.77.243 [Nether| ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.228.12. 55 147.237.72.166 |lIsrael aka.idf.il portscan: TCP DO stributed Portscan 1
187.111. 59. 158 147.237.77.19 Brazil law forumidf.il ET SCAN Potential SSH Scan 1
79.176.211. 128 147.237.72.166 |lIsrael aka idf.il portscan: TCP O stributed Portscan 1
187. 111. 59. 158 147.237.76. 38 Brazil e.eneitav.idf.il ET SCAN Potential SSH Scan 1
60. 217. 72. 16 147.237.76.199 |Chi na e. nakchal .idf .i ET SCAN NVAP -sS wi ndow 1024 1
187.111.59. 158 147.237. 8. 45 Brazil eeitanidf.il ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.77.233 atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
162.201. 188. 183 |147.237.77.216 [lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
45.32.246. 5 147.237.77. 226 v chanmat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
5.22.134.73 147.237.72.166 |lIsrael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 64. 107. 136 147.237.72.166 |lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
91.201. 236. 114 147.237.77.233 |Wkraine aal.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Signature
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

37.26.149.173 [Israel 147. 237.76. 200 |ei tan. aka. i of . i | Ret  ansmi ssi on Packet dr opped. drop 864
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 85
80. 246. 137. 180 |l srael 147. 237. 72. 156 [anan. i of . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 36
158.169. 40. 10  |Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
176.13.22.117  |Israel 147.237.72. 166 |aka i df . i Bad TCP sequence Vﬂdﬁr::;”lt wth different monitor |24
66.249.79.6  |Uited Sares |147.237. 7. 23albaag icr i1 |2 €M NG Engine: TCP Invalid finvalid segnent retransnissi on drop 20
Ret ransm ssi on Packet dropped.
46. 19. 85. 254 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 18
212.179. 224. 209|I sr ael 147.237. 72. 167 [i shuri maka. i of . i|dr op First packet isn't SN drop 17
46.19. 85. 174 | srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Invalid ACK nunber noni t or 17
132.64.27. 72 I sr ael 147. 237. 72. 156 [anan. i of . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 17
183.79.221.20  |Japan 147, 237, 76. 200 |eitan aka i of i1 | @M NG Bngine: TP Invalid  finvalid seqnent retransnissi on. dr op 10
Ret ransm ssi on Packet dropped.
176.13.11.198 |Israel 147, 237.72. 167 i shurimaka. i of || €M NG Engi ne: TCP Invalid finvalid segnent retransnission drop 10
Ret r ansni ssi on Packet dropped.
84.94.221. 26 I sr ael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 10
84.94.221. 26 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 10
77.126.98.196 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
62. 0. 200. 108 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
138.134. 102. 16 |l srael 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
80. 246, 137. 180 I srael 147. 237.72. 156 |aman. i df .| Bad TCP sequence mdﬁrsacr‘;"lt wth dfferent monitor |9
212.25.102.57 |Israel 147, 237, 76. 200 |eitan aka i of i1 || @M NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 8
Ret ransni ssi on Packet dr opped.
132.64.27.72  |israel 147. 237.72. 156 |aman. i df .| Bad TCP sequence mﬁsg reansmt wthdifferent | onitor s
176.13.10. 115  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
84.109. 139. 211 | srael 147. 237. 77. 216 |dover . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
176.13.10. 115 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 7
109. 64. 25. 2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 6
109. 64. 25. 2 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.153  |israel 147, 237, 72. 167 i shurimaka i cf i || @M NG Bngine: TP Invalid - finvalid seqnent retransnissi on. dr op 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 40 I 'srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber alert
158.169. 150. 8  |Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop
77.127.24.48  |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
158.169. 150. 9  |Bel gi um 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
5.28. 158. 176 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
37.58.80. 11 Net her | ands 147.237.76.86 |navy.idf.il drop SAMrul e drop 6
5.28.158.176 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsﬁlfﬂsm wehdifferent | onitor [
46.19. 86. 153 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 5
213.57.130. 216 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansmt wehdifferent | onitor |5
46. 19. 86. 54 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 5
158.169. 150. 4  |Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 5
46. 19. 86. 70 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 5
188. 120. 148. 207 |l srael 147.237. 72. 156 |anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5
158. 169. 40. 6 Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 5
213.57.130. 216 [Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
87.69.223.185 |l srael 147, 237.72. 166 |aka. i of .| Bad TCP sequence mﬁsg rea”smt wthdifferent | oitor |4
46.19. 85. 241 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
85. 64. 59. 244 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 4
158. 169. 40. 7 Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 4
49.201.164.20 [india 147. 237. 77. 216 |dover. i of . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
79.182.111.25 [Israel 147.237.77.234|nal ag.icf.il  |Bad TCP sequence md:)‘f’tvr:é:”lt wth different moni tor 4
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 81 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 304
212.25.102.57 |Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 217
37.26.149.173 [Israel 147.237.76.200(ei tan. aka. i df . il [Ostributed Too Many of the Sane Response Code (404) B ock 183
37.26.146.153 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 157
2.54.171. 235 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 133
37.26.146.153 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 125
46.19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 107
46. 19. 86. 81 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 107
2.54.171. 235 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 89
2.54.171.235  |israel 147.237.0.19 |nadimatal .idf.i ;O(S’ 4'.\Ain7y1.°2fg;he Same Response (bde (403) in Session from Bl ock 32
46. 19. 86. 82 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
37.26.146.153 |[Israel 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Sane Response Code (403) Bl ock 22
176.13.17.80 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 21
87.68.247.158 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 15
176. 13. 2. 252 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 11
176.13.7.157 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 10
80. 246. 136. 228 |[Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
212.199. 112. 144l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/$$$&287$$$ B ock 4
176. 12. 147. 245 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
212.179.21.194 |Israel 147.237.77. 234 |hal ag. i df . i | Ml tipl e Unaut horized URL Access from212.179. 21. 194 Bl ock 3
176.13.22.5 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85.65.111. 239  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
212.179.21.194 [israel 147.237.77. 234 |hal ag. i df . i | mﬂtor;?rs'“zggaﬁ_f?_eislslsti%_storagem s/ 4 2004, pq Bl ock 2
176.12.140.30 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19. 85. 25 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 2
176.13.12. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
80.246.136.61 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
84.95.255.130 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
212.143. 158. 216l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df . i | / banahane B ock 2
85.250.32.218 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46. 19. 86. 214 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 2
185.32.179. 94 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
84.111.6.81 | srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock 2
183.79.221.20 |Japan 147.237.76.200|ei tan. aka. i df . i | |Mitiple Abnormal Iy Long Request from 183.79.221.20 B ock 1
2.54.17.42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
107.178.194.87 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri utec 1T§;f2§éi3;?ﬁeﬁvﬁc.?:p£n Bl ock 1
52.31. 215. 67 Lhited Sates |147.237.72.166aka.idf.i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
46.19. 85. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79.181. 102. 223 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
37.26.148.174 |lIsrael 147.237.72.166|aka. i df . i | SSL Wntraceabl e Connection - ULhknown SSL Sessi on None 1
149. 78. 169. 239 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
66.249. 64.238 |lsrael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
185. 120. 125. 34 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS A tack None 1
109. 66. 32. 113 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
87.69.183.161 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
176. 228. 35. 236 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS A tack None 1
84.94.221. 26 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
134.191. 232. 70 [Israel 147.237.76.30 |hi nush.idf.il mnfr\]?” nu':?]r Z[‘;t < dfa.lriqu;/rsﬂirleg/aj o cr et 6capt chal mage, aspx None 1
77.127.86.75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None

66.249. 64. 101 |l srael 147.237.76.31 |nakchal .idf.il [Uauthorized LRL Access to nakhal .idf.il/page. asp B ock 1
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