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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3426

66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1274

45, 32. 246. 5 147.237.0. 200 ndu. i df . i | Invalid TGP H ags drop 8

45, 32. 246. 5 147.237.0. 33 idf.il Invalid TGP H ags drop 8
71.6.216. 57 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 1
75.115. 103. 59 Lhited Sates 147.237.76. 177 ncore.idf.il B ock_UWp Al _Nets drop 1
71.6.216.54 Lhited Sates 147.237.76. 34 yohal an.i df .il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

45.32.246.5 147.237.0. 33 idf.il ET SCAN NVAP -f -sS 1
196.47.173.21 |147.237.76.176|Qte Divoire |test.ncore.idf.iiET SCAN NVAP -sS w ndow 2048

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent

167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il  |portscan: TCP D stributed Portscan

113. 240. 250. 155|147. 237. 77. 176 |Chi na matpash.idf.il |[ET SCAN NVAP -sS w ndow 1024

45,32.246.5 147. 237. 0. 200 nau. i df il ET SCAN Potential SSH Scan

45.32.246.5 147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 2048

36.72.228.72 147. 237. 77. 205 I ndonesi a prisha.idf.il |ET SCAN NVAP -sS w ndow 4096

196. 47.173.21 |147.237.76.176|Qte DIvoire |test.ncore.idf.i|ET SCAN NMAP -sS wi ndow 4096

196. 47.173.21 |147.237.76.176|Qte DIvoire |test.ncore.idf.i|ET SCAN NVAP -f -sS

193. 105. 134. 220(147. 237.0. 34  |Sweden tikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port deni al

NN EEEEEEEEEE

113. 240. 250. 155|147 237. 77. 176 |Chi na nat pash. i df .i | .

of service attenpt
66.249. 64.190 |147.237.72.166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2)
45.32.246.5 147.237.0. 33 idf.il ET SCAN NVAP -sS wi ndow 3072
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|Top Attackers In FW |

A tacker

count ry ‘Target Address |Ste Signature

79.177.174.40 |israel 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 39

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

46. 19. 85. 89 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 31

46.19.85.173  [israel 147.237.72. 167 |ishwrimaka.iof.il |Bad TCP sequence I'nval i d AGK nunber noni t or 15

2.54.10.58 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10

2.54.10.58 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber aert 10

2.54.10. 58 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 10

2.54.10. 58 | srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid sequence nunber noni t or 10

2.54.10.58 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10

reamn ine: TCP Invali i i ssi

2.54.173.26  |Israel 147. 237, 72. 167 | shurimaka i of i1 || SAM NG Engi ne: TGP alid finvalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109.67.42.41 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi

79.180. 248.75 |Israel 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.

31. 154. 148. 222 |I srael 147. 237. 77. 216 [dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
Sreaming Engine: TCP Invalid i i ssi

66.249. 64.163 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 8
Ret ransm ssi on Packet dropped.

31. 154. 144. 150 |I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8

31. 154. 144. 150 |l srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence SINCAGK retransmt with different | oniior s

wi ndow scal e

138. 134. 102. 16 |I srael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 212 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

185. 106. 94. 2 147.237.76.39 |nubile. neitav.idf.i|drop SAMrul e drop
Sreanming Engine: TCP Invalid i i ssi

62. 219, 131. 149 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent et ransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

91.112.100.26 [Austria 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi

79.181.31. 123 |Israel 147.237.72. 166 |aka i f .1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.

46.19.85.212  [Israel 147.237.77. 216 |dover.idf. i | Bad TCP sequence I'nval i d AGK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi

207.232.27.5 |israel 147. 237.72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19.86.97  |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.

109. 67. 103. 96 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

31. 210. 186. 159 |I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

2.54.138. 37 I srael 147.237. 77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6

94. 230. 86. 234 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5

45.32.246.5 147.237.0.33  [idf.il drop SAMrule drop 4

46.19.86.232 |israel 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4

45.32.246.5 147.237.0.200 |ndu.idf.il drop SAMrul e drop 4

46.19.86.246  [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4

46.19. 86. 6 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4

79.179.198.83 |[lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

185. 3. 146. 219 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46.19. 86.6 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3

138. 134. 102. 15 |l srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi

46.19.86.92  |Israel 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

77.125.95.49 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

185.3.146.219 |Israel 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.

31.154. 148. 222 |I srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence SAK retransmt with different | oo |3

wi ndow scal e

Sreamng Engine: TCP Invalid i i ssi

46.19.85.31  |Israel 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

192. 114. 91. 229 |I srael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.

2.54.42.123 I srael 147.237.72. 167 [ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect

46. 19. 86. 90 | srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi

62.90. 174.63 |l srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count

109. 64. 20. 180 |l srael 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed Method for Known URL on ww aka. idf.il/ B ock 14
82.81.26.181 |Israel 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HITP Met hod B ock 9
82.81.26.181 |Israel 147.237.76.31 |[nakchal .idf.il [Miltiple Unauthorized URL Access from 82.81.26.181 Bl ock 6
2.54.149.173 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 5
31.154.175.4 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
208.115. 113. 88 [Lhited Sates [147.237.76.86 [navy.idf.il Mil tipl e Unaut horized URL Access from 208. 115. 113. 88 B ock 3
82.81.26.181 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip_storage/files/8/ B ock 3
80. 246. 139. 188 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
109. 65. 129. 70 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
82.81.18.163 |[lIsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS At ack None 2
176.13.11.83 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
85. 250. 126. 205 |I srael 147.237.77.233|atal .idf .il Dstributed PHP At tenpt Bl ock 2
46. 105. 100. 183 |France 147.237.77. 176 |nat pash. i df . il  |Mil tiple Unaut hori zed UR. Access from 46. 105. 100. 183 B ock 2
176.13.13.42 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
95. 35. 16. 78 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/mnain/ Bl ock 2
85. 250. 126. 205 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal.idf.il/xnhrpc. php B ock 2
213. 151. 48. 183 |I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/ishurim B ock 2
107.178.194. 79 |Uited Sates [147. 237. 77. 216 |dover . i df il [0 ted 1?;;?%'3;836%\2??;‘);” Bock |2
46. 19. 85. 25 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
204. 13. 200. 200 |Wiited Sates |147.237.77. 216 |dover. i df .i | D stri uted lﬂqﬁgfg‘gzgfﬂeﬁﬁc_f&” Bl ock 1
82.81.31.80  |Israel 147.237.72. 166 |aka. i df . i | (Sg‘stft éggﬁibéﬁ S’NT?(EYTE;(M' violation None 1
77.40.129.123 [Norvay 147.237.77. 216 |dover . i df il [D ST Buted lfﬁgfggggg?ﬂe%ﬁffpzn Bl ock 1
176.13.7.207 |lsrael 147.237.0.34 |tikshuv.idf.il |Uauthorized UR. Access to wwu tikshuv.idf.il/xnbrpc. php B ock 1
66. 249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in v aka.idf.il/main/ giyus/ general . aspx None 1
89. 234. 157. 254 [France 147.237. 7. 216 |dover . i df .i| [0 St7! Buted ggfg%ggﬁeﬁvﬁc_f;p;” Bl ock 1
50.113.75.116 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx B ock 1
208.184. 112. 74 |Uhited Sates [147.237.77. 216 [dover. idf i1 (2SI outed lfﬁgfggggg?ﬂe%ﬁffpzn Bl ock 1
183.79. 221. 20 |Japan 147.237.76.200 ei tan. aka. i df . i mxl/(\zn;mtnanp.a;ki:?d?‘. i II /IthpI at es/ sendt of ri end/ sendt of ri end. aspx None !
132. 66. 222. 158 |1 sr ael 147.237. 72. 156 |aman. i df . i | ggiig\ﬂ_fggﬁﬁ"&f?‘m%ﬁf:i&g"mﬁéf? 222.158 (Protocol violation |\, o 1
68. 180. 229. 239 [Lhited Sates |147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to www aka. idf.il/main/giyus/ x"x?xax" B ock 1
66.249.64.80 |lIsrael 147.237.76.200|ei tan. aka. i df . i | |Unknown Paraneter subject in wwwy eitan. aka.idf.il/1105-en/ eitan. aspx None 1
213. 151. 48. 203 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
107.178.194. 87 |Wited Qates [147.237. 77. 216 |dover. i df .i | D stri utec 1?;;}2;;2?%%\2??;‘)2” Bl ock 1
84.110. 109. 122 |I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
46.19.86.239 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
207.46.13.17 |Whited Sates |147.237.72.166|aka. i df . il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
77.126.93.79 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
112.196.72.5 |India 147.237.77.74 [lawidf.il Ostributed PHP Attenpt Bl ock 1
66. 249. 64. 230 |Israel 147.237.77.216|dover.i df.i |l Unaut hori zed URL Access to 147.237.77.216/ 1133- 19817- he/ dover . aspx |B ock 1
93.173.62.122 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
50. 141. 183. 189 |Lhited Sates [147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw idf.il/sip storagelfiles/2/4912. png Bl ock 1
208.184. 112. 75 |United Sates [147.237.77. 216|dover . idf il | o1 PSS 1?;;};3;%;?&%\2?222” B ock 1
5.29.218.93 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None

185. 32. 179. 144 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
76.72.161.76 |Wited Sates |147.237.77. 176 |nat pash.idf .i| |Mitiple Wauthorized UR Access from76.72. 161. 76 B ock

132. 66. 222. 158 [ srael 147. 237.72. 156 |anan. i df . i | i‘sﬁtégiﬁibispﬁngﬁf gm;g&%%&@; on None 1
66. 249. 64. 137 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
216. 218. 206. 66 |Lnited Sates [147.237.77.243|nobi le.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
207.46.13.59 |lhited Sates [147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
79.178.0.244  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/givus B ock 1
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