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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3440
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 156
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 143
66. 249. 64. 50 | srael 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 72
45. 32. 246.5 147.237.76. 177 ncore.idf.il Invalid TGP H ags drop 8
45.32.246. 5 147.237.76. 38 eeneitav.idf.illnvalid TGP H ags drop 8

45. 32. 246.5 147.237.0. 35 akavs. idf.il Invalid TGP H ags drop 5

45, 32.246. 5 147.237.76. 38 e.eneitav.idf.i|B ock Wp Al Nets drop 2

45, 32. 246. 5 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 2
71.6.135.131 Lhited Sates 147.237.76. 31 nakchal .idf.il |Bock Wdp All Nets drop 1
123. 220. 233. 142 Japan 147.237.76. 197 e hinush.idf.il |Bock Wdp All Nets drop 1

71. 6. 216. 45 Lhited Sates 147. 237.76. 31 nakchal .idf.il [Block Np Al Net drop 1
71.6.216. 45 Lhited Sates 147.237. 76. 199 e nakchal .idf.il |B ock Np Al _Net drop 1
115. 230. 124. 164 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 64. 50 147.237.72.166|lhited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
66.249.65. 112  |147.237.76.42 |Wited Sates  |[refuah.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 29 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
117.39. 6. 115 147. 237. 76. 200 |Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.0. 35 akavs. i df . il ET SCAN NVAP -f -sS 1
45.32.246.5 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
117.39. 6. 115 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
45,32.246.5 147. 237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
117.39. 6. 115 147. 237. 76. 148 |Chi na gacenter. aka idf.il |ET SCAN Potential SSH Scan 1
223.4.174. 30 147.237.0.33 |China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
45.32.246.5 147.237.76. 38 eemeitav.idf.il |ET SCAN Potential SSH Scan 1
117. 39. 6. 115 147.237.76. 44 |China erefuah.idf.il ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.76. 38 eeneitav.idi.il |ET SCAN NMAP -sS wi ndow 3072 1
220.231.195. 122(147. 237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
117. 39. 6. 115 147.237.76.39 [China nobi | e.nei tav.idf.i|ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.76. 38 eeneitav.idi.il |ET SCAN NMVAP -sS wi ndow 1024 1
117.39. 6. 115 147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.0. 35 akavs. i df il ET SCAN Potential SSH Scan 1
189, 219, 161 56 |147. 237. 76. 176 | co test . noore.idf il ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
89. 163. 140. 142 |147.237.72. 217 |Ger many eidf.il ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.0. 35 akavs. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
177, 230 255. 1001147 237 0.32  |nexi co tikshov. i ] ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
117. 39. 6. 115 147. 237. 76. 201 [Chi na eata.idf.il ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.0.35 akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
45,32.246.5 147. 237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
117. 39. 6. 115 147. 237. 76. 198 [Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
5 139 105 139|147 237 76 31 |RUSSian rekehal i df i1 ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Federat i on Potential Scan or Brute Force
45.32.246.5 147. 237.76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
117.39. 6. 115 147. 237. 76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.76. 177 ncore.idf.il ET SCAN NVAP -f -sS 1
117.39. 6. 115 147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
220.231.195. 122(147.237.8.14 |China e.orchot.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
45.32.246.5 147.237.76. 38 eeneitav.idi.il |ET SCAN NMAP -sS wi ndow 4096 1
117.39. 6. 115 147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
45.32.246.5 147. 237.76. 38 eenmitav.idi.il |ET SCAN NMAP -sS wi ndow 2048 1
220.231.195. 122|147.237.8. 14 |China e.orchot.idf.il ET SCAN NVAP -f -sS 1
117. 39. 6. 115 147.237.76. 34 |[China yohal an.idf . il ET SCAN Potential SSH Scan 1
45.32.246.5 147. 237.76. 38 eeneitav.idi.il |ET SCAN NVAP -f -sS 1
189, 219, 161. 56 |147. 237, 76. 199 |nexi co o nakehal i df i1 ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 163. 140. 142 |147. 237. 76. 196 |Ger nany e.svivaidf.il ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.0.35 akavs. i df il ET SCAN NVAP -sS wi ndow 4096 1
177 236, 1. 49 147 237 0.34  |nexi co tikshov. i ] ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45.32.246.5 147.237.0. 35 akavs. i df .i | ET SCAN NMVAP -sS wi ndow 2048 1
128. 204. 196. 48 |147. 237. 72. 167 |Net her | ands ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Signature

Devi ce

Country

‘Target Address |Ste

Action

‘Count

Sreanming Engine: TCP Invalid i i ssi
37.26.146.255 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. g 915
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
46.19.85.152  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
149.78.47.97  |israel 147.237.72. 166 |aka i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
185. 32. 179. 148 |l srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
45.32.246. 5 147.237.0.35 |akaws.idf.il drop SAMrule drop 4
45.32.246.5 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 4
45.32.246.5 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 4
Sreaning Engine: TCP Invalid i i ssi
199. 30. 25. 3 Wited Sates  |147.237. 76. 200 |ei tan. aka i df .i | 9 =g Invalid segnent retransmssion. | . 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.110.80.25  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
199. 203. 226. 21 |l srael 147.237.72. 166 |aka i of .i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi
79.183.53.66  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
62.219. 154. 156 |Israel 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 140. 179 i srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 103 | srael 147.237.77. 170 |maarachot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
79.180.30.115 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
213.57.137. 117 |[Israel 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |[reject 2
Sreanming Engine: TGP Invalid i i ssi
40.77.167.8  |Wited Sates  |147.237.76. 200 [ei tan aka i df .i| 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
80. 179. 115. 198 |l srael 147.237.77. 170 |naarachot . i df . i | Bad TCP sequence Invalid ACK nunber nonitor |2
69.122.148. 186 |Lhited Sates 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 49 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
199. 203. 226. 21 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 2
79.180.30. 115 [Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
146. 185. 239, 102 R‘Sf:;”ion 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 1
196.210.55.60 |South Africa 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
74.82.47.26 Lhited Sates  |147.237. 77. 227 |e. hamaz. i of .1 Geo- | ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
180. 97. 106. 162 |Chi na 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 1
180.97.106.36 |Chi na 147.237.76. 196 |e. sviva.i df . i Geo- | ocati on enf or cenent Geo- | ocati on i nbound drop 1
enf or cenent
2.54.138. 47 I srael 147.237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 183|Uhited Sates 147.237.76.39 |mobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 239|United Sates 147.237. 77. 170 |n@arachot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 241 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
180.97.106.37 |onina 147.237.76. 201 |e. atal i df .il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
91. 75. 159. 94 ;:i'”taetdesprab 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval id AGK nunber nonitor |1
198. 20. 87. 98 Lited Sates 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 46 Lited Sates 147.237. 77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
180.97. 106. 162 |ni na 147.237.77.61 |e.cogat.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
180.97. 106.36 |cni na 147. 237. 77. 178 |e. rat pash. i df . i | Geo- | ocati on enf or cement Geo-Iocati on i nbound drop 1
enf or cenent
141.212.121. 184|United Sates 147.237.76.39 |mbile.rmeitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates 147.237.72. 166 |aka.idf .i | dr op SAMrule drop 1
184. 105. 247. 243|Wited Sates  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent i}f’;ggi'ﬂfn I nbound drop 1
180.97.106.37 |onina 147.237.77. 226 "‘:’YN chamatz. aka. Tdf |y aft ack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 87. 98 Lhited Sates 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
74.82.47.56 Lited Sates 147.237.76.39 |nobileneitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 162 |Chi na 147.237. 77. 176 |nat pash. i df . i | drop SAMrul e drop 1
46. 19. 85. 251 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 1
180. 97.106.36 |Chi na 147.237.77. 179 |e.nazi .i of .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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Attacker Address

A tacker
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Country Action
37.26.146.255 |Israel 147.237.76. 200 |ei t an. aka. i df . i | Too My of the Sane Response Qode (404) in Session from B ock 197
37. 26. 146. 255
46.19. 85. 141 I srael 147.237.0.19 |nmadimatal .idf.il Suspi ci ous Response Code B ock 18
176.13.0. 57 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
213.57.215. 159 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
wwwv. chamat z. aka. i df |unhaut hori zed LRL Access to
79.179.110. 41 | srael 147.237.77. 226 il wwv chanat z. aka. i df . i | /sip_storagel/fil es/9/2479.) pg B ock 2
. . Uhaut hori zed URL Access to
109. 64.63.7 I srael 147.237.72. 166 |aka. i df . i | vuww aka i df i |/ nai 1V scri pt s/ css3pi e htc B ock 2
66. 249. 79. 25 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df .il/404. htm B ock 2
. . . D stributed Uhaut hori zed URL Access on
107.178.194.79 [Wited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
46.116.91.127 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
5.29. 245. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
109. 93. 31. 146 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 1
104.131.98.186 |Lhited Sates |147.237.77.170|nmaar achot . i df .i | Uhaut hori zed URL Access to / Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228.112 [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1779- he/ dover . aspx B ock 1
. ; Mil tiple Fullw dth/Hal fwdth Uhi code Encodi ng on
154.5.161.167 |Canada 147.237.77.216|dover. i df . i | URL/ Par amet er (+)  from 154. 5. 161, 167 B ock 1
. . Uhaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
! . . D stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 96 I srael 147.237.77.74 |lawidf.il ww | awi f i |/t enpl at es/ getfil ef getfil e, aspx Bl ock 1
! . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
37.26.146.255 |[Israel 147.237.76.200(ei tan. aka. i df . il Too Many 404: Response Code per Session B ock
109. 93. 31. 146 147.237.77.216|dover. i df . i | D stributed Waut hori zed URL Access on ww i df.il/xnrpc. php Bl ock
} www, chamat z. aka. i df .
104. 131.98. 186 |Lhited Sates |147.237.77.226 i Lhaut hori zed URL Access to / Bl ock 1
68.180.229.173 |nited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249. 64. 137 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 137 B ock 1
84.109.12.200 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
. . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
109. 160. 241. 31 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai v sachar / mai | box. aspx None 1
104.131.98.186 |[lhited Sates [147.237.77.234|hal ag.idf.il Distributed Lhauthori zed URL Access on / Bl ock
70. 24.51. 115 Canada 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock
. . |Uhaut hori zed URL Access to
176.13. 1. 62 | srael 147.237.0.16 |ny-kosher-kravi.idf.il v ny- kosher - kravi i df i |/t enpl at es/ | ogi 1V | ogi . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.235 |Israel 147.237.77. 216 |dover. i df .i| 147. 237.77. 216/ 1613- 15489- he/ dover . aspx Bl ock 1
109. 67. 168. 165 |l srael 147.237.77. 170 [maar achot . i df . i | Ostributed PHP At tenpt B ock 1
_ m ny- kosher-kravi .id|_ . _
104. 131. 6. 46 Lhited Sates |147.237.0.17 £l D stributed Uhaut hori zed URL Access on / Bl ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Wi o i 1/ 1115- ar / dover . aspx B ock 1
207. 46. 13. 38 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wanidf.il/error.htm B ock 1
141.212.121. 176|United Sates [147.237.76.39 [nobile.neitav.idf.il |Dstributed Unauthorized URL Access on 147.237.76. 39/ B ock 1
70. 24.51. 115 Canada 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | wwy. i df . i|/1283-18538- en/ kkkkkkk=620c1ab7kkkkkkk_620cla [B ock 1
b7
66.249. 64. 238 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to waw idf.il/en Bl ock 1
109. 67. 168. 165 |l srael 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to wa maar achot . i df . il/xmrpc. php B ock 1
104.131.8.205 |Uhited Sates [147.237.76.39 [nobile.neitav.idf.il |Dstributed Unhauthorized UR. Access on / B ock 1
68.180. 228. 112 |Wnited Sates |147.237.77.216|dover.idf.il Paraneter Type Vi ol ation PageNumin B ock 1
wan i df . i | /1133- he/ dover . aspx
: . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
141.212.121. 176|United Sates |147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |Uhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
74.82.47. 4 Lhited Sates |147.237.76.39 [nobile.neitav.idf.il |Unauthorized URL Access to 147.237.76. 39/ B ock 1
. . Uhaut hori zed URL Access to
66.249.65.118  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9696- he/ r ef uah. aspx Bl ock 1
192.118.10.10 |israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 192. 118. 10. 10 B ock 1
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