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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

Signature

Device Action |Count|

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 6225
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3287
107. 150. 43. 202 Lhited Sates 147.237.77. 19 lawforumidf.il |bl ock-sp-trafl drop 1
167. 88. 10. 82 Lhited Sates 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl drop 1
78.175. 111. 220 Tur key 147.237.76. 147 chinuch. aka.idf.il|B ock Wdp Al Nets drop 1
78.175.111. 220 Tur key 147.237.76. 177 ncore.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qunt ry Target Address ‘Site |Sgnat ure Devi ce Action |Oount

188. 165. 15. 26 France 147. 237. 76. 30 hi nush.idf.il 228: HITP. ArefBot crawer B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address

At acker
Gountry

‘Ste

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
91.201.236. 114 [147.237.76. 176 |lkrai ne test.ncore.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
83.56.3. 111 147.237.77. 61 |[Spain e.cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
59. 126. 84. 20 147.237.8.24 [Tai wan elifestyleidf.il ) 1
Potential Scan or Brute Force
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 219. 197. 127|147. 237. 76. 34 |Mexi co yohal an. i df . i | ) 1
Potential Scan or Brute Force
162. 222. 185. 165|147. 237. 76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 44 |lhited Sates |e.refuah.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165[147.237.0. 16 [Lhited Sates |ny-kosher-kravi.idf.il [ET SCAN Potenti al SSH Scan 1
96. 94. 72. 226 147.237.77.19 |lhited Sates |l awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
91.201. 236. 114 |147.237. 76. 176 |krai ne test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
83.56.3. 111 147.237.77. 61 |[Spain e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
83.56.3.111 147.237.77.61 |Spain e.cogat.idf.il ET SCAN NVAP -f -sS 1
193. 105. 134. 220|147. 237.77. 19 |Sweden | awforumidf . il ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165|147. 237. 76. 200 |Lhited Sates |eitan. aka idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76.86 |lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165[147. 237.76. 38 |Lhited Sates |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
. |SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
104. 236. 232. 195(147. 237. 0. 16 ny-kosher-kravi .idf.il . . - 1
deni al of service attenpt
96.94. 72. 226 147.237.77.19 |thited Sates |[lawforumidf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
Sreaning Engine: TGP Invalid ' i ssi
66.249.79.6  |lnited Qates |147.237.77.234|nal ag.idf il 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249.64.190 |Wnited Sates |147.237.72.166 |aka i df.il g =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
185. 106. 94. 2 147.237.72. 167 |i shurimaka. i df .i | dr op SAMrul e drop 6
Sreaming Engine: TGP Invalid i i ssi
66.249.64.70  |lnited Sates |147.237.76.200 [eitan. aka. idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.64.80  |Uited Sates |147.237.76. 200 |ei tan. aka i df il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Russi an e Sreaming Engine: TGP Invalid |invalid segnent retransnssi on.
5.45. 254. 225 Feder at i on 147.237. 72. 166 |aka. i df .i | Ret 1 ansm ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
40.77.167.65 |Uited Sates |147.237.76. 200 |ei tan aka i df i1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
e . Geo- | ocati on i nbound
62.210. 209. 237 |France 147.237.72. 217 |e.idf.il Geo-| ocati on enf or cenent enf or cenent drop 2
Sreaning Engine: TGP Invalid i i ssi
207.46.13.59  |United Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.79.12  |wited Sates |147.237.77.234|hal ag.idf. il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
212.143.142.56 |l srael 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SN drop 2
Sreamng Engine: TCP Invalid i i ssi
66.249.64.75  |Wited Sates |147.237.76. 200 |ei tan. aka.idf. il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
66.249.81.209 |Uited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
184. 105. 139. 80 |Uited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
24.211.129.84 |Whited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 173|Uhited Sates [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 |Chi na 147.237.77. 205 |prisha.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |Whited Sates 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 1
74.82.47.11 Wited Sates [147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 244 |thited Sates  |147.237.76. 177 |ncore. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 101 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
169.57.0.212  |Netherlands  |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212. 122. 169|Wnited Sates  |147.237.76. 196 |e. sviva.idf. il Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
74.82.47.50 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 226. 206. 204 |Net her | ands 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
184. 105. 247. 204|Whited Sates  |147.237.77. 205 [prisha idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 174|Uhited Sates  [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 166|Wnited Sates  |147.237.77. 226 "‘f"l"“ chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |lnited Sates [147.237.77.74 [lawidf.il dr op SAMrul e drop 1
74.82.47.11 Wited Sates |[147.237.77. 176 |nat pash. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 252|Uhited Sates  |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
172.56.27.11 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.28.159. 177 I sr ael 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 1
141.212. 122. 169|Wnited Sates  |147. 237. 77. 212 |e. dover. i df . i Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
99.238.32.134 [Canada 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |1
188. 226. 206. 204|Netherlands ~ |147.237.8.50 |e.ti kshuv.idf.il Geo- | ocati on enf or cenment Sﬁ]f’o'rzzxnon t nbound drop 1
184. 105. 247. 220|Wnited Sates  |147.237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
149.78.51. 128 |l srael 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 167|Wwited Sates  |147.237. 77. 226 ‘“f"lw chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |tnited Sates |147.237.77. 216 |dover.idf.il drop SAMrule drop 1
74.82.47.34 Lhited Sates |147.237.76. 198 |e. yohal an.idf. il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
174.139.98.210 [nited Sates |147.237.72.166 [aka.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
5.28.150.177  [Israel 147. 237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt W th monitor |1
di fferent w ndow scal e
141.212.122. 170|thited Sates |147.237.76.38 |e.e.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
109. 186. 129. 58 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |1
184. 105. 247. 223|Wnited Sates  |147.237.77. 226 "‘:"‘IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 143 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
167.88.7. 231 Whited Sates [147.237.0.35 |akavs.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249. 64. 233 |l srael 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
. . . Lhknown Par anet er searchText in
66.249.64.80  |Israel 147.237.76.200|ei tan. aka.i df . il v ei tan. aka. i o . i 1/ 982- en i tan. aspx None 1
. . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
83. 110. 204. 231 ;:i']rtae[deskab 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/xmrpc. php Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 240  |Israel 147.237.77. 216 [dover. i df . il 147. 237. 77. 216/ 1133- 20451- he/ dover . aspx B ock 1
. . . Lhknown Par anet er searchText in
66.249.64.70  |Israel 147.237.76.200|ei tan. aka.i df . il v ei tan. aka | df .1/ 1012- en/ ei t an. aspx None 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.87 |Lnited Sates  |147.237.77.216|dover. i df. il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
79.176.184.45 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Qonnection - sigal gs oS Attack None 1
. . Uhaut hori zed URL Access to
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
! . . D stributed Unaut hori zed URL Access on
207. 46. 13. 38 Lhited Sates 147.237.77.216|dover.idf . il v i df i 1/t al 1/ zkor/ vi ew i . asp B ock 1
43.225.160.84 |Japan 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
84.110. 37.200 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . Uhaut hori zed URL Access to
66.249.74.108 |[lIsrael 147.237.77. 170 |maar achot . i df . i | 147. 237. 7. 1701 pdf /11 1 es/ 0/ 111000, pdf B ock 1
66.249.64.70  |israel 147.237.76.200|ei tan. aka. i df . i | Unknown Paraneter sear chText in None 1
Wiy ei tan. aka. i df.i | /983-en/ ei t an. aspx
. . Unhaut hori zed Met hod CPTI ONS for
109. 67.250. 116 |l srzel 147.237.72.166 |aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser B ock 1
wwv, chamat z. aka. i d
79.183.96.116 |[Israel 147.237.77. 226 _— PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249. 64.137 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
207. 46. 13. 59 Lhited Sates  [147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
43.225.160.84 |Japan 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vw | aw i df.il/xnmrpc. php B ock 1
. . . Lhknown Paraneter catid in
104. 131. 147. 112|Uhited Sates 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ brot her s/ ski ra/ def aul t. asp None 1
68.180.229. 173 |lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
. . . Lhknown Par anet er searchText in
66. 249. 64. 75 I srael 147.237.76.200|ei tan. aka. i df . i | v ei tan. aka i df i1/ 1013-en/ ei t an. aspx None 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.i df . il Miltiple Il1egal HITP Version from 195. 154. 226. 90 B ock 1
www. chamat z. aka. i d
79.183. 96. 116 | srael 147.237.77. 226 £l Uhaut hori zed URL Access to ww chanat z. aka. i df.il/xmrpc. php |[B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 64. 13 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
} . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lhited Sates 147.237.77.216|dover.idf . il v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
104. 236. 232. 195 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to / B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates  |147.237.77.176 [mat pash. i df . i | v cogat . i df . i |/ 901- he/ cogat . aspx Bl ock 1
. . . Lhknown Par anet er searchText in
66.249.64.80  [Israel 147.237.76. 200 (ei tan. aka. i df . i | v ei tan. aka. i o . i 1/ 916-en ei tan. aspx None 1
! . . Uhaut hori zed URL Access to
199. 59. 148. 209 |Uhited Sates 147.237.77.216|dover.idf . il v df i1 /5i p_storagel fi 1 es/ 6/ si ze220x0/ 7176, pg B ock 1
83.110. 204. 231 g:;d%ﬁab 147.237.77. 176 |mat pash. i df . i | PHP At t enpt B ock 1
. . . Lhknown Paraneter SortOr in
66.249.64.70  |Israel 147.237.76.200(ei tan. aka.idf . il v ei tan. aka i o . i 1/ 938- en/ i t an, aspx None 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216|dover. i df. il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
79.176.184.45 |israel 147.237.72. 166 |aka. i df . i | glst 'A?Itzcﬁ;”aceabl e S Sessions from79.176.184.45 (sigalgs |\, ¢ 1
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