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|Top Attackers | n DDoS- Def ence |

167. 114. 156. 16

Attacker Address|Attacker Country|Target Address|Site

|Signature |Device Action|Count|
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3436

66. 249. 64. 60 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 338

167. 88. 7. 253 Lhited Sates 147.237.77. 226 wwn chanmat z. aka. i df . i | |bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

66.249. 65. 9 147.237.76.42 |Wited Sates  |[refuah.idf.il ET SCAN NVAP -sA (2) 68
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
177.185. 208. 71 |147. 237.8.28 |Razil e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 2
177.185. 208. 71 [147. 237. 77. 176 |Brazi| nat pash. i df .i ET SCAN Potential SSH Scan 2
177. 185. 208. 71 |147. 237. 76. 197 |Brazi | e himush.idf.il ET SCAN Potential SSH Scan 2
177.185. 208. 71 [147. 237.72. 14 |Brazil dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
177. 185. 208. 71 (147. 237. 77. 170 |Rrazi | maar achot . i df . i | ET SCAN Potential SSH Scan 2
66.249.79.14  |147.237.77.226|lited Sates  |wwuchanatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
66.249. 64. 190 [147.237.72.166|lhited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
177. 185. 208. 71 147. 237. 76. 30 |Rrazil hi nush. i df . il ET SCAN Potential SSH Scan 1
177. 185. 208. 71 |147. 237. 72. 167 |Brazi i shurimaka.idf.il ET SCAN Potential SSH Scan 1
177.185. 208. 71 |147. 237. 77. 227 |Brazi | e. hamaz. i df . il ET SCAN Potential SSH Scan 1
177.185.208. 71 [147.237.0.17 |Brazil mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
177.185. 208. 71 |147. 237. 77. 121 |Rrazi e.navy.idf.il ET SCAN Potential SSH Scan 1
17 4524491 |147 237 0,34 |RuSSian Cikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
177.185. 208. 71 147. 237. 76. 202 |Brazi | e halag.idf.il ET SCAN Potential SSH Scan 1
177.185. 208. 71 |147. 237. 76. 147 |Brazi | chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
177.185. 208. 71 (147. 237. 76. 34 |Brazil yohal an.idf il ET SCAN Potential SSH Scan 1
177.185. 208. 71 |147. 237. 72. 217 |Brazi eidf.il ET SCAN Potential SSH Scan 1
190. 85. 220. 40 |147.237.8.27 |Col onbi a e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
177.185. 208. 71 |147. 237. 77. 216 |Brazi dover.idf.il ET SCAN Potential SSH Scan 1
177.185. 208. 71 (147. 237.8.27 |Rrazil e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
89. 163. 140. 142 |147. 237. 77. 216 |Ger many dover.idf.il ET SCAN Potential SSH Scan 1
177.185.208. 71 |147. 237.77.61 |Brazil e.cogat.idf.il ET SCAN Potential SSH Scan 1
177.185. 208. 71 |147. 237. 76. 201 |Brazi | e.ata.idf.il ET SCAN Potential SSH Scan 1
177.185. 208. 71 |147. 237. 76. 176 |Brazi | test.ncore.idf.il ET SCAN Potential SSH Scan 1
177.185. 208. 71 |147. 237.76. 44 |Brazil e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df . | drop SAMrule drop 36
Vb Server Enforcenent HTTP Deni
207.241. 226. 144|United Qates  |147. 237. 72. 166 |aka i f il _ Véb Servers Sow HITP Denial of | .o |q5
Mol ation Service
46. 19. 86. 141 | srael 147.237.72. 167 |i shurimaka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransmission.
5. 255. 253. 188 Federat i on 147.237.72. 166 |aka. i df.il Ret 1 ansni ssi on Packet dr opped. drop 6
37.29.41.173 R‘SS::I”i o 147. 237. 77. 216 |dover. i df i Bad TCP sequence Inval i d ACK nunber monitor |3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
195. 200. 205. 71 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
208.115.111.73 |Wited Sates |147.237.72. 166 |aka idf.il drop SAMrule drop 2
Sreaning Engine: TCP Invalid ' i ssi
68.180.228. 112 [United Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
207.46.13.59  |Wnited Sates |147.237.76.200 |eitan aka i df.il g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
66.249.64.190 |lnited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
141. 212. 122. 163|Wnited Sates  [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 |chi na 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject
74.82.47. 27 Wited Sates |147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enforcenent Geo-I ocat i on i nbound drop 1
enf or cenent
46. 19. 86. 143 I srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 103|tni ted Sates  [147. 237. 76. 176 [test. ncore. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.28.159.177  |Israel 147. 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
141.212.121. 180U ted Sates  |147. 237. 76. 148 [gqcenter. aka idf.il  |drop drop 1
108.26.214.77 |lhited Sates |147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 1
208.115.113.89 |Whited Sates |147.237.76.200 |ei tan. aka.idf. il drop SMrul e drop 1
198.20.69.74  |Wnited Sates |147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
38.69.41. 17 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 164|Wnited Sates  |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 |oni na 147. 237. 76. 199 |e. nakchal . i df .1 Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
74.82.47. 42 Lhited Sates |[147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
208.115.111.73 |Wited Sates |147.237.76.31 |nakchal .idf.il drop SAMrule drop 1
46.120.173.58 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 1
184. 105. 247. 227|Wnited Sates [147.237.0.33  [idf.il drop drop 1
5.28.159.177  [israel 147. 237.72. 166 |aka i of . i Bad TCP sequence SINGAK retransmt with moni tor |1
di fferent w ndow scal e
141.212. 121. 180|Wnited Sates  |147. 237. 76. 196 |e. sviva.idf. il Geo- | ocati on enf or cement gﬁfolggﬁ;‘fn i nbound drop 1
137.116.71. 170 |wited Sates |147.237.76. 197 |e. hinush.idf. il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
208.115.113.89 |Whited Sates 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
72.226.120.130 [Wited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
198.20.69.74  |Wnited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212.122. 170|Wited Sates |147.237.76. 198 |e. yohal an.idf . i1 Geo- | ocati on enf or cenent gﬁfolggﬁ;‘fn i nbound drop 1
139. 196. 104. 39 |oni na 147.237.76. 201 |e. atal .i df .l Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
74.82.47. 43 Lhited Sates |147.237.77.226 V‘f"l’“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111.73 |Wited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 1
46.120.173.58  |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
189. 177. 180. 81 |Mexi co 147. 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
5. 255. 253, 151 R‘SIS::I”ion 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.121. 181|Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
137.116.71. 170 |wited Sates |147.237.77. 227 |e. hanaz.i df .i| Geo- | ocati on enf or cenment Sﬁ?olzgi:ﬂo” t nbound drop 1
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 1
72.226.120.130 |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122. 171|Wited Sates  |147. 237. 76. 198 |e. yohal an.i df . i | Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
139. 196. 104. 39 |cni na 147. 237.77. 226 "‘f"l’“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> Tineout  |reject 1
74.82.47. 44 Lhited Sates |147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent
208. 115.111. 73 |lhited Sates [147.237.77.216 |dover.idf.il drop SAMrul e drop
61.141. 0. 130 Chi na 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect




12-09-2015-04:04:09 to 12-09-2015-05:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
. . . D stributed Uhaut hori zed URL Access on
66.249.64.80 |lsrael 147.237.76.200|ei tan. aka. i df . i | v ei tan. aka, i df . i 1/ sher ed  ax/| i ght boxredi agal | ery. aspx B ock 7
. . . D stributed Unhaut hori zed LRL Access on
66.249.64.70 |lsrael 147.237.76.200(ei tan. aka. i df.il vuww ei tan. aka. i df . i 1/ shar e a ax/| i ght boxredi agal | ery. aspx Bl ock 3
46.19.86.228 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Unaut hori zed URL Access to
85.64. 207. 163 |Israel 147.237.77.234|hal ag. i df . i | vw | ogi st cs. atal i df .1 /i ze100x0/ si p st or age Bl ock 2
. . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |Lhited States  |147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
68.180. 229. 173 [Lhited Sates  |147.237.72.166|aka. i df . il Untraceabl e S3. Sessions: sigal gs S At ack None 2
: . . D stributed Unaut hori zed URL Access on
107.178.194. 83 [Wited Sates  |147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
: ] . Unaut hori zed URL Access to
184.72.128.196 |Lhited Sates  |147.237.77.216|dover.idf.il v i cf i 1/ hebr ew or gani zat  onV si gnal s/ at ar/ B ock 2
: . . D stributed Unaut hori zed URL Access on
107.178.194. 87 Wited Sates  |147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
195. 154. 226. 90 |France 147.237.77. 216 |dover.i df . il Il1egal HITP \ersion HITH Bl ock 1
208.115.113. 88 |Lhited States  |147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/edi myonan/ enl arge. asp B ock
176.13.13.23 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
. ] Unaut hori zed URL Access to
66.249. 74. 106 |l srael 147.237.77. 170 [maar achot . i df . i | 147. 237, 7. 170/ peff /111 es/ 8/ 109358. pcf B ock 1
198.20.69.74 |Lhited Sates [|147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
ny- kosher - kravi . i df _
104. 236. 195. 24 147.237.0. 16 O Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
66.249. 64. 131 |l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . il wwwy. i df . i |/1133-20439- he/ kkkkkkk=a7b779b3kkkkkkk_a7b779b|B ock 1
3
. . . D stributed Uhaut hori zed URL Access on
66.249.64.75 |lIsrael 147.237.76.200|ei tan. aka. i df . i | v ei tan. aka, i df . i 1/ sher ed  ax/ | i ght boxrredi agal | ery. aspx B ock 1
: . . D stributed Unaut hori zed LRL Access on
204.13.200. 200 |Lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 64. 233 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/mivtza/ Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
208.184.112. 75 |Uited Sates  [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . S3. Whtraceabl e Gonnection - Protocol violation
72.226.120. 130 |Lhited Sates  |147.237.77.216|dover.idf.il (SSL CONN LI ENT FELLO) None 1
66.249.64.75 |lIsrael 147.237.76.200|ei tan. aka.i df . i | Lhaut hori zed URL Access to waw eitan. aka.idf.il/894-en B ock 1
207.46.13.38 |lhited Sates  [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to v idf.il/error. htm B ock
66. 249. 64. 238 |Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/viewing.asp  [B ock
Russi an Unaut hori zed URL Access to
188.143.232.70 | o o 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i1/t enpl at es/ shared/ user cont r ol s/ navenu/ undefin B ock 1
ed
80. 246. 136. 213 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.64.75 |Israel 147.237.76. 200 |ei t an. aka. i df . i | Wnknown Par ameter Pagefum i n None 1
wa ei tan. aka. i df . il /938-en/ ei t an. aspx
208.115.113. 88 |Lhited Sates  |147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 1
173.252.75. 115 |Lhited Sates  |147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
66. 249. 65. 115 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8896- he/ r ef uah. aspx Bl ock 1
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