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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3491
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 1516
66. 249. 64. 195 | srael 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 228
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|Top Attackers In IPS|

At t acker
Country

Attacker Address ’Target Address |Site Sgnature

wwy, chamat z. aka. i df . i

185. 106. 94. 2 147.237.77. 226 | 20086: HITP. Mii ebl ackcat Security Scanner B ock

167. 114. 229. 247|Canada 147.237.77.179 |e. mazi . i df . i | gffelt: TLS: GpenSSL Encrypted/ thencrypted Heart beat Per nit
wan chanat z. aka. i df . i _ _ .

185. 106. 94. 2 147.237.77. 226 | 20085: HITP. Mii ebl ackcat Security Scanner Initia Request B ock
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 82 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 9 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
185. 24. 163. 166 147.237.0. 17 Uhi ted Ki ngdom mny-kosher -kravi . i df. il ET SCAN Potential SSH Scan 2
153. 201. 174. 35 147.237.0. 16 Japan ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 147.237.8. 24 Lhited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 24. 163. 166 147. 237. 8. 50 Uhi ted Ki ngdom e tikshuv.idf.il ET SCAN Potential SSH Scan 1
185. 24. 163. 166 147.237.8.14 Lhited Ki ngdom e.orchot.idf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237.72. 217 Net her | ands eidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 24. 163. 166 147.237.0.35 Uhi ted Ki ngdom akavs. i df i | ET SCAN Potential SSH Scan 1
185. 24. 163. 166 147.237.0.19 Lhited Ki ngdom nedi matal .idf.il ET SCAN Potential SSH Scan 1
185. 24. 163. 166 147.237.0.15 Ui ted Ki ngdom kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
153. 201. 174. 35 147.237.8. 24 Japan elifestyleidf.il ET SCAN Potential SSH Scan 1
153. 201. 174. 35 147.237.0. 34 Japan tikshuv.idf.il ET SCAN Potential SSH Scan 1
153. 201. 174. 35 147.237.0.15 Japan kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 2 147.237.77. 226 v chanat z. aka. i df . i | ET WEB SERVER Mui ebl ackcat scanner 1
98.119. 105. 221 147.237.8.24 Lhited Sates elifestyleidf.il ET SCAN NVAP -f -sS 1
185. 24. 163. 166 147.237.8. 45 Ui ted Ki ngdom eeitanidf.il ET SCAN Potential SSH Scan 1
185. 24. 163. 166 147. 237. 0. 200 Uhi ted Ki ngdom . i df i | ET SCAN Potential SSH Scan 1
185. 24. 163. 166 147.237.0.34 Lhited Ki ngdom tikshuv.idf.il ET SCAN Potential SSH Scan 1
153. 201. 174. 35 147. 237.77. 216 Japan dover.idf.il ET SCAN Potential SSH Scan 1
153. 201. 174. 35 147.237.0.35 Japan akavs. i df i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
66. 249. 79. 6 Lhited Sates |147.237.77.234 |hal ag.idf.il Streamng Engi ne: TCP Invalid  invalid segnent retransmssi on. drop 42
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
207.241.226. 41 |Wited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
208.115.113.89 |lhited Sates |(147.237.77.74 |lawidf.il dr op SAMrule drop 11
208.115.113.89 |Lhited Sates [147.237.77.216|dover.idf.il drop SAMrul e drop 11
64.183. 7. 42 Uited Sates |147. 237, 72. 167 | shurimaka i i1 [ €M NG Enginer TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
70.239.5.117  |Uited Sates [147.237. 77. 216 |dover.idf il Bad TCP sequence mﬁsg reansm wthdifferent | ohitor |5
208.115.113.89 |Lnited Sates [147.237.72. 166 |aka.idf.il drop SAMrul e drop 4
79.179.13.87  |israel 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid finvalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
208.115.113.89 [Wited Sates |147.237.76.200|eitan aka idf.il |drop SAMrul e drop 3
77.127.85.167 | srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retramsnission | 3
Ret r ansni ssi on Packet dr opped.
119.94.12. 176  |Philippines 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
203. 127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nmoni t or 1
46. 19. 86. 30 I 'srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 1
149. 88. 72. 167 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
37.58.80.11 Netherlands  [147.237.77. 176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 179|Wnited Sates |147.237.76.34 |[yohalan.idf.il drop drop 1
5.29.127. 129 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 1
46. 118. 155. 216 [lkrai ne 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 1
192. 249.66. 247 |lhited States [147.237. 77. 216 |dover.idf il Bad TCP sequence m’;ﬁsg ;a”S”“ wehdifferent | onitor |1
37.58.80.11 Netherlands  [147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 185|lhited Sates [147.237.77.121|e.navy.idf.il Geo-1 ocat i on enf or cement Geo-1ocati on i nbound enf or cerent |dr op 1
37.26.146.231 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 |Chi na 147.237.76.196 |e.sviva.idf.il Geo-| ocati on enf or cenment Geo- |l ocation i nbound enf or cenent |drop 1
70. 39. 186. 218 :atos: 'dietre 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
203.127.96. 221 |9 ngapor e 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19.86.61 |Israel 147. 237. 77. 216 |dover i of .i Bad TCP sequence Swace e reansm wehdifferent Joonitor |1
167. 114. 229. 247|Canada 147.237.77. 179 |e. nazi .i of .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
37.58.80.11 Netherlands  [147.237.77. 205 |prisha idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 179|Whited Sates [147.237.77.227 |e. hanaz.idf.il Geo-1 ocat i on enf or cement Geo-1ocati on i nbound enf or cerent |dr op 1
5.29.127.129 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
84.108. 22. 74 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 1
46.118. 155. 216 |Lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
197. 157. 244. 240|Sonal i a 147.237.0.15  |kosher-kravi.idf.il|dr op SAMrul e drop 1
37.58.80.11 Netherlands  [147.237.77.235|sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 186|lhited Sates [147.237.72.217 |e.idf.il Geo-1 ocat i on enf or cement Geo-1ocation i nbound enf or cerent |drop 1
37.46. 39. 194 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
139. 196. 104. 39 |Chi na 147.237.77. 178 |e.matpash.idf.il |Geo-| ocati on enf or cenent Geo- |l ocation i nbound enf or cenent |drop 1
5. 28.159. 177 I srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 1
203.127.96. 221 | ngapore 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁfv(sgl rea”S”“ wthdifferent | ovivor |1
46.19. 86. 178 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 3. 144. 44 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
37.58.80. 11 Netherlands  [147.237.77.212|e. dover.idf.il CGeo-| ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
141.212.121. 180|nited Sates [147.237.0.19 |[madimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.102. 254. 23 I 'srael 147.237. 77. 216 [dover.idf .i Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 67. 6. 58 | srael 147.237.72.167 |ishurimaka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 1
64.183.7.42 Lhited Sates [147.237.72.167|ishurimaka.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
197. 157. 244. 240|Sonal i a 147.237.0.33 [idf.il drop SAMrul e drop 1
141.212.121. 186|Uhited Sates |[147.237.77.121|e. navy.idf.il CGeo-| ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
23.94.247.181 |Wited Sates |147.237.77.216|dover.idf.il Too Many of the Sane Response Qode (404) in Session from B ock 48
23.94.247.181
183.79.223. 64 |Japan 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 183.79. 223. 64 B ock 17
107.167. 112. 105|thited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/aman B ock 7
207.241.226.41 |Uhited Sates [147.237.76.86 |[navy.idf.il Mil tipl e Uhaut hori zed UR. Access from 207.241. 226. 41 B ock 6
207.241.226.41 |thited Sates [147.237.76.86 |navy.idf.il PHP Attenpt B ock 5
141. 0. 8. 106 Lhited Sates [147.237.77.216|dover.idf.il Distributed Unhaut hori zed URL Access on waww i df.il/aman B ock 4
157.55. 2. 170 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df .il Uhaut hori zed URL Access to wwu chi nuch. aka.idf.il/404. htm B ock 3
79.176.179. 106 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 3
46.19. 86. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
5.28.187. 118 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access fromb5. 28.187. 118 B ock 2
192. 200. 210. 195|Uhited Sates |147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 2
197. 35.255. 36 |Egypt 147.237.77. 176 |mat pash. i df . i | O stributed PHP A tenpt B ock 1
87.106.22.163 |Ger many 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to v aman.idf.il/adnin Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 64.200 |lIsrael 147.237.72.166 |aka. i df . i | v aka. i of i 1/si p storagelfi1 es/ 8 57978, pef . 2005 B ock 1
. . D stributed Whaut hori zed URL Access on
150. 70.173.50  |Japan 147.237.77. 216 |dover . i df .il v i dff i 1/ 1133 22638- hel dover . aspx. Bl ock 1
45.55. 197. 238 147.237.0.15 |kosher-kravi .idf.il Unhaut hori zed URL Access to 147.237.0. 15/ B ock 1
. . . D stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216|dover.idf.i| v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
88.236. 5. 49 Tur key 147.237.77. 170 [naar achot . i df . i | Miltiple Drectory Traversal - 1(+) from8s.236.5.49 Bl ock 1
. . . Unhaut hori zed URL Access to
207.241.226.41 |nited Sates [147.237.76.86 |navy.idf.il v navy. i o i |/t enpl at es/ gener al / pi vi k. php B ock 1
. . Uhaut hori zed URL Access to
66.249.74.104 |lIsrael 147.237.77. 170 |maar achot . i df . i | 147. 237.77. 1701 pdf /1 1 es/ 0/ 112930, pdf B ock 1
. . . Unhaut hori zed URL Access to
129.114.58. 106 |[thited Sates |147.237.77.176 |nat pash. i df.il vuwn cogat i o i |/t enpl at es/ gener al / pi vi k. php B ock 1
104. 236. 91. 134 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
197. 35. 255.36  |Egypt 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xmrpc. php B ock 1
87.106.22.163 |Ger many 147.237.72. 166 [aka. i df . i | Adnin Bl ocki ng B ock 1
. . Uhaut hori zed URL Access to
66.249.64.235 |Israel 147.237.77. 216 |dover.idf .il 147.237. 7. 216/ 1133- 19369- he/ i df gdover . aspx Bl ock 1
45. 55. 250. 50 147.237.72. 156 |anan. i df . i | Unaut hori zed Method HEAD for 147.237.72. 156/ B ock 1
: . . D stributed Whaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unhaut hori zed URL Access to
88.236.5.49 Turkey 147.237.77. 170 [n@ar achot . i df . i | nmaar achot . i df . i | / wp-cont ent/t henes/ m hene- unus/ css/ css. php B ock 1
: . . Uhaut hori zed URL Access to
208.115. 111. 73 |lnited Sates [147.237.72.166|aka.idf.il v aka, i o i |/ nai v smal § nd def aul t . asp B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180. 230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il vw nakhal i df i 1/ 1072- he/ nakhal . asp Bl ock 1
46.19. 86. 240 | srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw idf.il/error. htm B ock 1
45,55, 94. 36 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock
104. 236. 113. 144 147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock
: . . D stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
87.106.22.163 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/admin B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 240  |Israel 147.237.77. 216 [dover. i df . il 147. 237.77. 216/ 1133- 8656- he/ dover . aspx Bl ock 1
159. 203. 133. 140|Lhited Sates |147.237.72.167|i shuri maka.idf.il Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
m ny- kosher - kravi . i d _
45, 55. 254. 68 147. 237.0. 17 £l Uhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
! . . DO stributed Whaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
104.131.9.106 |lhited Sates [147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
. . Uhaut hori zed URL Access to
5.28.187.118 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ 318812435/ r ecover passwor d. aspx Bl ock !
: . . DO stributed WLhaut hori zed URL Access on
208.184.112.74 |thited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
192. 200. 210. 195|Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 192. 200. 210. 195 B ock 1
141.212.121. 176|nited Sates |147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ nai 1/ gi yus/ gener al . aspx B ock 1
45.55.132. 215 147.237.0.34 |tikshuv.idf.il Unaut hori zed Met hod HEAD for 147.237.0. 34/ B ock 1
104. 236. 251. 80 147.237.76.200|ei tan. aka. i df . i | Unhaut hori zed URL Access to 147.237.76. 200/ B ock
88.236. 5. 49 Tur key 147.237.77. 170 [maar achot . i df . i | Orectory Traversal (In Qookies/ Paraneters \Val ue) Bl ock
. . Uhaut hori zed URL Access to
66.249.65.112  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8833- he/ r ef uah. aspx Bl ock 1
183.79.221.60 |Japan 147.237.76.200(ei tan. aka. i df . i | Abnormal |y Long Request request version B ock 1
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