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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action |Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3357
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 254
45, 32. 246. 5 147.237. 8. 46 e.chinuch.idf.il Invalid TGP H ags drop 2
115. 230. 124. 164 Chi na 147.237.76. 198 e. yohal an.idf.il JLM Under Attack _Con_Tcp dr op 2

92. 223. 198. 233 Italy 147.237.77.121 e navy.idf.il L4 Source or Dest Port Zero drop 2

94. 102. 50. 45 Net her | ands 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1
182.111.112. 26 Chi na 147.237.76. 148 ggcenter. aka.idf.il|B ock_Ulp Al _Nets drop 1
186. 222. 68. 98 Bazil 147.237.76. 201 e atal.idf.il B ock_Udp Al _Nets dr op 1
71.6.167. 142 Lhited Sates 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
167.88. 7. 230 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

98.19.222. 133 Lhited Sates 147.237.72.166  |aka.idf.il [3808: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 5
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 82 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
100. 12. 135. 26 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
100. 12. 135. 26 147. 237.76. 38 Lhited Sates eeneitav.id.il |ET SCAN Potential SSH Scan 1
100. 12. 135. 26 147. 237.76. 30 Lhited Sates hi nush. i df . il ET SCAN Potential SSH Scan 1
89.248.172. 21 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
188. 226. 206. 204 147. 237.76. 38 Net her | ands eeneitav.idi.il |ET SCAN NVAP -sS w ndow 1024 1
100. 12. 135. 26 147. 237. 76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
100. 12. 135. 26 147. 237.76. 34 Lhited Sates yohal an. i df .il ET SCAN Potential SSH Scan 1
98. 19. 222. 133 147.237.72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry [Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
77.127.189.50 |israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence SNretransmt wth different 0o fo7
) ) ) ) T ) ) a w ndow scal e
Sreanming Engine: TCP Invalid i i SSi
66.249.64.70  |Wnited Sates 147.237.76. 200 |ei tan. aka. i of . i1 9 =g Invalid segnent retransmssion. g ., 17
Ret ransmi ssi on Packet dr opped.
5.28.146. 161 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 13
R SYNtACK retransmt wth .
5.28. 146. 161 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence di fferent vi ndow scal & monitor |13
Sreaning Engine: TCP Invalid i i ssi
66. 249. 79. 6 Wited Sates  |147.237.77. 234 |hal ag i o i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
s SYNtACK retransmt wth .
5.28. 146. 161 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor (9
5.28.146. 161 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject
207.241.226.39 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop
79.180.200. 61 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
2.54.5.192 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
79.180.200. 61 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor  [6
Sreanming Engine: TCP Invalid i i SSi
213.57.72.76 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
207.241.226.39 |lhited Sates 147.237.77. 176 |nat pash. i df .i drop SAMrul e drop 5
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
45.32.246. 5 147.237.8.46 |e.chinuch.idf.il drop SAMrule drop 4
85. 130. 246. 173 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |4
5.29.127.129 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
207.241.226.39 |Uhited Sates 147.237. 77. 170 |n@ar achot . i df . i | drop SAMrule drop 4
46.19. 85. 72 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
5.29.127.129 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |4
2.52.152. 161 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Russi an Lo Sreamng Engine: TQP Invalidinvalid segnent retransnssi on.
5. 255. 253. 188 e ot on 147.237.72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i SSi
79.182.10.200 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.230 |Whited Sates 147. 237. 77. 243 |nobi | e. i df . | 9 =9 Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.86.165 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.178.9.227  |israel 147.237.72. 166 |aka. i df .| 9 =9 Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46.19. 86. 46 I srael 147.237.77. 226 ‘Al”‘l"“ chanatz. aka. 1l |y Af t ack SYN -> SYN-ACK -> RST rej ect 2
Sreamng Engine: TCP Invalid i i ssi
66.249.79.12  |Wited Sates 147.237.77. 234 |hal ag.i of . 9 =9 Inval i d segnent retransmssion. |, ., 2
Ret r ansni ssi on Packet dr opped.
46.19.85.109 | srael 147.237.77. 226 | "}|" chanat z. aka. 1df 1pad TGP sequence Inval i d ACK nurber moni tor |2
Iran, Islamc R .
5.144.131. 170 Republ i ¢ of 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber alert 2
2.54.177.36 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
128.232.110. 28 |United Kingdom |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
5. 144. 131. 170 IF;;IEH:??C 147. 237. 7. 216 |dover. i f .i Bad TCP sequence I'nval i d AGK nunber moni tor |2
46. 19. 86. 137 | srael 147.237.76. 31 |[nakchal .idf.il drop Frst packet isn't SN drop 2
128.232.110.28 |Wited Kingdom [147.237.8.24 |elifestyleidf.il  |Geo-1ocation enfor cenent er]fO'r Sgﬁ:n?n I nbound drop 2
79.177.203.119 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject
149.88.92.198 |lIsrael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber noni t or
46.19. 86. 137 I srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject
128.232.110.28 |Wnited Kingdom |[147.237.76.201 e atal.idf. il Geo-l ocation enforcement |0 !ocation inbound drop 2
enf or cenent
46.19. 86. 46 I'srael 147.237.77. 226 [} chanatz. aka.1df 1pad TGP sequence Inval i d ACK nurber monitor |2
167.88.7.251  |Wited Sates 147.237.8.50 |e.tikshuv.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 2
enf or cenent
128.232.110. 28 |United Kingdom |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
2.54.177. 36 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
50.97.166.28  |lhited Sates  |147.237.72. 166 |aka.i cf .i | Header Rejection ihf]a?;u;:{ ection partern found | o vor |1
137.226.113.7 |Germany 147.237.77.61 |e.cogat.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf i1 drop SAMrule drop 1
80. 179. 209. 101 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
141.212.121. 180|Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
183.79.223.64 |Japan 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 183. 79. 223. 64 B ock 19
5.29.127. 129 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
84.108.128. 245 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
87.69.173.17 | srael 147.237.72.166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 87.69.173.17 B ock
} . . D stributed Uhauthori zed URL Access on
107. 178.194. 87 |Uited Sates 147.237.77.216|dover . i df .i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
66.249. 64. 233 [Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 B ock 2
: ; ; D stributed Uhauthorized URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 2
79.180. 218. 107 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
. . D stributed Unaut hori zed URL Access on
91.143.80.201 |Ger many 147.237.77. 216 |dover.idf .il v i df i | / 1133 22638- he/ dover . aspx. B ock 2
66. 249. 79. 25 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 2
103. 254. 126. 230|1 ndonesi a 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock
79.180.116.68 |lIsrael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock
: . . D stributed Uhauthori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 160 |l srael 147.237.76.31 |nakchal .idf.il | o o e a0 1117 7673 he/ nakhal _aspx B ock 1
141.212.121. 176|Uited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
. . . Lhknown Par anet er searchText in
66.249.64.70  [Israel 147.237.76.200|eitan. aka. idf .0l | o i1/ 1001 en e tan. aspx None 1
} . . D stributed Uhauthorized URL Access on
208.184.112.75 [Wited Sates 147.237.77.216|dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.228.112 [lhited Sates 147.237.77.216|dover . i df .i | Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 112 B ock 1
. ; ; Unknown Paraneter searchText in
66.249.64.70  |Israel 147.237.76. 200 ei tan. aka. idf. i1 | i1/ 1086-en e tan. aspx None 1
37.26.146.248 |[Israel 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 1
103. 254. 126. 230|I ndonesi a 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df.il/index. php B ock 1
79.180.116. 68 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwy aka.idf.il/xmrpc. php B ock 1
: . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates  |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
. . Unknown Paraneter utmcanpai gn in
66.249. 64. 195 |l srael 147.237.72. 166 |aka. i df . i | ww aka i df . i 1/ rai i v abanut/ gener al . aspx None 1
149.78.64. 229 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . . Lhknown Par anet er searchText in
66.249.64.70  |Israel 147.237.76. 200 ei tan. aka. i df . i1 | a1/ 1002-en e tan. asp None 1
77.127.189.50 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
. . . Lhknown Par anet er searchText in
66.249.64.70  [Israel 147.237.76.200|eitan. aka. idf . il | o i1/ 1149 en e tan. aspx None 1
188.76.197. 112 [Spain 147.237.77. 176 |mat pash. i df . il  |veb leech 7 B ock 1
46.19. 85. 210 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.180.200.61 |lsrael 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
207.46.13.141 |Lnited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
157.55.39. 255 [Lhited Sates 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. txt Bl ock 1
. . . Lhknown Par anet er searchText in
66.249.64.70  |Israel 147.237.76. 200 ei tan. aka. idf . i1 | a1/ 1028 en e tan. asp None 1
. . Unaut hori zed Met hod HEAD for
87.69. 173. 17 I srael 147.237.72. 166 |aka. i df . i | v aka i i 1/ i rJ smal i i snal i m asp Bl ock 1
79.178.9. 227 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . . Unknown Paraneter searchText in
66. 249. 64. 70 I srael 147.237.76.200|ei tan. aka. i df .i | Wi ei tan. aka. i o . i |/ 99-en/ ei tan. aspx None 1
197.35.254.20 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
50. 97. 166. 28 Lhited Sates 147.237.72. 166 |aka. i df . i | Enail collector robots 14 B ock 1
208.115.113.89 [lhited Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to vww i df.il/894-ar B ock 1
. . Uhaut hori zed URL Access to
66.249.65. 115  Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994- 9059- he/ r ef uah. aspx B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
176. 228. 160. 244 srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nai v sachar/ mai | box. aspx None 1
. . . Lhknown Par anet er searchText in
66. 249. 64. 70 | srael 147.237.76.200|ei tan. aka.i df .i | Wi ei tan, aka i df .|/ 1084-en/ ei t an. aspx None 1
79.178.9. 227 I srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wawidf.il/https: /waidf.il/ B ock 1
. . . |Whknown Paraneter subject in
66.249.64.70  |Israel 147.237.76.200ei tan. aka. idf . il | o i1/ 1105 en e tan. aspx None 1
197.35.254.20 |Egypt 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xnrpc. php B ock 1
141. 8. 142. 29 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS Attack None 1
50. 97. 166. 28 Lhited Sates 147.237.72. 166 |aka. i df . i | eMii | Hoar di ng B ock 1
82.221.105.7 I cel and 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
208.184.112.75 |United Sates  |147.237.77. 216 |dover. i df . i | Distributed haut hori zed URL Access on Bl ock 1

waw i df . i |/ 1133- 22461- he/ dover . aspx.
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