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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 5003
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3454

45, 32. 246. 5 147.237. 8. 45 e.etanidf.il Invalid TGP H ags drop 3

45, 32. 246. 5 147.237.72. 217 e.idf.il Invalid TGP H ags drop 2

77.69. 168. 154 Bahrai n 147.237.76. 31 nakchal .idf.il Bl ock_Up Al _Nets drop 1

220. 163. 110. 126 Chi na 147.237.76. 202 e halag.idf.il JLM Under Attack_Con_Tcp drop 1
45.32.246. 5 147.237. 8. 28 e.nobil e-ks.idf.il|lInvalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 50 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
166. 63. 125. 149 147.237.0. 34 Lhited Sates tikshuv. i df.il ET SCAN NVAP -sS w ndow 3072 1
45.32.246.5 147.237.8. 28 e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
117. 25. 155. 164 147.237.77.233 Chi na atal.idf.il ET SCAN NVAP -f -sS 1
45, 32.246.5 147.237.8. 28 e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 3072 1
78.193.2.8 147. 237. 76. 39 France nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.32.246.5 147.237.8.28 e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.163. 110. 126 147. 237. 76. 199 Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
220.163. 110. 126 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
66. 232. 140. 121 147.237.8. 28 Korea, Repudlic of e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
66. 232. 140. 121 147.237.8. 14 Korea, Republic of e.orchot.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 129 147. 237.76. 177 ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.32.246.5 147. 237.8. 45 eetanidf.il ET SCAN NMAP -sS wi ndow 4096 1
183. 61. 109. 189 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
45.32.246.5 147. 237. 8. 45 e.eitanidf.il ET SCAN NMAP -sS wi ndow 2048 1
166. 63. 125. 149 147.237.0.34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
45, 32.246.5 147. 237. 8. 45 e.eitanidf.il ET SCAN NVAP -f -sS 1
117. 25. 155. 164 147.237.77. 233 Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
45.32.246.5 147.237.8.28 e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
82.117. 208. 243 147. 237.76. 196 e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
45.32.246.5 147.237.8. 28 e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 2048 1
78.193.2.8 147.237.76. 31 France nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 32.246.5 147.237.8. 28 e. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
220.163. 110. 126 147. 237.76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
66. 232. 140. 121 147.237.8. 46 Korea, Republic of e.chinuch.idf.il ET SCAN Potential SSH Scan 1
220.163. 110. 126 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
66. 232. 140. 121 147.237.8. 24 Korea, Republic of elifestyleidf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 129 147.237.77. 179 e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 32.246.5 147. 237. 8. 45 e.eitanidf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 129 147. 237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.32.246.5 147. 237.8. 45 eetanidf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 61. 109. 189 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.32.246.5 147. 237. 8. 45 e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
85. 130. 245. 195 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
100. 100. 15. 109 147. 237. 72. 166 |aka.i of .i | drop First packet ismt SYN drop 12
Sreanming Engine: TCP Invalid i i sSi
84.228. 225. 174 |l srael 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
85. 130. 245. 195 |l srael 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
79.179.131. 171 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi
79.183. 176. 175 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
79.179.131. 171 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 202 I srael 147. 237. 77. 216 |dover i f .i | Bad TCP sequence Inval i d ACK nunber aert
Sreaning Engine: TCP Invalid i i ssi
66.249.64.190 |lhited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 202 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
85. 130. 245. 195 |[Israel 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 5
85. 130. 245. 195 |l srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence Invalid ACK nunber noni t or 5
85. 130. 245. 195 [l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.182.199. 123 |Israel 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
45.32.246.5 147.237.8.28 |e.mobile-ks.idf.illdr op SAMrul e drop 4
Sreanming Engine: TQP Invalid i i ssi
37.142.64.96  |israel 147.237.72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. |4 4
Ret r ansmi ssi on Packet dropped.
45, 32. 246. 5 147.237.8.45 |e.eitanidf.il  |drop SAMrul e drop
46.19. 85. 177 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
45.32.246.5 147.237.72. 217 |e.i df .il drop SAMrule drop
Sreaning Engine: TGP Invalid i i ssi
2.54.130.157  |israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.116  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182. 214. 243 I srael 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
94.230.86.206 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
77.127.249. 95 | srael 147.237.77. 170 |naarachot . i of .i1 |dr op Frst packet isn't SN drop 3
213.57.131.54 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
5.102. 254. 79 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
2.54.132. 75 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 3
e SYN+AK retransmit with different .
213.57.131.54 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal noni t or 3
2.52.31. 46 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
79.181.136.7  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87.68.162.136 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
37.142.64.6 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
79.181.183. 191 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
212. 179. 224. 119|i srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176.32.72  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
81.218. 208. 175 |Israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5. 255. 253. 157 R‘F Sf:;”ion 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.177.189. 216 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.26.147.161 |[lsrael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
46. 19. 86. 35 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
80. 246. 136. 130 |l srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence I'nval i d ACK nunber noni t or 2
128.232.110. 28 |United Ki ngdom|147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 2
94.230.86.137 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
77.126.31.201 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
Russi an R SYN+AK retransmit with different .
5.255.253.157 [ o0 ion 147.237. 77. 216 |dover.i df .i Bad TCP sequence i ndow scal e noni t or 2
2.54.132. 75 I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber aert 2
176.13.8.98 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
84.108. 80. 79 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
5.28.147. 109 I srael 147.237. 77. 170 |nmarachot .idf.i1 |SYN At t ack SYN - > SYN-ACK -> Ti meout aert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 37 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 119
46. 19. 85. 37 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 38
2.52.29.188 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 2.52.29. 188 Bl ock 25
2.54.130. 157 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 16
46. 19. 85. 37 I srael 147.237.0.19 |nadi matal .idf.i|Too Miny of the Sane Response Code (403) in Session from46. 19. 85. 37 B ock 15
176. 12. 149. 201 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock
89.138.207. 1 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
Lhited - . D stributed Lhaut hori zed URL Access on
107.178.194.87 |g o o 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- hel dover . aspx. B ock 2
95. 86. 87. 142 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46. 19. 85. 220 | srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request et hod B ock 1
2.52.29.188 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip_storage/files/8/ 67378.jp Bl ock 1
84.94. 86. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Lhited . . Unhaut hori zed URL Access to
199.59.148. 210 Sates 147.237.77. 216 [dover . i df . i | vwwy i df . i | /sip_storage/fil es/ 2/ si ze220x0/ 17672. j pg Bl ock !
Whited . . Paraneter Type M ol ati on ct|00$Cont ent A aceHbl der 1t xt Brai | in
73.237.152.66 [oo 147.237.77. 216 [dover. i df . il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
46. 19. 86. 69 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 65. 54. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
87.106.22.163 |Ger many 147.237.0.34 |tikshuv.idf.il |Adnin Bl ocking Bl ock 1
40.77.167. 16 LSthlatt:sd 147.237.77.216|dover .i df . i | Uhaut hori zed URL Access to waw i df.il/english/ news/j enin. stm B ock 1
79.182. 150. 233 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
Lhi ted . . D stributed Unaut hori zed URL Access on
208.184.112.74 o o 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
173. 252. 88. 191 ;h;:ee: 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Lhited - . D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77. 216 |dover.i df .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
46.19. 85. 220 I srael 147.237.77.216|dover.i df .i | I11egal HITP \ersion _pk_ses. 20. 8af c=* Bl ock 1
2.52.54.27 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.108.67.245 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
Lhi ted . . Unaut hori zed URL Access to
199.59.148. 211 Sates 147.237.77. 216 dover . i df . i | wwy i df.il/sip storagelfil es/5/ si ze220x0/ 6255. j pg Bl ock !
77.126.97.230 |Israel 147.237.76.31 |nakchal .idf.il |Unhauthorized URL Access to 147.237.76. 31/ si p_storage/fil es/ 8/ 1668. doc B ock 1
49.205.171.69 |India 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
132.74.95.19 | srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed UR. Access to maarachot.idf.il/pdf/files/5/ 113055. pdf B ock 1
87.106.22.163 |Germany  [147.237.0.34 |tikshuv.idf.il |Uhauthorized URL Access to tikshuv.idf.il/adnin B ock 1
79.183.176. 175 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il /mai n/sahar B ock 1
Lhi ted . . D stributed Unauthori zed URL Access on
208.184.112.75 g 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
176. 12. 144. 208 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
66.249. 64.200 [Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er sQpenLi nkln in wan aka. i df.il1/eitan/pratinpirteychayal/ |None 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |g o 147.237.77. 216 |dover.i df . il v i df i | / 1133 22638- hel dover . aspx. B ock 1
Mal formed URL
46. 19. 85. 220 I srael 147.237.77. 216 |dover . i df . i | _pk_i d. 20. 8af c=f 7142f 2a04e63355. 1425928839. 11. 1449611917. 14496119 |B ock 1
17.;
84.108.184. 9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.179.116. 161 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Lhited - . D stributed Lhaut hori zed URL Access on
204.13.200.200 o o 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
49.205.171.69 [India 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
157. 55. 39. 20 ;ﬂ;ttee: 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitelunsel ecatbl e. aspx B ock 1
80.246.136.98 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
212.199. 104. 190|I srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.65.112 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8763- he/ r ef uah. aspx Bl ock 1
Unknown HTTP Request Met hod
0. 8af c=96BYR2YR29YR CYR2YR2%2C1449611917%RC¥R22ht t p¥BAYRFY2Fm f ace
46. 19. 85. 220 I srael 147.237.77. 216 |dover . i df . i | book. com2F%2296D; in URL B ock 1
_pk_i d. 20. 8af c=f 7142f 2a04e63355. 1425928839. 11. 1449611917. 14496119
17.
31.154.170. 249 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
85. 64. 4. 17 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
79.179.131. 171 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
Lhited - . D stributed Lhaut hori zed URL Access on
204.13.200.200 g o 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
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