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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3501
66. 249. 78. 96 I'srael 147.237.77. 74 lawi of i ;(,]; handshake violation, first packet not — fq 2859
45.32.246.5 147.237. 76. 197 e. hinush. i df .i| Inval i d TGP H ags drop 8
79.178. 0. 129 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets drop 3
45.32.246.5 147.237.77. 121 e navy.idf.il Inval i d TGP A ags drop 3
183. 60. 48. 25 Chi na 147.237.76. 30 hi nush. i df .i | JLM Under At tack_Con_Tcp drop 2
115. 239. 228. 8 Chi na 147.237. 76. 147 chi nuch. aka.idf.il JLM Under _Attack Con Htp dr op 2
167. 88. 12. 202 Lhited Sates 147.237.0. 17 Im”y' kosher -kravi .1 df. 1 1\ oy sp-traf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
149, 202. 44. 111 |Ger many 147.237.77.170 |naarachot.idf.i| |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
200.98.137.169 |Brazil 147.237.72.166 |aka.idf.il Q041: HTTP. Access to - index. php?option=comj ce B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address ‘Attacker Signature
Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249. 64. 200 |147.237.72.166|Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
211.213.231. 61 |147.237.76.198 okfrea’ RepubliC o ohal an.idf i1 ET SCAN Potential SSH Scan 1
211.213.231. 61 [147.237. 76. 148 Okfrea Republic | conter.akaicf.il  |ET SCAN Potential SSH Scan 1
193. 105. 134. 220(147.237.0. 16  |Sweden ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024
. S SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
113. 240. 250. 155]147. 237. 77. 243 |Chi na nobi | e.idf.il . . - 1
deni al of service attenpt

45.32.246.5 147.237.77. 121 e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.58.80. 11 147.237.8.24 |Netherl ands elifestyle idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.213.231. 61 |147. 237. 76. 197 Okfrea RepUbl T C 1o i mush, i of i ET SCAN Potential SSH Scan 1
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
113. 240. 250. 155(147. 237. 77. 243 |Chi na nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
45.32.246.5 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Country‘Target Address [Ste Signature
Iran, Islamc . . . )
46.224.175. 21 Repub i ¢ of 147. 237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 47
Iran, Islamc e .
46.224.175. 21 Republ i ¢ of 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 33
Sreaning Engine: TCP Invalid i i SSi
5.29.223.67 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 28
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
213.57.128. 197 (I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 24
46.224. 175. 21 IF;ZEEI:??C 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
Sreaming Engine: TGP Invalid i i sSi
199.203.64.5 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
213.57.128. 197 |l srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN - > SYN-ACK -> Ti neout alert 10
2.54.,163. 53 | srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect
5.28.159. 177 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
. . SYNPAXK retransmit with different .
5.28.159. 177 I srael 147.237.72. 166 |aka.i df.il Bad TCP sequence vi ndow scal e noni t or 8
46.19.85.4 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
37.26.148. 176 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng BEngine: TCP Invalid i i ssi
79.178.176.56 |Israel 147.237.72. 166 |aka i f .| 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
109. 64. 161. 22 |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retramsmssion. | op 6
Ret ransni ssi on Packet dr opped.
84. 109. 235. 102 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
85. 250. 87. 83 | srael 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
reanmn ine: TCP Invali i i Ssi
40.77.167.8  |Wited Sates  |147.237.72. 166 |aka i of .il Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
o SYNHAK retransmit with different .
80. 246. 136. 201 || srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal 6 noni t or 5
46. 19. 86. 69 I srael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence I'nval i d ACK nunber noni t or 5
Sreamng BEngine: TCP Invalid i i ssi
84.109. 108. 116 I srael 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
46. 121. 25. 44 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or
45.32.246. 5 147.237.76.197 |e.himush.idf.il |drop SAMrul e drop
84.109. 235. 102 || srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
66.249.64.163 |lhited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 4 o 4
Ret ransni ssi on Packet dr opped.
109. 64. 161. 22 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i sSi
197.211.53.9 |Ngeria 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segent retransmssion. drop 4
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.7.118 |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.178.14.27 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.125. 116. 139 |1 sr ael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 64. 116. 185 |I srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 173. 207 |1 srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
108.52.163.79 |[lhited Sates 147.237. 77. 216 |dover.idf . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i SSi
217.132.30. 47 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19.86.181 |l srael 147.237.72. 166 |aka i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.183.162. 94 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
77.127. 211. 162 |I srael 147.237.72. 166 |aka i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 64. 159. 126 |I srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19.86.75  |Israel 147.237.72. 166 |aka i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
192.114.23.18 |lsrael 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng BEngine: TCP Invalid i i ssi
109.65.177.3  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
62.90.219.202 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. 4 o 3
Ret ransni ssi on Packet dr opped.
108.52.163.79 |lLited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
46. 19. 86. 42 I srael 147.237. 77. 216 |dover.idf . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
46. 19. 86. 150 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng BEngine: TCP Invalid i i ssi
79.180.130. 20 |Israel 147. 237.72. 166 |aka i f .1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.177. 130. 212 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. 4 o 3
Ret ransni ssi on Packet dr opped.
91. 200. 12. 143 |lkrai ne 147.237.72. 166 |aka. i df .i | dr op SAMrule drop 3
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Attacker Qountry |Target Address

| srael

147.237.72. 166

dte

aka.idf.il

Signature

Sreaning Engine: TGP Invalid
Ret r ansni ssi on

Inval i d segnent retransnission.

Packet dr opped.

79.179. 4. 105

| srael

147. 237. 72. 166

aka.idf.il

Sreamng Engine: TGP Invalid
Ret r ansni ssi on

Inval i d segnent retransnission.

Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site Sgnature Devi ce

‘Count

Country Action
37.142.176.208 |israel 147.237.0.19 |nadi matal .idf.il ;(;(.)1'\33'1;; ;gg Sane Response (bde (404) in Session from B ock 137
5. 29. 223. 67 I srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 111
149. 78.57. 14 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 96
37.142.176. 208 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 32
37.142.176.208 |israel 147.237.0.19 |nadimatal .idf.il ;c;(_)l'\gyl;’; ;22 Sane Response (bde (403) in Session from Bl ock 28
149.78.57. 14 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 24
109. 124. 217. 243 gz::;”i o 147.237.72. 166 |aka. i df . i | ZA(J)IQt. ilpzlf ;f?fﬂzzc;” zed Nethod for Known URL from B ock 6
46.19.85.237  |Israel 147.237.0. 17 g;n.y| kosher-kravi. i | o ipued Illegal Parameter Encoding None 4
109.124.217. 243 gtsj:;;nl on 147.237.72. 166 [aka. i df . i | muatﬂ::ri Id?.aidl /'\,:raatiihnc;dgi 3;15-; Su\tsh;rgri cat i onser vi ce. asnx/ get aut huser Bl ock 3
80. 179. 141. 237 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock
217.132.32.207 |lIsrael 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock
217.132.32. 207 [Israel 147.237.76.86 |navy.idf.il m;g&;‘t ieddf _Lﬂa/“)t(:iorr;’cz_eshgﬂ' Access on Bock |2
176. 12. 140. 100 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
217. 132. 249. 126 I srael 147.237.0. 17 g;”lyl kosher-kravi. i | e Illegal Paraneter Encoding None 2
2.52.158.2 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
66.249. 64.233 |lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 233 B ock

Russi an ) ) Unaut hor_i zed_ URL 'Accejss to _ o
109.124.217. 243”0 o 147.237.72. 166 |aka. i df . i | wan aka. i df . i 1/ ai n/ i yus/ | ogi n. aspx?nodul et ogot 0=0&usg=al kj rhi (Bl ock 2

t ehgj n4f wi whhzse62bsl i opt hg

46.19. 85. 95 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
85. 65.123. 11 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.176.107. 122 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
157.55.39.219 [lhited Sates |147.237.76.86 |[navy.idf.il Unhaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
66.249. 64. 160 |l srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ 938- he/ nakhal . aspx  |Bl ock 1
113. 240. 250. 155Chi na 147.237.77. 243 |nobi | e. i df . i | %ﬁgﬁ?ﬁgif& - Protocol violation None 1
91. 196. 50. 33 Pol and 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to testpd. pospr.waw pl /test proxy. php  |B ock 1
46.19.85.237  |Israel 147. 237.0.17 (rjr:nlyl kosher-kravi . L'\l’“g_tlig_' gs”zlggal Byte Qde (aracter in Parameter el ue from Bock |1
185. 90. 62. 101 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
80. 246. 137. 157 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 85. 55 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
2.54.153.139  [Israel 147. 237.72. 166 |aka. i df . i | 1 I?’tageeﬁdﬁng];;‘:/;ganck% e kapatzlfres Bock |1
149. 88.68. 122 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
66.249.65. 118  Israel 147.237.76. 42 |refuah.idf.il e e o L e aspx Bock |1
46.121.136. 121 |[Israel 147.237.72.166|aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 117 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
85.93.91. 84 Ger many 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.177.240. 180 |l srael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mbde None 1
66.249. 64.170 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
141.212.121. 176|Wnited Sates |147.237.76.200|ei tan. aka. i df . il Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
93.173.164.75 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 74 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.19. 85. 95 I srael 147.237.0.34 |tikshuv.idf.il I11egal HITP \ersion B ock 1
185. 90. 62. 101 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat . idf.il/xnrpc. php Bl ock 1
80. 246. 137. 237 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
2.54.153. 139 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from2. 54. 153. 139 B ock 1
149. 202. 44. 111 |Ger many 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt B ock 1
68.180. 228. 112 [Uited Sates |147.237.77. 216 |dover. i df .i | ma':?ferl Jylps‘;xﬁélaég\?; fgg)’:“mi : B ock 1
66.249.64.13  |Israel 147.237. 72. 166 |aka. i df . i | o raut hor ;efuﬁexf;ssazzx Bock |1
46. 19. 85. 155 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
87.69. 99. 6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.180.117.22 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176. 228.36.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
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