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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3422
95. 71. 145. 38 Russi an Federation 147.237.77. 226 W chanat z. aka. i df . i | Frk_Under Attack _Con_Tcp drop 2
167. 88. 12. 205 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 drop 1




12-08-2015-20:04:03 to 12-08-2015-21:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
162.216. 46.37 |147.237.72.14 |tnited Sates |[dover.idf.il (ol d) ET SCAN Potential VWNC Scan 5900- 5920 3
162.216.46.37 |147.237.0.19 |lhited Sates |nadimatal.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
162.216.46.37 |147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
85.64.207. 163  [147.237.77. 233 |l srael atal.idf.il ET SCAN NVAP -sA (2) 2
92. 43.70. 181 147. 237. 8. 46 LKJ?ir:;gom e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.56. 115 |147.237.77. 216 |Chi na dover.idf.il portscan: TCP D stributed Portscan 1
45.32.246.5 147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
2.54.160. 241 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
193. 105. 134. 220|147. 237. 76. 44 |Sweden e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187, 185, 228.76 1147 237 77. 74 |vexi co Lawdidf i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
162. 216. 46. 37  |147.237.77.226|lLhited Sates |ww chamatz. aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
162. 216. 46. 37  |147.237.76.42 |Uited Sates |refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
162.216. 46.37 |147.237.0.15 |lhited Sates |kosher-kravi.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
920.134.99. 74 |147. 237, 0.33  |Tai van - ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193. 105. 134. 220|147. 237. 76. 200 |Sweden eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187 185, 22876 |147. 237. 77. 176 | co rat pash i f 1| ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177, 240, 215. 56 |147. 237, 76. 196 | co o sviva i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
162.216.46.37 [147.237.77. 121 |Wited Sates |e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry |Target Address [Ste Signature Acti on ‘Count
S reaning Engi ne: TCP i i ssi
109. 65. 180. 46 |l srael 147.237.76. 200 |ei tan. aka. i df .i mng ngine. Invalid segnent retransmssion. |, ., 1563
Inval i d Retransmission Packet dr opped.
Sreamng Engi ne: TCP i i ssi
2.54.63.148  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | mng ngine: 1 Invalid segnent retransmssion. |, . 66
Inval i d Retransnission Packet dr opped.
109. 66. 139. 227 [l srael 147.237.77. 233 |atal .icf .l Bad TOP sequence SiNretransmt wth different oo 36
T ) ) T ) ) a w ndow scal e
5.28.159.177 |Israel 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Tineout |reject 15
: ) SYNFACXK retransnmit wth .
5.28.159. 177 |lIsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence di Fferent wi ndow scal e noni t or 15
46.19.86.180 [l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber nonitor |13
41.33.231.90 [Egypt 147. 237.77. 216 |dover.idf .i| drop SAMrul e drop 12
213.57.131.54 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 12
R SYN+ACXK retransmt wth .
213.57.131.54 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal nonitor |12
46. 19. 85. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |10
45, 32.246.5 147. 237. 76. 198 |e. yohal an. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 9
S reanm ng Engi ne: TCP i i ssi
109. 64. 223.56 |Israel 147. 237. 72. 156 |anan. i df .i mng tngine: ! Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dr opped.
S reaning Engi ne: TCP i i ssi
66.249. 64,190 |Uited Sates 147.237.72. 166 |aka. i df .i mng ngine. Invalid segnent retransmssion. |, . 9
Inval i d Retransnission Packet dr opped.
45.32.246.5 147.237.76. 198 |e. yohal an.i df . i SYN At tack SYN -> SYN-ACK -> RST aert 7
46.19.85.133  [Israel 147.237.0.17 [V kosher-kravi. 1d |ga4 TCP sequence Inval i d ACK nunber moni tor |7
2.54.33.128 I srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> Tineout |reject 6
46.19.85.172  |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
37.142.227. 198 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
2.54.33.128 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
46.19.85.172 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
46.116.96.42  |[Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
S reaning Engi ne: TCP i i ssi
79.177.118.94 |israel 147.237.72. 166 |aka. i df .i mng ngine. Invalid segnent retransmssion. |, ., 6
Inval i d Retransmission Packet dr opped.
109. 67. 205. 244 |1 srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert
2.54.152.249 |[Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.33.128 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
) ) SYNretransnit wth different
79.177. 132. 210 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e alert 6
109. 67. 205. 244 | srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |6
40.77.167.33 |Wnited Qates 147. 237. 77. 212 |e. dover. i df .1 Geo-1 ocation enforcenent |0 ocation inbound drop 6
enf or cenent
2.54.33.128 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber mnitor |6
46. 19. 85. 57 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 6
149. 88.207. 54 |Israel 147. 237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |6
85.64.150. 99 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber nonitor |6
S reanm ng Engi ne: TCP i i ssi
109. 66. 171. 57 |Israel 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S reaning Engi ne: TCP i i ssi
5.102. 204. 114 | srael 147.237.72. 167 |i shuri maka. i of . i | mng ngine. Invalid segnent retransmssion. |, . 6
Inval i d Retransmission Packet dr opped.
. . SWNretransnit wth different .
79.177.132. 210 |I srael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 6
85. 250. 118. 217 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
2.54.33.128 | srael 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.121.89.28 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
46. 19. 85. 57 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |6
109.67.63.71 [Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber monitor |6
46.19.85.233 |Israel 147. 237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 6
85. 250. 118. 217 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
172.56.35.116 |Uiited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79. 177. 240. 180 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 5
37.46.39.7 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
37.8.43.104  [AestNA o y40 937 77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber moni tor |4
Territory, Gecupi ed
84.108.87.44  |Israel 147.237.72.166 |aka i dof .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 38 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNretransnit wth different .
84.228.213. 225 |I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 4
5.28.159.177 |lIsrael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 65.180. 46 |l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 416
85.250. 69.178 |l srael 147.237.76.200|ei tan. aka.i df . il Dstributed Too Miny of the Same Response Code (404) B ock 118
37.142.176.208 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 60
176. 13. 18. 89 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 37
208.115.113.88 |lhited Sates |147.237.76.86 |navy.idf.il Ml tipl e Unauthorized LRL Access from 208. 115. 113. 88 B ock 15
84.108.194. 121 [israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in LR from84.108. 194. 121 B ock
107. 170. 128. 140|Uhited Sates |147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 107.170. 128. 140 Bl ock

Unaut hori zed URL Access to
5.102.217.202 [israel 147.237.72. 166 |aka. i df . i | wwy aka. i df . i |/ mai n/ sachar/ ct1 00_ct | 00_cphmai n_cphsachar _di vperso [Bl ock 3

nal quest i onscont ent
109. 66. 54. 162 |l srael 147.237.0.19 |[madimatal .idf.il Suspi ci ous Response Code B ock 3
149.88.136.11 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
109. 67. 125. 193 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/xnrpc. php B ock 2
2.54.190. 51 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
176. 12. 140. 100 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
46.19.85.133  |israel 147.237.0.17 onl;r?/l kosher - kravi . i Dstributed I11egal Paraneter Encoding None 2
107.178.194. 87 |Uhited Sates [147.237. 77. 216 [dover . i df . i | Dstri uted 1Lf§3”_tggzgfﬁeﬁvpe‘i‘ff:p;” Bock |2
213.8.204.6 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unhaut hori zed Method for Known URL from 213.8.204.6 B ock 2
107.178.194. 87 |Wiited Sates [147.237. 7. 216 [dover . i df . i | bt :id?‘_’ti?‘; 1?§;f;§égg?ﬂe>’:av’;‘i‘fssp£” Bock |2
176.12.151. 28 |Israel 147.237.0. 17 ;nfnﬁll kosher-kravi-i |, & iped I11egal Parameter Encoding None 2
109. 67. 125. 193 |I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 2
41.107.19.18 Ageria 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
178.62.82.172 |UWited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.54.188. 201 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
79. 179. 99. 94 I srael 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 1
109. 65. 42. 234 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
66.249. 64.143 | srael 147.237.72. 166 |aka. i df . i | ﬂ?”tzg‘;r ;;égelé?_mﬁ?gisiug?gener o aspx Bl ock 1
213. 8. 204. 60 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None
46.19.85. 1 I srael 147.237.77. 216 |dover . i df . i | Ml ti pl e Uhknown HTTP Request Method from 46. 19. 85. 1 B ock
204.13.200. 200 |Wnited Sates |147. 237. 77. 216 |dover . i df . i | Dstri uted 1Lf§3”_tggzgfﬁeﬁvpe‘i‘ff:p;” Bock |1
91.187.114.129 |Abania 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock 1
176. 13. 4. 142 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
77.127.61. 77 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
46.121. 89. 28 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
208.184.112. 74 [Uhited Sates |147.237.77. 216 |dover . i df . i | D stri uted 1?§;f;§£éi?ﬂe>’:av’;‘i‘fssp£” Bock |1
85. 250. 118. 217 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
46.19.85. 1 I srael 147.237.77. 216 |dover . i df . i | Abnormal |y Long Request et hod B ock
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | mu;?giidf?l /u;‘pfcstcoef:g;?i | s/ & 64778, pef B ock 1
157.55.39. 131 |Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/english/ news/ main. stm B ock 1
79.179. 99. 94 I srael 147.237.76.86 |navy.idf.i| Dstributed Wauthorized URL Access on www navy.idf.il/xmrpc. php (B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock 1
213.57.215. 159 |[lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
46.19.85.1 I srael 147.237.77. 216 |dover.idf . il Unknown HTTP Request Method . katana in URL B ock 1
204.13.200.200 |Wnited Sates |147. 237. 77. 216 |dover . i df . i | w11 1155, 25656 nel dover. s Bock |1
91. 196. 50. 33 Pol and 147.237.76.200|ei tan. aka.i df . il Unhaut hori zed URL Access to testp5. niel no. | ubin. pl/testproxy. php  |B ock 1
85.64.150.93  |Israel 147. 237. 72. 156 |anan. i df . i | m”;;g_iizd?iﬁtfg;efmom_i gl B ock 1
37.142.227.198 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
77.127.152.227 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
2.52.57.149 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None
128. 232. 110. 29 LK”i‘irfgegom 147.237.0. 17 g;”lyl kosher-kravi i |, horized URL Access to 147.237.0. 17/ B ock 1
107.170. 128. 140|Wnited Sates |147.237.76.42 |refuah.idf.il :‘;fa:‘;g‘;;'] Zleddf _%Sﬁ‘;f:dslsuste?wmdsl heecrupper Bl ock 1
66. 249. 64. 23 I srael 147.237.72. 166 |aka. i df . i | Dstributed Whaut horized URL Access on 147.237. 72. 166/ B ock 1
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